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1.  Introduction  

1.1  Purpose  
G arla nd  T echn olog y  Pac ket  Broker  System  (P B S )  is a  flex ible Ne twork  Access Sy stem  made 
up  of  a cha ssi s designed  to  fit  into  a s tandard  19”  rac k.   T he  cha ssi s   comes in two siz es, 1U   
and 2U .   T he  1U  cha ssi s  can  rece ive up to  4 G arland T ech nolog y  T AP  modules.  T he  2U  
cha ssi s can  rece ive up to  12  G T  T AP  modules .   B oth of  P ac ket  Broker  C hassi s are  equipped  
with dual  interna l  AC  or  DC  power sup ply  units.   T he  S ystem can  be  manag ed  remotely.  

T his documen t  describes,  in de tail,  how  the  cha ss is and T AP  modules can  be  set  up  to a ccess  
your  critical  network links ,  agg regate  and filter  at  layers 2, 3  and  4 if  required  before distributing  
the  traffic out  to  your  monitoring tools  and appl iances.  

1.2  Sc ope    
T he  scop e o f  this docum ent  is limited to G arla nd  T ech nology  P ac ket  B roker S ystem  relea se  
M1GXXCE_v1.0.50.   It  shows you  how  to access  all  the  differen t  menus  and  navigate through 
the  various sec tions of  the pr ogram  to  allow  you  to set  up  the  functionality  of  the  various T AP s  
that  can  be  instal led  into  the  cha ssis.    

1.3  G eneral Information  
T he  M1GXX C E  Fi ltering  B ack plane Ch as sis and the  S eries M1GXX F  Modular T AP s is a  
S cal ab le Modular Network  Acce ss and  T raffic  D istribution  S ystem  for  10Mbps,  100Mbps and 
1000Mbps Networks,   commonly  referred  to as   a ‘P ack et  Broker  S ystem’.   

T he G arland T ech nology 1Gbps P acket Broker S ystem (P B S ) provides acce ss to a network’s 
10Mbps, 100Mbps and 1000 Mbps traffic by agg regating cop per or fiber links together and 
sen ding the agg regated traffic out to multiple net work Analysis, Monitoring and/or S ecu rity 
Appliances. T he P B S ca n al so filter out the traffic that the tools and appliances hav e no interes t 
in, to avoid ov er sub scr ibing the monitoring ports . 

T he C hassi s can rece ive up to 4 or 12 1G bps Modules depe nding on whether the cha ssis is a 
1U cha ssi s or a 2U cha ssis. B oth chassi s are e quipped with dual interna l power sup plies for 
either AC or DC power sources. 
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T he  M1GXX C E cha ssi s  can  be  use d  with al l  the  G arla nd  T echn olog y  1G bps Modular T AP  
serie s.   T he  new  M1GX X F ser ies  as w ell  as al l  the le gacy  T AP se ries that  were developed  
before  this P ac ket  B roker  sy stem  was r elea sed  in ear ly  2016.   If  you  have G arla nd  T echn olog y  
Modules pur cha sed  before the  G T  P B S w as r elea sed  they  will  operate as  they  normally  did in  
the  cha ssis they  are cu rrently  in, by  updating  their  firmware.   T here  is a  R J -45  S eria l  
Manag ement  port  that  allows acce ss to  the  C ommand Li ne  Interface  (C LI )  and  an  E thernet  R J -
45  Manag ement  port,  so  the  C hassi s  can  be  con nected to the  network for  remote  management  
once y ou  set  up  the  network  con figuration.  
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1.4  M1GXX F  T AP  Seri es  

T he  M1GXX F T AP  serie s is a  new  T AP se ries were designed to  take  advantage o f  the  1G bps  
P ack et  Broker  sy stem  agg regating  backplane.   T hese  Fi ltering  T AP s  allow  filtering  of  the  traffic  
going  through  them  at  layers 2, 3  and  4.   B eca us e o f  the  backplane bui lt  into the  M1G1XX C E  
cha ssi s,  not  only  can  you  filter  the  traffic,  but  you  can  agg regate  the  traffic  from  1,  2,  3 o r  4  T AP s .    
Various filters can  be  applied  to the  network traffic and the  resu lts  can  be  routed  to  any  of  the  
monitor  ports  of  the  filtering  T AP s in the  row  of  the chassi s.  

Live Network Monitor 

Only Port 80 traffic 

Figure 1: F ilter T AP  P as s ing P ort 80  T raffic 

Figure 2: F ilter T AP  Flo w Diag ram P ort 80 T raffic 

1.4.1 Setting up the Filter TAP to operate as a Legacy TAP 
T he Fi lter T AP s can be set up to filter on layers 2, 3 and 4 to al low your tools and appl iances to 
only see the traffic that they have an interest in. T hese T AP s can also be set up to brea kout the 
network traffic to the monitor ports , agg regate the net work traffic to the monitor ports and 
replicate S P AN traffic out to up to 3 di fferent monitor tools jus t like ou r legacy T AP s can . 

Figure 3: F low diagram  for B rea kout, Agg rega tion & S P AN Mode 
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1.4.2 Traffic flow for Breakout TAP mode 
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S lot 1 in Fi gure 3 above, is sho wing the traffic flow for the B rea kout T AP mode. T o se t up the 
T AP to brea kout the traffic you would cr ea te a filter that will instruct all the ingress ea stbound 
traffic from ingress port ‘A1’ to go to egress port ‘C1’. Next, ins truct all the in gress westboun d 
traffic from ingress port ‘B1’ to go to the egres s port ‘D1’. Now the T AP will operate like a 
B rea kout T AP sen ding all the ingress ea stbound traffic out to e gress port ‘C1’ and all the 
ing ress westboun d traffic out to egres s port ‘D1’. 

Figure 4: T AP 1 flow for Br ea kout Mode o n M1G X X F  T AP  s eries 

1.4.3 Traffic flow for Aggregation Mode 
S lot 2 in figure 4 page 10, is sho wing the traffic flow for the B rea kout mode. T o se t up the T AP 
to a gg regate the traffic coming in to the T AP i n Sl ot 2, you would instruct all the ingress traffic 
comin g in to ingress port ‘A2’ to go to e gress P ort ‘C2’. Next, instruct all the traffic coming into 
ing ress port ‘B2’ to go to egress port ‘C2’. Next, instruct all the E as tbound traffic from S lot 1 
T AP po rt ‘A1’ to slo t 2 port ‘C2’ and all the westb ound traffic from slot 1 port ‘B1’ to slot 2 po rt 
‘C2’. Now all the traffic from s lot 1 and from slot 2 will be directed to the E gress port ‘C2’ on 
slot 2. 

1.4.4 Traffic flow for SPAN mode 
S lot 3 in  figure 4  above, is sho wing  the  traffic flow  for  the  S P AN  mode.   T o  set  up  the  T AP  to  
replicate the  S P AN  traffic that  ingresses on  port  A,  out  to po rts  B ,  C  and  D,  you  would instruct  
all  the  ingress  traffic from  ingres s port  ‘A3’  to go  to  port  ‘C3’  and to po rt  ‘D3’.   All  the  traffic from  
‘A3’  will  automatical ly  go  to  port  ‘B3’.   Now  all  the  ingress  traffic  from  port  ‘A3’  will  go to  ports 
‘B3’, ‘C3’  and  ‘D3’.  

1.4.5 Direct and aggregate all the traffic on slots 1, 2, and 3 out to slot 4 
If we wanted to di rec t all the ingres s traffic on slots 1, 2 and 3 ou t to a sin gle por t on slot 4, we 
can instruct the all ingres s traffic on port ‘A1’ and ‘B1’ on slot 1 to go to e gress port ‘C4’ on slot 
4., next all the ingress traffic on port ‘A2’ and ‘B2’ on slot 2 to go to egres s port ‘C4’ on slot 4 
and fina lly, all the ingres s traffic on port ‘A3’ on slot 3 to go to e gress port ‘C4’ on slot 4. Now 
all the ingress traffic from T AP s 1, 2 and 3 will be agg regated to e gress out on port ‘C4’. If 
there is more traffic than the egress port ‘C4’ can handle (more than 1Gbp s) , you can add 
filters to only allow the traffic that the monitor tool/s are in teres ted in. Li ke only allowing port 80 
traffic or con versel y allowing everything excep t port 80 to go to port ‘C4’. 
As we hav e show n in this chapter, the M1GXX F S eries of T AP s can function like ou r legacy 
T AP s excep t for our B ypass T AP . P lus, this serie s of T AP s also has the filtering fea ture which 
allows you to el iminate a ny traffic that the monitoring tools have no interes t. T he other big 
fea ture is to allow traffic of more than one link to be agg regated together usi ng the cha ssi s 
back plane. 
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1.5  Legacy  T AP s  

Network tes t acce ss points (T AP s) are a ha rdware tool that allows you to m onitor your 
network. 

Aggregation mode is used to cap ture full duplex network traffic. In agg regation mode, the 
bidirectional traffic on the network ports is agg rega ted and routed to the monitor ports . 

Figure 5: Agg rega tion Mode T raffic Flo w 
Breakout Mode  is  use d when  ea ch di rection on  the  network  port  needs to  be  analyzed  
sep arately.   E ach  network port  inco ming  traffic is  mirrored  to a  differen t  monitor port.  

Figure 6:  B rea kout Mode T raffic Flo w  
SPAN Mode is use d when the T AP i s not us ed inline, but has alrea dy been tapped. T he 
sing le ne twork port is mirrored to the three remai ning monitor ports . 

Figure 7: S P AN Mode T raffic Flo w 

Bypass Mode is use ful when placi ng Inline Appliances in to the network. T he monitor ports are 
place d in line in the network. A heartbeat protec ts the network by bypassi ng the monitor device in 
the event of failure. 

Live Network In-Line Sensor

Figure 8: B ypas s  T AP  Nor mal Mode (inline) 

When the B ypass T AP i s in the normal mode, it is routing the network traffic through the Inline 
appliance. If the inline appliance w ere to go offline for any rea so n, the T AP w ill bypass the 
appliance and r eco nnect the critical link until the appliance is place d bac k online. 
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T he T AP do es this by se nding a Hea rtbeat packet out to the inline appliance and if the inline 
appliance is on -line, it will sen d the heartbeat packet back to the T AP . If the HB pa cket is not 
returned to the T AP , it is an indicatio n that the appliance is o ff-line for so me rea son . T AP w ill 
bypass the appliance bu t keep the link up. 

In-Line SensorLive Network

Figure 9: B ypas s  T AP  B ypas s  Mode (B ypas s ) 
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2.  Ins talla tion  

T o Deploy the M1GXX C E M odular C has s is with Fi ltering B ackplane in to the network, the 
following steps apply: 

• C arefully un-pack the chassi s and install it into a 19" equipmen t rac k. 

• T he model M1G1 X C E w ill require 1U of rac k spa ce and the model M1G2XC E w ill require 2U of 
rac k spa ce. 

• Y ou will need 2 AC or DC con nections to apply power to the two internal power sup plies , 
depending on whether the AC or the DC con figuration was pur cha sed . 

• Now inse rt your G arland T ech nology Modular T AP s by care fully sl iding them into the availab le 
slots in the cha ssi s. 

• If you are ins talling F S eries M odules, you will need to con nect to the C hassis Manag ement port 
to se t up the type of Fi ltering you require for your applicatio n. 

• If you are ins talling legac y modules y ou will be ab le to manage them through the management 
port as y ou would in the standard Manag ed C hassis (for A se ries modules or B P serie s modules ) 
or by  setting  up the  DIP  switche s loca ted  on the  Module’s log ic board. 

• C onnect a power cab le to each o f the M1G X X C E po wer sup plies and pl ug them into an availab le 
power sou rce. G arla nd T ech nology reco mmends plugging the cab les in to different power 
sou rces in case one sho uld fail the other may not. 

Figure 10: B lanking P late 

Note: Do n ot lea ve m odule s lots uncovered on the c ha s s is . Ins tall a B lanking P late o n an y unus ed s lot s o that 
proper internal ai r c irculation is  maintained. 
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3.  F eatures  

Desi gn y our own 1G cha ssi s (1U or 2U) with m odular T AP s that sup port brea kout, agg regation, 
filtering , regeneration/SP AN and b ypass modes. T his modular sy stem allows you to fully deploy 
and m anage your analysis, monitoring and secu rity appliances. 

• Scalable Modular TAPs System:   
- 2U  cha ssi s holds  up  to 1 2 T AP s - backplane  filtering  between T AP s  within a row  (there a re 

three  rows of  4 T AP s).   
- 1U  holds up to 4  T AP s - back plane  filtering  between T AP s .   

• Management and Non-Management options:   
- R emote  management  of  the  P ac ket  Broker  S ystem  is provided through  the Manag ement  

C ard.   T he  seria l  port  provided local  acce ss to  the  P B S so  tha t  the ne twork parameters can  
be  set  up  loca lly.   O nce  this is acco mplishe d, the  P B S can   be  accesse d  remotely  through the  
E thernet  port.    

- A n on-managemen t  cha ssi s is availab le  (manage ment  card  can  be  added at  later  date)  

• Syslog Reporting: 
- S ignifican t  events reported  via sy slog  

• Snmp Management: 
- con figuration  and ev ent  traps availab le v ia snm p  

• Port Mapping: 
- filter  allows granul ar sel ection  of  network  traffic  at  layers 2, 3  and 4  of  the  pack et  to provide  

monitoring tools only  to  the  traffic  they  are designed  (or  intende d)  to inspe ct.   

• Port Utilization: 
- R eco rds and  displ ays  network and monitor  port  pack et  cou nts,  percen t  utilization, max  

utilization  
- Allows use r  to  se t  max  utilization on rece ive or  transmit  which sends a sy slog  and/or  sn mp  

trap  when sur passe d  
• Multi-Tier Filtering Supports: 

- La yer 2, 3  and 4  Fi ltering ( MAC ,  VLA N,  IP ,  DS C P ,  T C P ,  UDP )   
• Dual internal AC or DC power supplies 
• TAP modules are hot swappable, fully co nfigurable and intercha ngeable 

• Accommodates GT legacy modular TAPs 
• Network Failsafe: 

- reco gnizes pow er outage s and au tomatica lly  close s  the  relay  circuitry  in le ss than  8  
milliseco nds then,  recon nects the  two network devices conne cted  to Po rts  A & B  .   

• Supports jumbo frames and passes physical errors. 
• Packet Slicing and Packet Injection: 

- when in  ag gregate mode  on cop per  network port  T AP s  
• Import/Export Configuration 

- Allows  the use r to E xport/Import the C hassis and Module co nfiguration  
• Password Policy 

- Allows  the administrator to specify the complexity of  a user’s password.   
• Made, tested and certified in USA 
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4.  F ront  View  

Front View of the 1U and 2U Modular P ack et Broker S ystem. T he 1U P ac ket B roker S ystem has 
four modular T AP S lots and 1 Manag emen t Module Sl ot. T he 2U P ac ket B roker S ystem has 
twelve m odular T AP S lots and one Manag emen t Module Sl ot. T he modules can be any of the 
Modular 10Mbps, 100Mbps or 1Gbp s T AP s. 

Figure 11: F ront View 1U  P ac ket B roker S ys tem  

Figure 12:  F ront View 2U  P ac ket B roker S ys tem  

Row 1

Figure 13:  1U C has s is  Ro w  and S lot Information  

Row 1

Row 2

Row 3

Figure 14: 2U C has s is  Ro w and S lot Information 
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5.  R ear View  
R ea r View of the 1U and 2U 1G bps P ac ket B roker S ystem 

Figure 15: Rear View 1U P ac ket B roker S ys tem with AC P ower S upplies 

Figure 16: Rear View 2U P ac ket B roker S ys tem with AC P ower S upplies 

Figure 17: Rear View 1U P ac ket B roker S ys tem with DC P ower S upplies 

Figure 18: Rear View 1U P ac ket B roker S ys tem with DC P ower S upplies 
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6.  Adm inis tration  

Y ou will need to ch ange the network IP address . T o do this , you will need to c onnect to the seria l 
managemen t port, so y ou can se t up the Network parameters , using the furnishe d RS 232 to DB 9 
cab le; 
1. C onnect the R J45 end to the R J45 S erial P ort on the M1GXX C E cha ss is. 
2. C onnect the  other side  of the  R S 232 cabl e to your P C ’s R S 232 por t. 
3. Use any terminal emulation so ftware (P uTT Y , HyperT erminal, E tc.) to c onnect to the C L I interface 

to manage the M1G X X C E cha ssi s. 
4. S et up the following terminal communica tion param eters on the terminal emulation so ftware: 

S peed:  115200 -default  
Data B its : 8  
P arity:  none  
S top  B its : 1 
Fl ow  C ontrol: No flow  con trol  

5. P ower up the M1GXX C E cha ssi s 

6. T he Lo gin prompt will appear in the terminal window 

7. E nter the default Lo gin nam e (admin) 
8. E nter the default pass word (gtadmin1) 

CAUTION: AT THIS POINT IT IS HIGHLY RECOMMENDED THAT YOU MODIFY THE DEFAULT 
ADMINISTRATOR USERNAME AND PASSWORD BY SELECTING ITEM 3 IN FIGURE 19. 

Fo llowing the above p rocedure will log you into the P BS and bring up the Main Menu. 

Figure 19: Main Menu 

From  the  Main Menu, press ‘4’  to get  to the  S etting s  Menu.  

Figure 20: S ettings Menu 
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6.1  Network Con figuration  

After logging in, go to the Network C onfiguration menu on the S ettings Menu if you plan to use the 
managemen t E thernet port, se t up IP addres s, net mas k and gateway pa rame ters . T he default IP 
address is 10.10.10.200 and the Network mas k is 255.255.255.0 and the G ateway 10.10.10.1. 
Press ‘1’ to bring up the Network C onfiguration Menu to set up the prope r network addresse s to 
allow the P ac ket B roker to opera te in its loca l environment. 

Garland Technology M1G1ACE 

Network Configuration
 Warning: This session depends on the current network config.

Applying network config may drop this session.
 link: up
current ip add:10.10.10.200
current config:static add: 10.10.10.200 mask:255.255.255.0 gwy:10.10.10.1
    new config:static add: 10.10.10.200 mask:255.255.255.0 gwy:10.10.10.1

1.re-init interface
3.ip address
4.netmask
5.gateway
6.dns1
7.dns2
8.ping
0.exit with new config

 ctrl-c.exit with NO new config

 select:

Garland Technology M1G1ACE 

Network Configuration
 Warning: This session depends on the current network config.

Applying network config may drop this session.
 link: up
current ip add:10.10.10.200
current config:static add: 10.10.10.200 mask:255.255.255.0 gwy:10.10.10.1
    new config:static add: 10.10.10.200 mask:255.255.255.0 gwy:10.10.10.1

1.re-init interface
3.ip address
4.netmask
5.gateway
6.dns1
7.dns2
8.ping
0.exit with new config

 ctrl-c.exit with NO new config

 select:

Figure 21: Network Con figuration Menu 

O nce you enter the network se ttings, pressing ‘0’ will exit back to the se tting s menu with the new 
con figuration. 

While we ar e on the S etting s Menu, we can finish setting up the K ey P ress T imeout, Date and 
T ime se tup, and the S yslog setup . 

6.2  K ey P ress T imeout  
T he  Manag ement  portal  of  the  P ac ket  Broker  is desi gned to log o ff  after  5  minutes  (default  
setting)  of  no  activ ity  (no  key  press) .   T he  K ey  P ress T imeout  Menu al lows cha ng ing  the  timeout  
from  1  to  60  minutes .    
Press ‘2’  on  the  S ettings  Menu to br ing  up  the  K ey  P ress T imeout  Menu to  cha nge the  T imeout  
S etting.  

Garland Technology  M1G1ACE

Key press timeout Menu

current timeout: 50 minutes.

ctrl-c to exit menu with no change.

Enter a value between 1-60 (minutes) : 

Garland Technology  M1G1ACE

Key press timeout Menu

current timeout: 50 minutes.

ctrl-c to exit menu with no change.

Enter a value between 1-60 (minutes) : 

Figure 22: K ey P res s  T imeout Menu 

T ype  in the  new  timeout  period  and press  <enter>  to return to the  ‘Settings M enu’.  
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6.3  NT P  S etup  
From the S ettings menu, press ‘3’ to get to the ‘NTP Setup Menu’. 

Figure 23: NT P O F F S etup Menu 

S etting  the  Network T ime Prot ocol  (NT P )  is handled  from  the  setup  sc reen.  Press ‘1’  to turn  
‘NT P ’  on.    

Figure 24: NT P O N S etup Menu 

6.4  T ime Zo ne Menu  
Press ‘4’ to bring  up the ‘Time Zone Setup Menu’. 

Figure 25: T ime Zone  S etup Menu 

Rev 3.4 P ag e 19 of 83 



 

 
 

     
 

 
 

 

              
           

         
 

 
   

         
           
             

          
    

          

 
  

     

 
   

  

M1G1ACE/M1G1DCE 
M1G2ACE/M1G2DCE 

User Manual 
6.5  Dat e &  T ime  S etup  
T he Date & T ime S etup Menu provides you the ability to set up the date, time, and yea r for your 
cha ssi s. T hese menus are sel f-explanatory. After you finish se tting up the Date and T ime 
information on this menu, Press ‘0’ to return to the Sett ings Menu. 

Figure 26: Date  & T ime S etup Menu T imeout Menu 

6.6  S yslog  Con figuration  Menu  

S yslog is a s tandard for Messa ge lo gg ing. S yslog is a w ay for network devices t o send ev ent 
messa ges to a lo gg ing server – usu ally known as a S yslog serv er. T he S yslog protoco l is 
sup ported by a w ide range of devices and can be use d to log di fferent types o f events. 

Fo r exampl e, a router might sen d messa ges about use rs logg ing on to conso le sessi ons, while a 
web-serv er might log acc ess -denied events. 

Press ‘6’ on the S ettings Menu to br ing up the S yslog C onfiguration Menu 

Figure 27: S ys log Co nfiguration Menu 
Press ‘1’ to turn S yslog  ‘O N’ 

Figure 28: S ys log Co nfig Menu T urned ‘ON’ 
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When Sy slog is ON the S yslog Menu le ts you; 

1. T urn Sy slog O N or O FF 

2. T urn Un it Identifier O N or O FF 

3. S end a T es t S yslog 

4. C hang e the ip Address 

O nce you have Sy slog set the way you want it, press ‘a’ to apply the cha ng es then press ‘0’ to 
‘EXIT’ and return to the ‘Settings Menu’. 

6.6.1 What is Syslog? 

S ys log is  a way for network de vices  to s end event mes s ag es  to a l ogging  s erver – us ually known 
as  a S ys log s erver. T he S ys log protocol is  s upported b y a wide ran ge of de vices  a nd c an be us ed 
to log  different types  of ev ents. 

S ys log is  a way for network de vices  to s end event mes s ag es  to a l ogging  s erver – us ually k nown 
as  a S ys log s erver. 

T he S ys log protocol is  s upported by a wide rang e o f dev ices  an d c an be us ed to log  different types 
of ev ents.  

F or ex am ple, a rou ter might send m es s ag es  ab out us ers  logging  on to cons ole s es s ions , while a 
web-s erver m ight log ac ces s -denied e vents. T he following is  a lis t of ev ents that S ys log c an report 
on for the G T  P ac ket B roker S ys tem 

6.6.2 What will Syslog Report on? 

Syslog will send an event message on the following condition changes: 
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 -System Startup When the Sy s tem  comes  up  after a  Po wer Up  cycle or  s oftware  
upgrade.  

-Module enters Bypass Mode   By pas s  T AP M odule e nters bypass  mode.  
  -Module enters In-line Mode By pas s  T AP e nters  In-L ine Mode  

 -Module Link Down a Module’s  N etwork or Monitor port has   lost L ink.  
 -Module Link Up a Module’s  N etwork or Monitor port has   linked  up.  

 -New Module detected    a new module has been detected on the B ackplane.  
 -Module no longer present  a module has  been unplugged. 

 -Power Supply Down  Po wer Su pply A or B has gone down.  
 -Both Supplies Up  Bo th Su pplies now up.  

  -System Software Upgrade   A s ys tem s oftware is being installed.  
 -Module Software Upgrade A Module s oftware is  being installed.  

 -User Login Us er has  logged in.  
 -User Logout Us er has  logged out.  

  -Port receive traffic exceeded max   Rec eive traffic on a  port went over c onfigured max.  
 -Port xmit traffic exceeded max    T rans mit traffic on a port went over c onfigured max.  

   -Intermodule traffic rec exceeded max Inter-module traffic went over configured max.  
-Intermodule traffic  xmit  exceeded max  Inter-module traffic went over configured max.  
- NTP configuration has been changed   NT P Co nfiguration has changed  
- Filter configuration has been changed   Fi lter C onfiguration has  c hanged  
- Module configuration has  been changed    Module Con figuration has changed  
- Port Utilization threshold has been changed    Po rt Utilization T hres hold has changed  
- SNMP configuration has been changed   SN MP Co nfiguration has  c hanged  
- Date and Time config has been changed  Dat e & T ime Co nfig has  c hanged  
 - Time Zone config has been changed   Time Zone configuration has changed  

 - A user has been added  A user was added  

 - A user has been deleted   A user was deleted 

 - A user's privilege has been changed  A user’s privilege was  changed  
 - A user had a login failure  A user’s login failed  
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6.7  sn mp Co nfiguration Menu  
S imple Ne twork Manag ement P rotoco l (S NMP ) is a popu lar protoco l for network management. It 
is use d for col lecting in formation from network devices, such as serv ers , printers , hubs, switche s, 
and routers on an Internet P rotoco l (IP ) network. 

Figure 29:  s nmp Co nfiguration Menu  
Use SN MP m anag ement so ftware to monitor any network device on which you instal l S NMP 
ag ent so ftware. T he S NMP ag ent interac ts with third-party S NMP m anage ment so ftware to 
enable the sharing of network status information between m onitored devices and appl ications 
and the S NMP m anag ement sy stem that monitors them. If you make any cha ng es remembe r to 
press ‘a’ to apply them before lea ving this scr een. 

Figure 30: s nmp Co nfiguration Menu ‘Ne w s etup’ 

Press ‘0’ to go back to the S ettings Menu, Press ‘8’ if you want to execu te a ‘System Reboot’ 
else press ‘0’ again to return to the ‘Main Menu’. 

6.7.1 What will snmp Report on? 

Snmp will send an event message on the following condition changes: 
-System Startup When the  Sy s tem  comes  up a fter a  Po wer Up  c ycle or s oftware  

upgrade.  
-Module enters Bypass Mode By pas s  T AP M odule e nters bypass  mode. 
-Module enters In-line Mode By pas s  T AP e nters  In-L ine Mode 
-Module Link Down a Module’s  N etwork or Monitor port has  lost L ink. 
-Module Link Up a Module’s  N etwork or Monitor port has  linked up. 
-New Module detected a new module has been detected on the B ackplane. 
-Module no longer present a module has  been unplugged. 
-Power Supply Down Po wer Su pply A or B has gone down. 
-Both Supplies Up Bo th Su pplies now up. 
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-System Software Upgrade a s ys tem s oftware is being installed.  
-Module Software Upgrade a Module s oftware is being installed. 
-User login Us er has  logged in. 
-User logout Us er has  logged out. 
-Port receive traffic exceeded max Rec eive traffic on a  port went over c onfigured max. 
-Port xmit traffic exceeded max Trans mit traffic on a port went over c onfigured max. 
-Intermodule traffic rec exceeded max Inter-module traffic went over configured max. 
-Intermodule traffic xmit exceeded max Inter-module traffic went over configured max. 

6.8  B ack t o the Main Menu  

Figure 31: Main Menu S creen 

6.9  S etting  up the  Users  
T he  last area  of  the  PBS  that  needs  to  be  set  up  is the  User  sec tion  where we assi gn who  has  
acce ss to what  se ctions of  the  P ac ket  Broker’s   administration.  
S electing ‘5’ on the Main Menu Screen w ill sho w the ‘User Administration’ menu. T his menu 
will only be see n by the ADMIN. T he assi gned U sers will see only the menus that are appl icab le 
to their privileg es ( see Users Help Menu). 

0 

Figure 32: Us er Ad minis tration Menu 

T here a re up  to  20  use rs  and one  ADMIN  that  ca n be assi gned  to  manage  the  M1GXX C E cha ssi s .    
T he  ADMIN  has full  privileg e  to  all  operations.  Press ‘1’  to add  a new  Use r.  

Figure 33: Ad d U s er Menu 
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T here is  on ly one adminis trator pe r P B S .  T he A D MIN can c rea te or de lete a  U S E R.  T o c rea te a 
Us er, the ADMIN will log into the P ac ket B roker and as s ign  a  US E R N AME and P AS S WO RD f or 
the U S E R.  For  ex am ple, the a s s ign ed  us ernam e is  ‘s amhill’.   S o, the a s s igned pa s s word will a ls o 
be ‘s am hill’ ( in this  proc es s  the P as s word is  the s am e a s  the Us er N am e. T he us er c an c hange 
his  us er n am e a nd pa s s word a fter he logs in for the f irs t time, mak ing  s ure he  obs erves  the ru les 
in the ‘Add User Help Menu’. 

6.9.2 User OPERATOR 
T he operator us er can cha nge/view module c onfiguration, manag e the c rea ting  or de leting of 
filters .  T he opera tors c annot ad d or delete Us ers .  

6.9.3 User LOGGER 
T he logger us er h as  the ab ility to manag e whatever is happening in S ys log an d S NMP . 

6.9.4 User BYPASS 
T he B Y P AS S us er has  the ability to view m odule c onfigurations  a nd filters of and the manag ing 
the bypas s  function of the B ypas s  T AP  modules  that are i ns talled into the c has s is . 

6.9.5 Password Policy 
Pa s s word policy a llows  the a dminis trator to s pec ify the c omplex ity of a us er pas s word. It a ls o a llows  the 
adminis trator to s pecify that the us er to b e locked out for an a mount of time a fter a n umber of 
cons ec utive failed log in a ttempts. 

Figure 34: Se t Pa s s word Po licy Sc reen 

6.9.6 The ‘Add User’ Help Menu for setting up Users 

Press ‘h’ to bring u p the ‘Add User Help Menu’. T his  menu will ex plain the o perator privilege s .  
Press any key to return to the ‘Add User Menu’. 

Figure 35: Ad d Us er Hel p Menu 

No w that the c has s is is  s et up the way you want it to be, you c an e xit the s eria l c onnec tion and log b ac k into the chas s is 
us ing an ethernet cable. 
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7.  Web Interface Login  
The  1G Packet Broker  System administrator may choose to configure and manage  devices via web or graphical 

user interface. After setting the management port’s IP  address, you will then  be able to access the graphical user 

interface using a normal web browser application. Simply browse to your devices assigned IP address and login  

using the  credentials below, you can change the username and password to any  valid Username and password.  

https://<ip_addr> 

Username: admin  

Password: gtadmin1 

Only Firefox and Chrome browsers are supported. 

7.1  Configuring the  installed Modules  

A successful Login will open the following screen. 

This screen indicates that you are connected to a 1U Chassis and that there is a management card, two M1GCCF 

TAPs in slots one and two, Slot three has a M1GCCBP TAP and there is a M1GCCA TAP in slot 4. From this menu 

you will be able to configure the modules  that are ins talled in the c has s is  one at a time if you are s igned in a s  the 
Adminis trator. 

Figure 36:  S ys tem Menu, 1 U c has s is  

T his  is  what the s creen might look like i f we were log ging  into a 2 U c has s is depending o n the ins talled modules . 

Figure 37: S ys tem Menu, 2 U c has s is 

T he different modules ha ve their own unique c onfiguration menus .  Cl icking  on S lot 1 or S lot 2 of the 1U c ha s s is 
will bring up the c onfiguration menu for the filtering Module M1G CCF . 

F rom this  menu, you c an c onfigure the module’s ; 
Network S peed Autonegotiate  1G  

Autonegotiate  100M  
Autonegotiate  10M  
F orced G ig F ull Du plex 
F orced 10 0M Fu ll Dup lex 
F orced 10 M Fu ll D uplex 
S ync hronize 

Monitor S peed 1G 
100M 
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LFP O n or O ff NO  

Y E S 
T his  is  Module 1 of the 1U chas s is we a re c onnec ted to. If we were c onnec ted to s lot 12 o f the 2U c has s is  the 
s creen s hot would look like Fi gure 39 on pag e 27 below. 

Figure 38:  Conf iguration m enu for a Fi lter T AP  

O nce you h av e c onfigured the module, you n eed to s ave your c onfiguration s o that you do not los e your c hanges . 
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Figure 39: Conf iguration m enu for a Fi lter T AP 

Always  remember, that if you rec onfigure a m odule, you need to pres s s av e to re tain the c hange s .  After you s av e 
your changes , pres s ‘System’ to return to the S ys tem c onfiguration menu. 

Figure 40: S ys tem Menu 

Cl icking  on S lot 3 of the 1 U c has s is will bring  up  the ‘M1G CCB P ’ T AP ’s  c onfiguration Menu.  Fr om this  menu, you 
can s et up the B ypas s  T AP ’s ; 

O perating Mode Agg rega te Mode  
B rea kout Mode 
S P AN Mode  
B ypas s  Mode 

S peed 1G ig  
100M 
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No  
Y es  

F orced B ypas s NO 
Y E S  

Rev ers e B ypas s No  
Y es 

Figure 41:   Module 3 C onfiguration  Menu  
O nce you h av e c onfigured the module, you n eed to s ave your configuration. 
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Cl icking  on S lot 4 of the 1 U c has s is will bring  up  the ‘M1G CCA ’ T AP ’s  c onfiguration Menu.  Fr om this  menu 
you c an s et up the  Aggrega ting  T AP ’s ; 

O perating Mode Agg rega te Mode 
B rea kout Mode 
S P AN Mode 

S peed 1G ig 
100M 

P ac ket Injec tion P ort C: NO  
Y E S  

P ac ket Injec tion P ort D: NO 
Y E S 

Figure 42: Module 4 Configuration Menu 

O nce you h av e c onfigured the module, you n eed to s ave your c onfiguration. 

7.2  Configuring the Sy stem  
P res s ing ‘Configuration’ will bring up the S ys tem Con figuration S creen.  Her e you will s ee  the S ys tem 
Information and be a ble to configure Syslog, SNMP, Export Configuration, Import Configuration an d do a 
Software Upgrade. 

Figure 43: S ys tem Conf iguration Menu 

7.2.1 Syslog Configuration 

S elec ting ‘Syslog ’ will bring u p the S ys log Co nfiguration s creen to turn S ys log o n or of f an d/or c onfigure S ys log 
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Figure 44: S ys log Co nfiguration Menu 

7.2.2 snmp Configuration 

S elec ting ‘Snmp’ allows you to turn s nmp on or off an d to s et s nmp c onfiguration the way you want. 

Figure 45: s nmp Co nfiguration Menu 

7.2.3 Export Configuration 

S elec ting ‘Export Configuration’ allows you to ex port your c onfiguration s o you do not ha ve to rec rea te i t in the 
future. 

Figure 46: E xport C onfiguration Menu 

7.2.4 Import Configuration 

S elec ting ‘Import Configuration’ allows you to import a c onfiguration 

Figure 47: Import Con figuration Menu 
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S elec ting ‘Upd ate F irmware ’ provides  the  ability to upgrade your firmware in the  event of a new firmware r elea s e. 

Figure 48: Import Con figuration Menu 

Rem ember on ly the Adminis trator ha s  ac ces s  to a ll of the P B S  s ys tem.  T he other us ers ; 

O perator  

Lo gg er 

B ypas s  

ha ve a cces s  to the  P B S  s ys tem as  outlined  in the  ‘Add Us er’ menu, F igure 35 located o n p ag e 24 . 
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T he M1GXX F module se ries was desi gned to take adv antag e of the fea tures desi gned 
into the M1GXX C E cha ssis. O nce the M1GXX F modules are in stalled into the cha ssi s 
you will need to log into the cha ssi s and con figure the module to perform the tas k that you 
need them to do . 
As we le arned w hen we were setting up the administration sectio n of the P ack et Broker 
S ystem, the first menu to come up after the log in procedu re is the Main Menu. 

Figure 49: Main Menu 

From the Main Menu Screen, press ‘1’ to bring up the ‘Select the slot number to 
view/modify’ scr een to view and/or modify the TA P m odules that are installed in the 
cha ssi s . 

Figure 50: Se lect the s lot number to v iew/modify s creen. 

T his  s creen will provide information ab out the P ac ket B roker c has s is  like the s erial number of the 
chas s is , the s erial number of the m anag ement controller, if one is  pres ent, and the model number 
of the m odules  that are  ins talled. In the c as e of the leg ac y modules , the T AP  mode the module is 
currently s et in. 
Nex t press ‘1’ to bring u p the ‘Slot 1 Status’ s creen where a M1GCCF module is  ins talled.  T his 
s creen will s how how the m odule is  c urrently s et an d p rovide you the s elec tions you need to 
change the s peed, the d uplex  mode, the LF P  mode, res tore the defau lt settings of the m odules or 
s ee  the P ort Utilization s creens . T he fea tures  on the s creens  will vary de pending on the type of 
modules  are p lug ge d into the s lots.  Onc e you ge t to the s creen p ertinent to ea ch type o f module, 
the s tatus s creen is pretty much s elf-ex planatory. 

Figure 51: Sl ot 1 St atus  Sc reen for the M1G CCF 
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F or ex am ple, there is  a legac y B ypas s T AP module in s lot 2 of the P BS , the s cree n tha t would 
come u p when you press ‘2’ would reflec t the fea tures  of the M1G CC B P  T AP  module with their 
current settings . 

Figure 52: Sl ot 2 St atus  Sc reen for the M1G CC BP 

8.1  T AP  Modules  Descript ions  
In this sec tion, we wi ll sh ow you the descr iption for ea ch T AP i n the M1GXX F modular T AP 
serie s. T hey all do basically the sa me functions and when the T AP s are in serted into the P B S 
cha ssi s, the combi nation of the T AP M odules and the P B S cha ssi s provides a w hole new level of 
traffic manipulation. T he modules provide filtering and a gg regating cap abilities and t he P B S lets 
you ag gregate the traffic from the links attach ed to the modules before se nding it out to the 
monitoring tools and appliances, so y ou can use fewer ports on your monitoring devices . 

T he M1GXX F M odule G roup is made up of the following Modules. 
1. M1GCC F C opper network ports to copper monitor ports 
2. M1GCS F C opper network ports to S FP monitor ports 
3. M1G MC F Multi-mode fiber network ports to c opper monitor ports 
4. M1G MS F Multi-mode fiber network ports to SF P monitor ports 
5. M1GSC F S ing le-mode fiber network ports to cop per monitor ports 
6. M1GSS F S ing le-mode fiber network ports to SF P monitor ports 

8.1.1 M1G CCF Module 

10/100/1000 Mbps Fi ltering T AP M odule with Li nk Spe ed S ynch ronization: T wo ( 2) C opper 
10/100/1000 Mbps RJ -45 Network P orts and two ( 2) C opper 10/100/1000Mbps RJ -45 
Monitoring Port s . 

Figure 53: Fro nt View of M1G CC F 

T his  T AP can operate at 10Mbps , 1 00Mbps  or 1000Mbps  ne twork s peeds . T he c opper monitor 
ports c an operate a t 100Mbps  or 100 0Mbps  s peeds . 
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8.1.2  M1G CCF  C onfiguration  

8.1 .2.1 S lot ‘1’ S tatus s creen 
Press ‘1’ to bring up the ‘Slot 1 Status’ s cree n.  T his s creen will provide the s tatus  of the M1G CCF 
module that is ins talled in S lot 1 o f row 1 of the c has s is .  I n this  c as e, the link s tate o f al l the ports is 
‘Up ’.  T he s peed of a ll the  links  is  1Gbps  A utonegotiate.  T he Dup lex  is  s et for ‘F ull’.  T his  s creen 
als o provides you with the s eria l number of the m odule a nd the s oftware vers ion that is  ins talled. 

Figure 54: Sl ot 1 St atus  s creen 

8.1 .2.2 Network  P ort S pee d Co nfig. 

Pressing ‘1’ will a llow you to change  the N etwork port s peed (currently s et for Autonegotiate 
1G ). T here are s even different ways  that you c an s et the s peed of the n etwork ports that hav e 
copper media.  O nce you s et up the s peed that you want, press ‘0’ to return to the ‘Slot 1 
Status screen’ and a pply the c ha nges . 

Figure 55: Network Po rt Sp eed Co nfiguration 

8.1 .2.3 Monitor P ort S peed C onfig. 

O n the S lot 1 S tatus S cree n, pressing ‘2’ will a llow you to c hange the Monitor ports s peed 
(currently s et for ‘F orced G bit Fu ll Du plex ). Press ‘0’ to return to the Slot 1 Status screen and 
apply an y c ha nges you m ade. 

Figure 56: Monitor Po rt S peed Co nfiguration 
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O n the S lot 1 S tatus S cree n, pressing ‘3’ will a llow you to c hange the ‘LFP’ mode (c urrently s et for 
‘LFP  O N’). 

Figure 57: L FP Mode Co nfiguration 

LFP is  us ed mos tly for High  A vailab ility (HA ) des igned networks .  When turned on, it will s ens e 
a n etwork failure an d ref lec t the failure to the a djac ent port of the live ne twork al lowing  the 
network’s  failover m ec hanism to s witch over to the s econdary network pa th. Press ‘0’ to return 
and apply to the S lot 1 S tatus  S creen. 

8.1 .2.5 Res et to de fau lt TA P  s ettings . 
B ac k on  the S lot 1 S tatus S creen, pressing ‘b’ will bring  up the “Restore Defaults” screen to 
allow you to res et the T AP module to its de fau lt values . 

Figure 58: Res tore De faults S creen 

8.1 .2.6 P ort Utilization Module s creen. 
Pressing ‘c’ will bring  up the “P ort Utilization Module 1” s creen to allow you to s ee port utilization. 
Y ou c an a ls o s et the T AP ’s  max  rec eive thres hold, m ax trans mit thres hold, you c an c lea r the 
packet counters to begin a new c ount, c lea r max  utilization, bring up the error m enu a nd s ee  the 
backplane s tats . 

Figure 59: Po rt Utilization Module S creen for Module 1 

8.1 .2.7 S et Max Rec eive thres hold. 
F rom the P ort Utilization Module S creen  press ‘1’  to ‘set max receive threshold’. T his  will  
plac e a ‘1’  on the s elec t line a t the  bottom  left of the s creen a nd a dd a  ne w line  that is  ‘Port (A-
D):’.   S elec t which port that  you want to s et for the max  rec eive thres hold.   
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Port Utilization Module 1

Port A Port B Port C Port D

  xmt packets 0 0 0 0

  rcv packets 0 0 0 0

    xmt bytes 0 0 0 0

    rcv bytes 0 0 0 0

     xmt util 0% 0% 0% 0%

 xmt max util 0% 0% 0% 0%

xmt threshold    100%    100%    100%    100%          

rcv util 0% 0% 0%      0%

 rcv max util 0% 0% 0%      0%

rcv threshold    100%    100%    100%    100%

1.set max receive threshold

2.set max transmit threshold

3.clear counts

4.clear max util

5.error menu

6.backplane

0.exit

Select:1

Port (A-D): 

Port Utilization Module 1

Port A Port B Port C Port D

  xmt packets 0 0 0 0

  rcv packets 0 0 0 0

    xmt bytes 0 0 0 0

    rcv bytes 0 0 0 0

     xmt util 0% 0% 0% 0%

 xmt max util 0% 0% 0% 0%

xmt threshold    100%    100%    100%    100%          

rcv util 0% 0% 0%      0%

 rcv max util 0% 0% 0%      0%

rcv threshold    100%    100%    100%    100%

1.set max receive threshold

2.set max transmit threshold

3.clear counts

4.clear max util

5.error menu

6.backplane

0.exit

Select:1

Port (A-D): 

Figure 60: Se t max receive thres hold Tab 

F or ex am ple, we will s et the m ax rec eive thres hold for Po rt A to 53% . When we press ‘a’, a n ew 
line will be  ins erted at the b ottom of the s creen ‘Enter new max receive threshold (0-100):’. T his 
is where we enter 53 and press ‘ENTER’. No w, whenever the traffic ex ceeds  53 % on ‘Port A’ of 
module 1, a s ys log  a nd/or s nmp trap to be s ent. 

Figure 61: Se t Po rt A max receive thres hold to 53% 

8.1 .2.8 S et Max Tr ans mit T hres hold. 
F rom the P ort Utilization Module S creen  press ‘2’  to ‘set max transmit threshold’. T his  will  
plac e a ‘2’  on the s elec t line a t the  bottom left of the s creen a nd a dd a  ne w line  that is  ‘Port (A-
D):’. S elec t which port that you  wan t to s et for the  max  trans mit  thres hold.   
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Figure 62: Se t max transmit thres hold 

F or ex am ple, we will s et the m ax transmit thres hold for Po rt C to 90%. When we press ‘c’, a n ew 
line will be  ins erted at the b ottom of the s creen ‘Enter new max transmit threshold (0-100):’. T his 
is where we enter 90 and press ‘ENTER’. No w, whenever the traffic ex ceeds 90% on ‘Port C’ of 
module 1, a  s ys log  a nd/or s nmp trap will be s ent. 

Figure 63: Se t max transmit thres hold to 90% 

8.1 .2.9 Cl ea r C ounts/Clea r max  util. 
Pressing ‘3’ will c lear the xmt/rcv packet counter an d pressing ‘4’ will c lear the ‘xmt/rcv max 
util counters’. 

8.1 .2.10 E rror Menu s creen. 

Nex t, pressing ‘5’ will bring u p the ‘Port Errors module screen’ where you c an ge t a repo rt on the 
va rious  errors  that may ha ve o ccurred while m onitoring  the traffic pa s s ing through the T AP  module. 
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T his  s creen g ives you the option to c lea r the errors . Press ‘0’ to return  to the Port Utilization 
Module screen. 

Figure 64: Po rt Erro rs  Module 1B ac kplane. 
T he las t thing we c an rev iew on the P ort Utilization Module s creen is  the traffic that goes  from 
module 1  to the m odules  2,  3 an d 4 via the B ac kplane. Press ‘6’ to bring up the Port Utilization 
Module for the B ac kplane. 

8.1 .2.11 S etting B ac kplan e Max Re ceive Thr es hold 
T o s et the max  rec eive thres hold, press ‘1’ this  will ad d a  ‘1’ on the select: line a t the bottom left 
s ide of the s creen a nd add the line ‘bp port (0-2):’. Pressing ‘2’ will let you s et the column 1 
rec eive thres hold, pressing ‘1’ will let you s et the column 2 rec eive thres hold, a nd pressing ‘0’ 
will let you s et the column 3 rec eive thres hold. 

Figure 65: Se t max receive thres hold 

8.1 .2.12 S etting B ac kplan e Max T rans mit T hres hold 
T o s et the max  trans mit thres hold, press ‘2’ this will a dd a ‘2’ on the select: line at the b ottom left 
s ide of the s creen a nd add the line ‘bp port (0-2):’. Pressing ‘2’ will let you s et the column 1 
trans mit thres hold, pressing ‘1’ will let you s et the column 2 trans mit thres hold, and pressing ‘0’ 
will let you s et the column 3 trans mit thres hold. 
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Figure 66: Se t max transmit thres hold 

8.1 .2.13 B ac kplane Cl ear Co unts/Clea r ma x util. 
Pressing ‘3’ will c lear the xmt/rcv packet counter an d pressing ‘4’ will c lear the xmt/rcv max util 
counters. 

8.1 .2.14 B ac kplane E rror Menu s creen. 
Nex t, pressing ‘5’ will bring u p the Port Errors module screen where you c an g et a re port on the 
various  errors  that may ha ve o ccurred while m onitoring  the traffic pa s s ing through the T AP  module. 
T his  s creen g ives you the option to c lea r the errors . Press ‘0’ to return  to the ‘Port Utilization 
Module’ screen. 

Figure 67:  Po rt Erro rs  Modules  Sc reen   

T hres holds  for intermodule (or bac kplane) p orts work  jus t like the thres holds  for the m odule p orts. If 
traffic ex ceeds  thres hold s ettings , a  s ys log and/or snmp e vent will be is s ued. 
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8.1.3  M1G CS F  Module  

10/100/1000 Mbps Fi ltering T AP M odule with Li nk Spe ed S ynch ronization: T wo ( 2) C opper 
10/100/1000 Mbps RJ 45 Network P orts with two (2) S FP G igabit Monitoring Port s. 

Figure 68: F ront View of M1G CS F 

T he C opper to SF P Modules can operate at 10Mbps, 100Mbps or 1000Mbps spe eds on the 
network ports and 1G bps on the Monitor ports . 

8.1.4 M1G C S F Conf iguration 

O nce you h av e s elec ted the S lot that has  the M1G C S F module that you want to configure (i n this  c as e, 
the M1G C S F  T AP we want to c onfigure i s in S lot 2). 

8.1 .4.1 S lot ‘1’ S tatus S cree n 
Press ‘1’ to bring up the ‘Slot 1 Status’ scr ee n.  T his s creen will provide the s tatus  of the M1G CS F 
module that is ins talled in S lot 1 o f row 1 of the c has s is .  I n this  c as e, the link s tate o f al l the ports is 
‘Up ’.  T he s peed of a ll the  links  is  1Gbps  A utonegotiate.  T he Dup lex  is  s et for ‘F ull’.  T his  s creen 
als o provides you with the s eria l number of the m odule a nd the s oftware vers ion that is  ins talled. 

=========================

Slot 1 Status:

=========================

Port A Port B Port C Port D

Link State: Up Up Up UP

Speed: 1G 1G 1G 1G

Duplex: Full Full Full Full

Media Type: RJ45 RJ45 RJ45 RJ45

Serial Number: 21270020400

Software Version: Boot:1.2.2 App:1.2.54

=========================

Slot 1 Select Option:

=========================

Press

1: Set Network Ports Speed(Autonegotiate 1G)

2: Set Monitor Ports Speed(Forced Gbit Full Duplex)

3: Set LFP Mode(ON)

b: Restore Defaults

c: Port Utilization

Press  Enter  to refresh this status screen

0. Exit

=========================

Slot 1 Status:

=========================

Port A Port B Port C Port D

Link State: Up Up Up UP

Speed: 1G 1G 1G 1G

Duplex: Full Full Full Full

Media Type: RJ45 RJ45 RJ45 RJ45

Serial Number: 21270020400

Software Version: Boot:1.2.2 App:1.2.54

=========================

Slot 1 Select Option:

=========================

Press

1: Set Network Ports Speed(Autonegotiate 1G)

2: Set Monitor Ports Speed(Forced Gbit Full Duplex)

3: Set LFP Mode(ON)

b: Restore Defaults

c: Port Utilization

Press  Enter  to refresh this status screen

0. Exit

Figure 69: S lot 1 s tatus  s creen 

8.1 .4.2 Network  P ort S peed S cree n 
Pressing ‘1’ will a llow you to change  the N etwork port s peed (currently s et for A utonegotiate 1G) .  
T here a re s even different wa ys  that you c an s et the s peed of the n etwork ports that ha ve c opper 
media.  O nce you s et it up as you want, press ‘0’ to return to the S lot 1 S tatus  s creen and apply 
the c ha nges . 

Figure 70: Network Po rt Sp eed Co nfiguration 
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T he s peed of the S F P ’s  c annot be c hanged from 1G.  

Figure 71: Monitor Po rt S peed Con figuration 

8.1 .4.4 LFP Mode Co nfiguration. 
O n the S lot 1 S tatus S cree n, pressing ‘3’ will a llow you to c hange the ‘LFP’ mode (c urrently 
s et for ‘LFP O N’).   

Figure 72: L FP Mode Co nfiguration 

LFP is  us ed mos tly for Hi gh  A vailab ility (HA) de s igned networks .  When turned on, it can  s ens e a  
network failure a nd reflec t the failure to  the a djac ent port of the live network al lowing   the  network’s   
failover m ec hanis m to s witch o ver to the s ec ondary network pa th.   Press ‘0’  to ap ply an d return to 
the Slot 1 Status Screen.  

8.1 .4.5 P ort Utilization Module s creen. 
Pressing ‘c’  will bring   up the “P ort Utilization Module  1” s creen to allow  you to s ee p ort utilization 
and number of pa ckets .  Y ou c an a ls o s et the T AP ’s  max  rec eive thres hold, max  trans mit thres hold,  
you c an c lea r the p ac ket counters  to  begin a new c ount, c lea r max  u tilization, bring u p the  error 
menu a nd s ee  the  backplane s tats .    

Figure 73: Po rt Utilization Module S creen for Module 1 

8.1 .4.6 Res et to de fau lt TA P  s ettings . 
B ac k on  the S lot 1 S tatus S creen, pressing ‘b’ will bring  up the “Restore Defaults” screen to 
allow you to res et the T AP module to its de fau lt values . 
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Figure 74: Res tore De faults S creen 

8.1 .4.7 S et Max Rec eive thres hold. 
F rom the P ort Utilization Module S creen press ‘1’ to ‘set max receive threshold’. T his  will plac e 
a ‘1’ on the s elec t line a t the b ottom of the s creen a nd add a n ew line that is ‘Port (A-D):’. S elec t 
which port that you want to s et for the max  rec eive thres hold. 

Figure 75: Se t max receive thres hold 

F or ex am ple, s etting  the max  utilization thres hold for Po rt A rec eive to 53 % , will caus e a  s ys log 
and/or s nmp trap to be s ent if the rec eive traffic on  port A  ex cee ds  53 % . 
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F rom the P ort Utilization Module S creen  press ‘2’  to s et max  trans mit thres hold.  T his  will  plac e a  
‘2’  on the s elec t line  at the  bottom of the s creen which will a dd a  ne w line that is   ‘Port (A-D):’.  
S elec t the p ort that you want to s et. F or ex am ple, we want to s et the max  trans mit thres hold for P ort 
C to 90%. When we  press  ‘c’,  a new line  will  be  ins erted at the bottom of the s creen ‘Enter new  
max transmit threshold (0-100):’. T his  is  where we e nter  ‘90’  and  press  ‘ENTER’. No w, 
when ever the  traffic ex ceeds  90 % on  ‘Port C’, a s ys log  an d/or s nmp trap  will  be s ent.   

Figure 76: Se t max transmit thres hold 

8.1 .4.9 Cl ea r C ounts/Clea r max  util. 
Pressing ‘3’ will c lear the xmt/rcv packet counter an d pressing ‘4’ will c lear the xmt/rcv max util 
counters. 

8.1 .4.10 E rror Menu s creen. 
Nex t, pressing ‘5’ will bring u p the Port Errors module screen where you c an g et a re port on the 
various  errors  that may ha ve o ccurred while m onitoring  the traffic pa s s ing through the T AP  module. 
T his  s creen g ives you the option to c lea r the errors . Press ‘0’ to return  to the ‘Port Utilization 
Module’ screen. 

Figure 77: Po rt Erro rs  Modules  Sc reen 
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T he las t thing we c an rev iew on the P ort Utilization Module s creen is  the traffic that goes  from 
module 1 to the m odules 2, 3 an d 4 via the B ac kplane. Press ‘6’ to bring up the Port Utilization 
Module for the B ac kplane. 

8.1 .4.12 S etting B ac kplan e Max Re ceive Thr es hold 
T o s et the max  rec eive thres hold, press ‘1’ this  will ad d a  ‘1’ on the select: line a t the bottom left 
s ide of the s creen a nd add the line ‘bp port (0-2):’. Pressing ‘2’ will let you s et the column 1 
rec eive thres hold, pressing ‘1’ will let you s et the column 2 rec eive thres hold, a nd pressing ‘0’ 
will let you s et the column 3 rec eive thres hold. 

Figure 78: Se t max receive thres hold 

8.1 .4.13 S etting B ac kplan e Max T rans mit T hres hold 
T o s et the max  trans mit thres hold, press ‘2’ this will a dd a ‘2’ on the select: line at the b ottom left s ide 
of the s creen a nd add the line ‘bp port (0-2):’. Pressing ‘2’ will let you s et the column 1 trans mit 
thres hold, pressing ‘1’ will let you s et the column 2 trans mit thres hold, a nd pressing ‘0’ will let you s et 
the column 3 trans mit thres hold. 

Figure 79: S et max transmit thres hold 
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Pressing ‘3’ will clea r the xmt/rcv packet counter and pressing ‘4’ will clea r the xmt/rcv 
max util counters. 

8.1 .4.15 B ac kplane E rror Menu s creen. 
Next, pressing ‘5’ will bring up the Port Errors module screen where y ou can get a report 
on the various er rors that may have occur red while m onitoring the traffic passi ng through the 
T AP module. T his scr een gives y ou the option to clea r the errors. Press ‘0’ to return to the 
‘Port Utilization Module’ screen. 

Figure 80:  P ort E rrors  Modules  S creen   
T hresh olds for intermodule ( or backplane) ports work jus t like the threshol ds for the module 
ports . If traffic excee ds threshol d se ttings, a sy slog and/or sn mp event will be issue d. 
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8.1.5 M1G MCF Module 
1000Mbps F iltering T AP Module: T wo (2)  Multi-Mode P as s ive Fi ber L C Net work P orts with two (2) 
Copp er 10 00M RJ -45 Monitoring  P orts. 

Figure 81: F ront View of M1G MCF 

T he Multi-Mode 1G bps  Fi ber Net work ports to 1G bps Copp er Monitor Po rt Modules can operate  at 
1000Mbps  s peeds .  A llows you to c onvert the Multi-Mode network media to c onnect to Co pper 
Monitoring  tools . 

8.1.6 M1G MCF C onfiguration 
O nce you h av e s elec ted the S lot that has  the M1G MC F module that you want to configure (i n this  c as e 
the M1G MCF  T AP we want to c onfigure is in S lot 2). 

Figure 82: S lot 2 S tatus  s creen 

8.1 .6.1 S lot ‘2’ S tatus s creen 

Press ‘2’ to bring up the ‘Slot 2’ S tatus ’ s creen for the  M1G MCF m odule. T his  s creen will provide 
the s tatus  of the m odule that is ins talled in ‘Slot 2’ of row 1 of the c has s is .  T he link s tate o f al l the 
ports is ‘Up’.   T he s peed o f al l the l inks  is ‘1Gbps’. T he Du plex  is  s et for ‘Full’. As  it s tates  on  the 
S lot 3 S tatus S cree n, T AP s  with Fib er Net work P orts ha ve their ports fixed at 1G bps .  T his  s creen 
als o provides you with the s eria l number of the m odule a nd the s oftware vers ion that is  ins talled. 
T he B ec aus e the  Monitor ports’ media is  c opper, you c an s et the monitor ports’ s peed to 1 G bps , 
F ull Dup lex  or 100Mbps Autonegotiate . 

8.1 .6.2 Monitor Sp eed C onfiguration 

Pressing ‘2’ to bring  up the S lot 2 Monitor S peed Co nfiguration s creen.  Pressing ‘1’ will s et the 
monitor ports to For ced Gbi t Ful l Du plex  an d Pressing ‘2’ will s et monitor ports to Autonegotiate 
100Mbps .  Press ‘0’ to apply and Ret urn. 
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Figure 83: Monitor Sp . Co nf. 

8.1 .6.3 Res tore D efault T AP  s ettings 

B ac k on  the S lot 2 S tatus S creen, pressing ‘b’ will bring  up the “Restore Defaults” screen to 
allow you to res et the T AP module to its de fau lt values . 

Figure 84: Res tore Def aults  S creen 

8.1 .6.4 P ort Utilization Module s creen. 

Pressing ‘c’  will bring  up the  ‘Port Utilization Module 2’  s creen to allow  you to s ee  port utilization 
and number of pa ckets .  Y ou c an a ls o s et the T AP ’s  max  rec eive thres hold, max  trans mit thres hold,  
you c an c lea r the p ac ket counters  to  begin a new c ount, c lea r max  utilization, bring u p  the  error m enu 
and s ee the b ac kplan e s tats .    

Figure 85: P ort Utilization Module S cree n for Module 1 

8.1 .6.5 S et Max Rec eive thres hold. 

F rom the P ort Utilization Module S creen press ‘1’ to ‘set max receive threshold’. T his  will plac e a 
‘1’ on the s elec t line at the bottom of the s creen a nd a dd a new line that is ‘Port (A-D):’. S elec t which 
port that you want to s et for the max  rec eive thres hold. 
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Figure 86: S et max  rec eive thres hold 

F or ex am ple, s etting  the ‘s et max rec eive thres hold’ for Po rt A rec eive to 53% , will c aus e a  s ys log 
and/or s nmp trap to be s ent if the rec eive traffic on  port A  ex cee ds  53 % . Press ‘ENTER’ to s ave. 

8.1 .6.6 S et Max Tr ans mit Thr es hold. 

F rom the P ort Utilization Module S creen press ‘2’ to s et max  trans mit thres hold. T his  will plac e a ‘2’ 
on the s elec t line at the  bottom of the s creen which will add a n ew line that is  ‘Port (A-D):’. S elec t the 
port that you want to s et. 
F or ex am ple, we want to s et the m ax  trans mit thres hold for Po rt C t o 9 0%. When we press ‘c’, a n ew 
line will be  ins erted at the left bottom of the s creen ‘Enter new max transmit threshold (0-100):’. 
T his  is  where we e nter 90 and press ‘ENTER’. No w, whenever the traffic ex ceeds  90 % o n ‘Port C’, a 
s ys log and/or snmp trap will be  s ent. 

Figure 87: S et max  trans mit thres hold 

8.1 .6.7 Cl ea r C ounts/Clea r max  util. 

Pressing ‘3’ will c lear the xmt/rcv packet counter an d pressing ‘4’ will c lear the xmt/rcv max util 
counters. 

8.1 .6.8 E rror Menu s creen. 

Nex t, pressing ‘5’  will bring u p the  Port  Errors module screen  where you c an g et a re port on the 
various  errors  that  may  ha ve o ccurred  while m onitoring  the traffic pa s s ing  through  the T AP   
module.  T his  s creen g ives  you the option to c lea r the  errors . Press ‘0’  to return to the  Port  
Utilization Module screen.  
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Figure 88: P ort E rrors  s creen for m odule 3 

8.1 .6.9 B ac kplane. 

T he las t thing we c an rev iew on the P ort Utilization Module s creen is  the traffic that goes  from module 1 
to the m odules  2, 3 a nd 4 v ia the B ac kplane. Press ‘6’ to bring up the Port Utilization Module for the 
B ac kplane. 

8.1 .6.10 S etting B ac kplan e Max Re ceive Thr es hold 
T o s et the max rec eive thres hold, press ‘1’ this will ad d a ‘1’ on the select: line at the bottom left s ide 
of the s creen a nd add the line ‘bp* port (0-2):’. Pressing ‘2’ will let you s et the column 1 rec eive 
thres hold, pressing ‘1’ will let you s et the column 2 receive thres hold, and pressing ‘0’ will let you s et 
the column 3 rec eive thres hold. 

Figure 89:  S et max  rec eive  thres hold  
F or ex am ple, we want to s et the m ax rec eive thres hold for module 4 (column 3 ) to 90%. When we 
press ‘0’, a n ew line will be ins erted a t the left bottom of the s creen ‘Enter new max receive 
threshold (0-100):’. T his  is  whe re we e nter 90 and press ‘ENTER’. No w, whenever the traffic 
ex ceeds  90 %  on ‘Module 4’ backplan e, a  s ys log a nd/or s nmp trap will be s ent. 

*”bp” s tands  for Ba ckplan e 

8.1 .6.11 S etting B ac kplan e Max T rans mit T hres hold 
T o s et the max transmit thres hold, press ‘2’ this will a dd a ‘2’ on the select: line at the b ottom left s ide 
of the s creen a nd add the line ‘bp port (0-2):’. Pressing ‘2’ will let you s et the column 1 trans mit 
thres hold, pressing ‘1’ will let you s et the column 2 trans mit thres hold, a nd pressing ‘0’ will let you 
s et the column 3 trans mit thres hold. 
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Figure 90: S et max transmit thres hold 
8.1 .6.12 Cl ea r C ounts/Clea r max  utility on B ac kplan e. 

Pressing ‘3’ will c lear the xmt/rcv packet counter an d pressing ‘4’ will c lear the xmt/rcv max util 
counters. 

8.1 .6.13 E rror Menu s creen for B ac kplane. 
Nex t, pressing ‘5’  will bring u p the  Port  Errors module screen  where you c an g et a re port on the 
various  errors  that  may  ha ve  occurred  while m onitoring  the traffic pa s s ing  through  the T AP   
module.  T his  s creen g ives  you the option to c lea r the  errors . Press ‘0’  to return to the  Port  
Utilization Module screen.  

Figure 91: P ort E rrors  s creen for m odule 3 
8.1.7  C M1G MS F  Module  

1000M Fi ltering T AP M odule: T wo ( 2) Multi-Mode P assi ve Fi ber LC Network P orts with 
two ( 2) S FP Monitoring P orts . 

Figure 92: F ront View of M1G MS F 

T he Multi-Mode 1G bps F iber Network ports to 1G bps S FP Monitor P orts Modules can 
operate at 1000Mbps spe eds. C an be use d to connect to a Multi-Mode Monitoring dev ice 
or con vert the media from Multi-Mode Fi ber to Si ng le mode fiber. 
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8.1.8 M1G MS F  Co nfiguration 

Fro m the O nce y ou have sel ected the S lot that has the M1GM S F m odule that you want to 
con figure (in this case the M1GM S F T AP w e wan t to con figure is in S lot 3). 

Figure 93: S lot 3 S tatus  s creen 
   8.1 .8.1 S lot ‘3’ S tatus s creen 
Press ‘3’ to bring up the ‘Slot 3’ S tatus ’ s creen.  T his  s creen will provide the s tatus  of the 
M1G MS F  module that is  ins talled in S lot 3 of row 1 o f the c has s is .  In this  c as e, the link s tate o f al l 
the ports  is ‘Up’.  T he s peed of al l the l inks  is ‘1Gbps’.  T he Dup lex  is ‘Full’. T his  s creen a ls o 
provides you with the s erial number of the m odule a nd the s oftware vers ion that is  ins talled. 
B ec aus e the network ports are f iber a nd the monitor ports are S F P , a ll the ports on the T AP will be 
s et to 1G bps  s peed a nd the Dup lex will be Fu ll and the L F P will be s et for O N.  
T he on ly thing that can be s een or c ha ng ed is  the ‘Port Utilization’. 

    8.1 .8.2 P ort Utilization Module s creen. 
Pressing ‘c’  will bring  up the  ‘Port Utilization Module 3’  s creen to allow  you to s ee  port 
utilization an d number of pac kets .  Y ou c an  als o s et the T AP ’s  max  rec eive thres hold, max   
trans mit thres hold, you c an c lea r the p ac ket counters  to begin a new c ount, c lea r  max  
utilization, bring  up the error  menu a nd s ee  the backplane s tats.    

Figure 94: P ort Utilization Module S cree n 
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F rom the P ort Utilization Module S creen press ‘1’ to ‘set max receive threshold’. T his  will plac e 
a ‘1’ on the s elec t line a t the b ottom left of the s creen and add a n ew line ‘Port (A-D):’. S elec t the 
port that you want to s et. 

Figure 95: S et max  rec eive thres hold 
F or ex am ple, s etting  the max  utilization thres hold for Po rt A rec eive to  53% , will  caus e a  s ys log  
and/or s nmp trap to be s ent if the rec eive traffic on  port A  ex cee ds  53 % .  

8.1 .8.4 S et Max Tr ans mit Thr es hold. 
F rom the P ort Utilization Module S creen press ‘2’ to s et max  trans mit thres hold. T his  will plac e a 
‘2’ on the s elec t line at the bottom of the s creen which will a dd a  ne w line that is  ‘Port (A-D):’. 
S elec t the p ort that you want to s et. F or ex am ple, we want to s et the max  trans mit thres hold for P ort 
C to 90%. When we press ‘c’, a new line will be ins erted at the bottom of the s creen ‘Enter new 
max transmit threshold (0-100):’. T his  is where we e nter 90 an d press ‘ENTER’. No w, whenever 
the traffic ex ceeds  90 % on ‘Port C’, a s ys log  an d/or s nmp trap will be  s ent. 

Figure 96: S et max  trans mit thres hold 
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8.1 .8.5 Cl ea r C ounts/Clea r max  util. 

Pressing ‘3’ will c lear the xmt/rcv packet counter an d pressing ‘4’ will c lear the xmt/rcv max util 
counters. 

8.1 .8.6 P ort E rrors  Menu s creen. 

Pressing ‘5’ will bring up the Port Errors module screen where you c an ge t a r eport on the 
various  errors  that may ha ve o ccurred while m onitoring  the traffic pa s s ing through the T AP  module. 
T his  s creen g ives you the option to c lea r the errors . Press ‘0’ to return  to the Port Utilization 
Module screen. 

Figure 97: P ort E rrors  Module s cree n 

8.1 .8.7 B ac kplane. 

T he las t thing we c an rev iew on the P ort Utilization Module s creen is  the traffic that goes  from module 
3 to the modules 1, 2 an d 4  v ia the B ac kplane. Press ‘6’ to bring u p the Port Utilization Module for 
the B ac kplane.   T o s et the max rec eive thres hold, press ‘1’ this will add a ’1’ on the s elec t: line a t the 
bottom left s ide of the s creen a nd a dd the line ‘bp port (0-2):’. T hres holds  for intermodule (or 
backplane) p orts work  jus t like the thres holds  for the module p orts. If  traffic ex ceeds  thres hold 
s ettings , a  s ys log and/or snmp e vent will be is s ued. 

Figure 98: S et max  trans mit thres hold 

8.1.9 M1G S CF Module 

1000M Fi ltering T AP M odule: T wo ( 2) S ing le Mode Passi ve Fi ber LC Network P orts with 
two ( 2) C opper 1000M R J -45 Monitoring Por ts. 
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Figure 99: F ront View of M1G S CF 
T he S ing le-Mode 1G bps Fi ber Network ports to 1G bps C opper Monitor P ort Modules can 
operate at 1000Mbps spe eds. Allows you to conv ert the S ing le-Mode net work media to 
con nect to C opper Monitoring tools . 

8.1 .10 M1G SC F Conf iguration 

T he S lot that has the M1G SC F module that we want to con figure is in S lot 2. It doesn ’t 
matter what slot the T AP is in, they will work the same in any slot. 

Figure 100: S lot 1 S tatus S creen 

8.1 .10.1 Sl ot ‘2’ St atus  s creen 

Press ‘2’  to bring   up the  ‘S lot 2  S tatus ’ s creen. T his  s creen will provide the s tatus   of the M1G S CF  
module that is  ins talled in S lot 2  of row 1 of the c has s is .  T he link s tate o f al l  the  ports is  ‘Up ’.   T he  
s peed  of al l  the  links  is  1Gbps .  T he Dup lex  is  s et for ‘F ull’.  T his  s creen als o provides   you with the  
s eria l  number of the m odule a nd the s oftware vers ion  that is  ins talled.   

=====================

Slot 2 Monitor Speed Configuration

=====================

Original Monitor Speed: Forced Gbit Full Duplex

     New Monitor Speed: Forced Gbit Full Duplex

1: 1G

2: 100M

0: Return and apply

=====================

Slot 2 Monitor Speed Configuration

=====================

Original Monitor Speed: Forced Gbit Full Duplex

     New Monitor Speed: Forced Gbit Full Duplex

1: 1G

2: 100M

0: Return and apply

Figure 101: S lot 2 Monitor S peed C onfiguration s cree n 

T he Net work P orts on  this T AP  are Fi ber. T he s peed of fiber media is  al ways 1G bps . 

8.1 .10.2 Monitor S peed C onfiguration 

Pressing ‘2’ to bring  up the S lot 3 Monitor S peed Co nfiguration s creen.  Pressing ‘1’ will s et the 
monitor ports  to For ced Gbi t Ful l Du plex  an d Pressing ‘2’ will s et monitor ports to Autonegotiate 
100Mbps .  Press ‘0’ to a pply and Ret urn. 
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Figure 102: Monitor S p. C onf. 
8.1 .10.3 Res tore D efault T AP  s ettings 

B ac k on  the S lot 3 S tatus S creen, pressing ‘b’ will bring  up the “Restore Defaults” screen to 
allow you to res et the T AP module to its de fau lt values . 

Figure 103: Res tore De fau lts S cree n 

8.1 .10.4 P ort Utilization Module s creen. 

Pressing ‘c’ will bring  up the “P ort Utilization Module 1” s creen to allow you to s ee p ort utilization 
and number of pa ckets .  Y ou c an a ls o s et the T AP ’s  max  rec eive thres hold, max  trans mit thres hold, 
you c an c lea r the p ac ket counters  to begin a new c ount, c lea r max  utilization, bring u p the error 
menu a nd s ee the backplane s tats .   

Figure 104: P ort Utilization Module S cree n for Module 1 
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F rom the P ort Utilization Module S creen press ‘1’ to ‘set max receive threshold’. T his  will plac e a 
‘1’ on the s elec t line at the bottom of the s creen a nd a dd a new line that is Port (A-D) : s o you c an 
s et the thres hold. 

Figure 105: S et max  rec eive thres hold 

F or ex am ple, s etting  the  ‘s et max  rec eive thres hold’ for Po rt A rec eive to 53%, will c aus e a  s ys log  
and/or s nmp trap to be s ent if the rec eive traffic on  port A  ex cee ds  53 %. Press ‘ENTER’ to s ave. 

8.1 .10.6 S et Max Tr ans mit Thr es hold. 

F rom the P ort Utilization Module S creen press ‘2’ to s et max  trans mit thres hold. T his  will plac e a ‘2’ 
on the s elec t line at the  bottom of the s creen which will add a n ew line that is  ‘Port (A-D):’.  S elec t the 
port that you want to s et. F or ex am ple, we want to s et the max  trans mit thres hold for Po rt C to 90%. 
When we press ‘c’ a new line will be  ins erted at the b ottom of the s creen ‘Enter new max transmit 
threshold (0-100):’. T his  is  whe re we e nter 90 and press ‘ENTER’. N ow, whenever the traffic 
ex ceeds  90 %  on ‘Port C’, a s ys log a nd/or snmp trap will be s ent. 

Figure 106: S et max  trans mit thres hold 
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F or ex am ple, we will s et the m ax  trans mit thres hold for Po rt C t o 9 0%. When we press ‘c’ a n ew line 
will be ins erted at the bottom of the s creen ‘Enter new max transmit threshold (0-100):’. T his  is 
where we e nter 90 an d press ‘ENTER’. No w, whenever the traffic ex ceeds  90 % on ‘Port C’, a s ys log 
and/or s nmp trap to be s ent. 

8.1 .10.7 Cl ea r C ounts/Clea r max  util. 

Pressing ‘3’ will c lear the xmt/rcv packet counter an d pressing ‘4’ will c lear the xmt/rcv max util 
counters. 

Figure 107: P ort E rrors  s creen for m odule 3 

8.1 .10.8 E rror Menu s creen. 

Nex t, pressing ‘5’ will bring u p the Port Errors module screen where you c an g et a re port on the 
various  errors  that may ha ve o ccurred while m onitoring  the traffic pa s s ing through the T AP  module. 
T his  s creen g ives you the option to c lea r the errors . Press ‘0’ to return  to the Port Utilization 
Module screen. 

8.1 .10.9 B ac kplane. 

T he las t thing we c an rev iew on the P ort Utilization Module s creen is  the traffic that goes  from module 
1 to the modules  2,  3 an d 4  v ia the B ac kplane. Press ‘6’ to bring u p the Port Utilization Module for 
the B ac kplane.   T o s et the max rec eive thres hold, press ‘1’ this will add a ’1’ on the s elec t: line a t the 
bottom left s ide of the s creen a nd a dd the line ‘bp port (0-2) : T hres holds  for intermodule (or 
backplane) p orts work  jus t like the thres holds  for the module p orts. If  traffic e xceeds  thres hold 
s ettings , a  s ys log and/or snmp e vent will be is s ued. 

Figure 108: S et max  trans mit thres hold 
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8.1 .11 M1G S S F Module 

1000M Aggre gating T AP Module: T wo ( 2) S ing le Mode Passi ve Fi ber LC T ap P orts with 
two ( 2) S FP Monitoring P orts , 

Figure 109: Fro nt View of M1G SSF 

T he S ing le-Mode 1G bps Fi ber Network ports to 1G bps S FP Monitor P orts Modules can 
operate at 1000Mbps spe eds. C an be use d to connect to a S ing le-Mode Monitoring 
device or con vert the media from S ingle-Mode Fi ber to Multi-Mode f iber. 

8.1 .12 M1G S S F  Co nfiguration 

O nce you have sel ected the S lot that has the M1GS S F module that you want to con figure 
(in this case the M1GSS F T AP w e want to con figure is in S lot 1). 

Figure 110: Ne twork P ort S peed C onfiguration 

8.1 .12.1 S lot ‘1’ S tatus s creen 

Press ‘1’ to bring  up the  ‘S lot 1 S tatus ’ s creen.  T his  s creen will provide the s tatus  of the M1G SS F 
module that is ins talled in S lot 1 o f row 1 of the c has s is .  I n this  c as e, the link s tate o f the network 
ports is  ‘Up’. T he link s tate o f the m onitor ports is down as  they ha ve not been c onnec ted yet.  
T here is  nothing m ore to configure b ec aus e the network ports of the M1G S S F  are fiber the s peed is 
always  s et for 1G bps  an d the Du plex  is always s et for ‘F ull’. T his  s creen a ls o provides you with the 
s eria l number of the module a nd the s oftware vers ion that is  ins talled . 
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8.1 .12.2 P ort Utilization Module s creen. 

Pressing ‘c’ will bring up the ‘Port Utilization Module 3’ s creen to allow you to s ee  port 
utilization an d number of pac kets .  Y ou c an  als o s et the T AP ’s  max  rec eive thres hold, max 
trans mit thres hold, you c an c lea r the p ac ket counters  to begin a new c ount, c lea r max 
utilization, bring up the error menu a nd s ee  the backplane s tats.   

Figure 111: P ort Utilization Module S cree n for Module 3 

8.1 .12.3 S et Max Rec eive thres hold. 

F rom the P ort Utilization Module S creen press ‘1’ to ‘set max receive threshold’. T his  will plac e 
a ‘1’ on the s elec t line a t the b ottom of the s creen a nd add a n ew line that is Port (A-D): s o you c an 
s et the thres hold. 

Figure 112: S et max  rec eive thres hold 

F or ex am ple, s etting  the max  utilization thres hold for Po rt A rec eive to 53%, will caus e a  s ys log 
and/or s nmp trap to be s ent if the rec eive traffic on  port A  ex cee ds  53 %. 
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F rom the P ort Utilization Module S creen press ‘2’ to s et max  trans mit thres hold. T his  will plac e a 
‘2’ on the s elec t line at the bottom of the s creen a nd a dd a new line that is Port (A-D): s o you c an 
s et the thres hold for that port. 

Figure 113: S et max  trans mit thres hold 
F or ex am ple, we will s et the m ax  trans mit thres hold for Po rt C t o 9 0%. When we  pres s  ‘c’ a new  
line will be  ins erted at the b ottom of the s creen ‘E nter ne w max  trans mit thres hold (0-100):’. T his  is   
where we e nter 90 a nd pres s  ‘E NT E R’ . N ow, whenever the traffic ex ceeds  90 % on ‘P ort C ’, a   
s ys log  and/or snmp trap  will be  s ent. Cl ear Co unts/Clear m ax  util.  

8.1 .12.5 Cl ea r C ounts/Clea r max  util. 

Pressing ‘3’ will c lear the xmt/rcv packet counter an d pressing ‘4’ will c lear the xmt/rcv max util 
counters. 

8.1 .12.6 P ort E rrors  Menu s creen. 

Pressing ‘5’ will bring up the Port Errors module screen where you c an ge t a r eport on the 
various  errors  that may ha ve o ccurred while m onitoring  the traffic pa s s ing through the T AP  module. 
T his  s creen g ives you the option to c lea r the errors . Press ‘0’ to return  to the Port Utilization 
Module screen. 

Figure 114: P ort E rrors  Module s creen 
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8.1 .12.7 B ac kplane. 

T he las t thing we c an rev iew on the P ort Utilization Module s creen is  the traffic that goes  from 
module 4  to the m odules  1,  2 an d 3 via the B ac kplane. Press ‘6’ to bring up the Port Utilization 
Module for the B ac kplane. 

8.1 .12.8 S etting B ac kplan e Max Re ceive Thr es hold 
T o s et the max rec eive thres hold, press ‘1’ this will ad d a ‘1’ on the select: line at the bottom left 
s ide of the s creen a nd add the line ‘bp* port (0-2):’. Pressing ‘2’ will let you s et the column 1 
rec eive thres hold, pressing ‘1’ will let you s et the column 2 rec eive thres hold, a nd pressing ‘0’ 
will let you s et the column 3 rec eive thres hold. 

Figure 115: Se t max receive thres hold 

F or ex am ple, we want to s et the m ax  rec eive thres hold for module 4  (column 3 ) to 90%. When we 
press ‘0’, a new line will be ins erted a t the left bottom of the s creen ‘Enter new max receive 
threshold (0-100):’. T his  is  whe re we e nter 90 and press ‘ENTER’. No w, whenever the traffic 
ex ceeds  90 %  on ‘Module 4’ backplan e, a s ys log a nd/or s nmp trap will be s ent. 

*“bp” s tands  for Ba ckplan e* 

8.1 .12.9 S etting B ac kplan e Max T rans mit T hres hold 
T o s et the max  trans mit thres hold, press ‘2’ this will a dd a ‘2’ on the select: line at the b ottom left 
s ide of the s creen a nd add the line ‘bp port (0-2):’. Pressing ‘2’ will let you s et the column 1 
trans mit thres hold, pressing ‘1’ will let you s et the column 2 trans mit thres hold, and pressing ‘0’ 
will let you s et the column 3 trans mit thres hold. 
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Figure 116: Se t max transmit threshold 

8.1 .12.1 0 Cl ea r C ounts/Clea r max  utility on B ac kplan e. 
Pressing ‘3’ will c lear the xmt/rcv packet counter an d pressing ‘4’ will c lear the xmt/rcv max util 
counters. 

8.1 .12.1 1 E rror Menu s creen for B ac kplane. 
Nex t, pressing ‘5’ will bring u p the Port Errors module screen where you c an g et a re port on the 
various  errors  that may ha ve o ccurred while m onitoring  the traffic pa s s ing through the T AP 
module.  T his  s creen g ives  you the option to c lea r the errors . Press ‘0’ to return to the Port 
Utilization Module screen. 

Figure 117: Po rt Erro rs s creen for module 3 

T he las t thing we c an rev iew on the P ort Utilization Module s creen is  the traffic that goes  from 
module 3  to the m odules  1,  2 an d 4 via the B ac kplane. Press ‘6’ to bring up the Port Utilization 
Module for the B ac kplane.  T o s et the max  rec eive thres hold, press ‘1’ this will a dd a ’1’ on the 
s elec t: line a t the bottom left s ide of the s creen and ad d the line ‘bp port (0-2):’. T hres holds  for 
intermodule (or bac kplan e) ports work jus t like the thres holds  for the module p orts. If  traffic ex ceeds 
thres hold s ettings , a  s ys log  an d/or s nmp e vent will be is s ued. 
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Figure 118: Se t max transmit threshold 

8.2  Fi lter C onfiguration  
Pressing ‘2’ on the Main Menu Screen, will begin the Fi ltering se tup proce ss. 

Figure 119: TAP Co ntrol M1G 2ACE Cha ss is 

We will set up filters for L ayer 2, La yer 3 and La yer 4 
T he C hassi s in the screen shot above show s the scr een sho t for a 2U cha ssi s. T he 
2U cha ssi s has 3 rows of four T AP s. If it were a 1U cha ssi s it would hav e only one 
row of T AP S . T hen you would not need to sel ect the row that you want to set up. 

Pressing ‘1’ would br ing up the R ow 1 Fi lters sc reen. 

Figure 120: Row  1  F ilters s creen 

  8.2.1 La yer 2 F ilter s et up 
We will beg in b y s etting u p a L ayer 2  Fi lter.  La yer 2 f iltering allows  filtering  on the s ource MAC 
addres s , the d es tination MAC a ddres s  or the V LA N ID .  T hes e m ay be u s ed in an y c ombination 
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with ea ch other or an y other filter field. 
Press ‘a’ to begin the proc es s  of ad ding a nd defining a l ayer 2 filter. T his  will bring  up the E dit 
F ilter menu. 

Figure 121:  Ed it Fi lter S creen  

T he program  ha s  prov ided the default name ‘F ilter’ for the Fi lter. Press ‘1’ to change the filter’s  name. 

Figure 122: Cha nging the filter name 

Pressing ‘1’  cau ses  the  program  to add  a line  ‘Filter  Name:  FILTER’  at  the  bottom  of  the  
menu.   Using   the  B ac ksp ace   K ey,  erase   the  word FIL T E R   and en ter  the  new  name ‘ca se 
432A ’.   P ress the  RETURN  Key  and the  new  filter  name replace s the  default  filter  name on  
the  name line  of  the  edit  filter  scr een.  

Figure 123: Fi lter has  a  new name 

T he next step is to define the Ingress port(s) for this filter. Press ‘2’ to bring  up the  ‘S elect  
Ingress P ort(s)’ sc reen. 
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Figure 124: Se lect Ingres s Po rt(s) S creen and Figure 125: Ingres s port(s ) selected 

Pressing ‘2’ tak es  you d irectly to the ‘S elec t Ingres s  P ort (s )’ menu. Press ‘4’ and ‘7’. T his ins erts an 
as teris k ‘*’ in the B rac kets  of port B2 an d port A4 as well as  plac ing ‘i’s in their res pective p os itions  on 
the ports map. 

Figure 126: Se lect E gress  port (s ) s creen and    Figure 127: Eg ress  port(s ) s elected 

Y ou c an g o d irec tly to the ‘S elec t E gres s  P ort (s ) menu to s etup the  eg res s  port(s ) by pressing ‘e’. 
When you s ee the S elec t E gres s  P orts s creen, Press ‘8’ to s elec t the eg res s  port at port D4 . Press ‘0’ 
to return to the E dit Fi lter S creen. We n ow have ‘i’s in the B 2 and A4 pos itions  of the p orts map an d a n 
‘o’ in the D4 p os ition of the ports map line. 

Figure 128: Ba ck to Ed it Fi lter Sc reen 
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Press ‘0’ to return  to the R ow 1 F ilters  S creen. As  you c an s ee , we now ha ve a ‘cas e 4 32A’ filter which 
can s end traffic from ports B 2 a nd A4 to port D4 (s lot 2 p ort B  a nd s lot 4 port A to s lot 4 port D) .  A t this 
point, ALL traffic will be s ent as  there  are no filters  de fined yet. Note the pres ence o f the ‘s’ in the 
menu.  T his  indicates  that the filter has  not been s av ed in flas h m emory or d ownloaded to the modules 
yet. Press ‘s’ now. 

Figure 129: Ro w 1  F ilters  S creen 

Figure 130 below is wha t the s creen looks  like wh ile the program is  s av ing the filter to the Fl as h a nd 
downloading  to the m odules .  

Figure 130: Ro w 1  F ilters  S creen 

O nce the s ave is  c ompleted, the Ro w 1 Fi lters S creen will look like Fi gure 79 . No tice the ‘s’ s elec tion is 
gone.  N ex t, we want to copy the c as e 432A filter name, then e dit it, to filter on  the d es tination MAC 
addres s . 

Figure 131: Ro w 1  F ilters  S creen with c as e 432A in progres s 
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We c an c opy the c as e 4 32A filter by pressing the ‘F1’ function key.  T he c opied filter will appea r on the 
Ro w 1 F ilters  s creen in the number 1 pos ition. T he ‘F1’ function key is  the on ly function key that is 
us ed in the p rogram  an d its  on ly purpos e is  to c opy a filter, s o you c an modify it without ha ving  to s tart 
from s cratch. 

Figure 132:  Ro w 1  F ilters  s creen with new filter in 1 st  pos ition  

No w we c an e dit the ne w filter by pressing ‘e’. Nex t, we want to c rea te a n ew name for the filter.  I n 
this cas e, we want to a dd to the c urrent nam e ‘cas e 4 32A’. We will add ‘dmac’ to the en d of the 
current nam e.  P res s <enter> to s ave the new name o n the na me l ine of the s creen. 

Figure 133: Ne w F ilter Na me ‘cas e 432A dmac’ 

Nex t, we want to s et up a f ilter for the ‘destination MAC address’ s o we will press ‘5’. 

Figure 134: Fi lter on des tination MAC a ddress 

T he program  will a dd the line ‘filter on DESTINATION mac address? [N]:’ at the b ottom of the m enu. 
Press ‘y’ to a dd the a ddres s . 

Note: T he nam e o f the f ilter is  for Us er’s  c onvenience only a nd does  not affec t the o peration. S o, multiple 
filters  with the s am e n am e are al lowed. 
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Figure 135: En ter the destination MAC a ddres s  (in hex) 

T he program  will a dd a s ec ond line to the b ottom of the s creen ‘E nter DE S T INA T IO N MA C  ad dres s ? 
(hex). At this  point, the c ontroller ex pects the u s er to e nter 6 hex numbers .  T he ‘:’ de limiting  c olons  are 
added a utomatically for c onvenience.  H ex  numbers  ex pected are t wo d igits ea ch with the digits being 
0-9 o r a -f. S o, we will enter ‘c’, ‘8’, ‘2’, ‘0’.  No w if we e nter ‘g’ ins tead  of ‘f’ the program  will a lert the 
us er b y pos ting a warning mes s ag e. For  ex am ple, pressing ‘g’ will warn of an INVALID CHARACTER 
but not allow the c harac ter to be en tered . 

Figure 136: Ed it Fi lter s creen s howing INVALI D CH ARAC TER e ntered 

No w we will enter the  remainder of the De s tination MAC ad dres s , ‘f’, ‘1’, ‘5’, ‘7’, ‘3’, ‘a’, ‘4’, ‘2’ and if the 
numbers are en tered c orrectly, the  progr am  will an nounce tha t the a  ‘valid MAC  a ddres s ’ was  entered. 
Press ‘ENTER’ to a ccept the MAC addres s . 

Figure 137: The Destination MAC is entered 

Figure 138: The De s tination MAC i s  e ntered 
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P leas e n ote that entering the S O URC E MAC  ad dres s  is  operationally the s am e a s  en tering the 
DE S T INA T IO N MA C ad dres s .  I f a S O URCE MAC a ddres s  is  en tered a t this point, the f ilter would 
require a pac ket to match both c riteria before pa s s ing  that pac ket. Press ‘0’ to return to the ‘Row 1 
Filter’ s cree n. 

Figure 139: Ba ck to the R ow 1 Fi lters Sc reen 

B ac k to the R ow 1 F ilter s creen and we will press ‘s’ to s av e a nd a pply the filters as we d id before. 

Figure 140: The c as e 432A dmac is  s aved 

No w  we  wan t to c reate  a f ilter ‘abc’. T his  filter will  look for pa ckets  with a   VL AN 768 from port A on s lot  
2 a nd s end them to port C on s lot 3.  S o,  we will  press ‘a’  to a dd the  new filter.   Rem ember how  we 
have d one it before.   Now  we te ll  the  filter what the  ingres s  an d e gres s  ports are.    

Figure 141: The new F ilter has  a name 

Press ‘3’ to s elec t s lot 2 port ‘A’ this will c aus e a n a s teris k ‘*’ to be p lac ed in the A 2 b rac kets  an d a n ‘i’ 
to be plac ed in the s lot 2, p ort A pos ition on the map line.  N ow we will s et up the eg res s  port.  
Pressing ‘e’ will bring up the ‘Egress port(s)’ s creen.  
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Figure 142: Se lect Ingres s  P ort(s) S creen and  Figure 143: Ingres s  port(s ) s elected 

Press ‘5’ to s elec t s lot 3 port ‘C’. T his will plac e a n a s teris k (*) in C3 brac kets  an d an ‘o’ in the s lot 3 
port ‘C’ pos ition of the m ap  line.  Press ‘0’ to return to the ‘Edit filter screen’ figure ‘81’. T he filter has 
a n am e a nd the ingres s  an d e gres s  ports are d efined. 

Figure 144: Se lect E gress  P ort(s) S creen and Figure 145: E gress  port(s ) s elected 

Figure 146: Ingress  a nd e gres s ports  defined 

Figure 147: Crea ting VL AN ID 
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No w  we  wan t to  define the  VL AN ID s o  press  ‘6’.  T he program  will en ter a line a t the bottom  “filter on VLAN 
ID  [N]:”,  press ‘y’.  A s ec ond line will  ap pear as king  for the VL AN ID  in de cimal form.  E nter ‘7’, ‘6’, ‘8’ for the 
VL AN ID then pres s  ‘ENTER’  next press ‘0’  to return to the Ro w  1 Fi lters  S creen.  

Figure 148: VL AN ID c reated 

Nex t, we want to move the curs or up f rom filter 3 to  filter 2 s o we c an move the filter c as e 4 32A up to the f irs t 
pos ition. Press ‘u’ to m ove the c urs or up o ne pos ition 

Figure 149: Fi lter case432A is  now in first pos ition 

Press ‘t’  to move the filter ‘cas e  432A’  up  one pos ition.  

Press ‘s’ to s av e the Ro w 1 F ilters s creen 

Figure 150: Fi lter case 432A is  now in firs t pos ition 

8.2.2 La yer 3 F ilter s et up 

La yer 3 filtering c an targe t all IP  mes s ag es  or a ll non-IP  mes s ag es .  When IP  is  s elec ted, the other 
layer 3 f ilter fields  ap pear on the menu, thes e are s ource I P  a ddres s , d es tination IP  ad dres s , a nd 
DS C P . T hes e m ay be us ed in an y c ombination with e ac h other or  a ny other filter if IP  mes s ag ing  has 
been s elec ted. Press ‘a’ to bring u p ‘Edit Filter Screen’ 
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Figure 151: Ne w filter s rc IP fltA 

Us ing  the menu s ys tem as  prev ious ly des cribed, we will c rea te a  filter nam ed ‘src IP fltA’. T his  filter 
will filter on packets  with s ource I P addres s  192.168.1.102. We n ow press ‘7’ then ‘i’. T he E dit Fil ter 
menu c hanges . Press ‘8’ then enter the IP ad dres s  192.168.1.10 2.  T he progra m will enter the  s ource 
IP  mas k an d provides  the opportunity to e dit it if ne ces s ary. T hen pres s  < enter> . 

Figure 152: The s ource IP address  a nd mask is s et 

Figure 153: Sa ve the s ource IP filter 

Nex t move F ilter ‘4’ up to the # 1 pos ition. Press ‘s’ to s av e the S ource IP  F ilter ‘src IP fltA’. 

Nex t, we will c rea te another layer 3 filter nam ed ‘DSCP=21’. Press ‘a’ to add the n ew filter.  Press ‘1’ 
to name it ‘DSCP=21’ an d press <enter>. Nex t press ‘2’ to s et up the ports. Press ‘7’ to s elec t 
ingres s  port ‘a4’ next press ‘e’ to bring up the E gres s  port screen then press ‘7’ to s elec t egres s  port 
‘c4’. 

Rev 3.4 P ag e 72 of 83 



 

 
 

     
 

 
 

 

 

    

 
  

  

 

     

       

 
        

    
 

 

M1G1ACE/M1G1DCE 
M1G2ACE/M1G2DCE 

User Manual 

Figure 154: DSC P=2 1 is  named and s et to be defined 

Nex t press  ‘7’  to s et up the  La yer 3 D S C P  param eters , press ‘a’  to define the DS CP  value.  Press ‘21’  
<enter>  to e nter 21 o n l ine   ‘a’.  Fi lter D S C P =21  is  no w   
complete.  

Figure 155: Sa ve the DSCP=2 1 filter 

Fi lter DSCP 21 is  c omplete.  Press ‘s’  to  s ave.   

Figure 156: Fil ter DS C P =2 1 is saved 

Press ‘0’ to return  to the R ow 1 F ilters  s creen. Nex t press ‘a’ to add a layer 4 filter. 

  8.2.3 La yer 4 F ilter s et up 
La yer 4 filtering c aptures  protocols  riding on layer 3 IP . S pec ifically, the IP port number, 0 -255, which identifies 
the L ayer 4 protocol in the packet. T wo of the p rotocols , T CP =6, and U DP =17, contain s ource and des tination 
ports which c an als o be us ed as  keys  for filters . 
ICMP  is  identified as  IP  protocol=1.  Us ing p revious ly e xplained c ommands , we c rea te a n ew filter nam ed 
‘ICM P ’, B 2->C 3…  
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Nex t,  we will c rea te layer 4 filter nam ed  ‘ICMP’. Press ‘a’  to  begin the p roces s  to  add the  new filter.   
Press ‘1’  to nam e it ‘ICMP’  and press <enter>.  
Press ‘2’  to s et up the p orts.  Press ‘4’  to s elec t ingres s  port ‘b2’   
Press ‘e’  to bring  up the  E gres s  port screen then press ‘5’  to s elec t eg res s  port ‘c3’     
Press ‘0’  to return  to the  ‘Edit Filter Screen’.  
Press ‘7’  to s elec t  the La yer 3 function  then press ‘i’  to s elec t ‘IP ’ then  press ‘b’  to s elec t L ayer 4  this  will  bring  
up more s elec tions  at the  bottom of the s creen.   
Press ‘h’  an d e nter ‘1’  s o we c an filter on ‘ICMP IP  protocol =1’.   IP  protocol c an be  a  de cimal number 0-255.  

Figure 157: Fi lter ICM P f ilter is almos t done 

Figure 158:  Fi lter ICM P f ilter is  complete  

Press ‘0’ to return  to the R ow 1 filter s creen. 
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Figure 159:  Fi lter ICM P f ilter  is  ready to  be  s aved  

Press ‘s’ to s av e the f ilter. 

Figure 160: No w have 6  filters  c ompleted 

We will add one m ore f ilter to our s et of ex am ples .  We will c rea te a  filter nam ed ‘Email send’ capture filter a nd 
s end them to a monitor port. 

S o, for the las t filter, we will c rea te  a  layer 4 filter named  ‘email send’.  

Press ‘a’ to a dd the n ew filter.  Press ‘1’ to name it ‘email send’ an d press <enter>. 

Nex t press ‘2’  to s et up the ingres s  port.   

Press ‘3’ to s elec t ingres s  port ‘a2’ 
Nex t press ‘e’  to bring u p the E gres s  port screen then  press ‘3’  to s elec t egres s  port ‘c2’.  

Press ‘0’ 0to return to the ‘Edit Filter’ s creen. 

Press ‘7’ to dis play the La yer 3 f unctions, then press ‘i’, to s elec t ‘IP ’ then press ‘b’ to s elec t L ayer 4. 

A qu es tion will dis play  at the b ottom of the s creen a s king  if  you want  to  filter on  layer 4 (IP  protocol)  press ‘y’.  
T his  will  bring u p m ore s elections  at the bottom of the s creen.   We will  press ‘t’  to s elec t ‘tcp’.    

No w  we  wan t to  define the  DESTINATION port,  press ‘d’  an d the p rogram  will  add a  new ques tion  line to the  
bottom of the m enu –  ‘filter on DESTINATION port?  [N]’.    
Press ‘y’ and the progr am will add a nother line to allow the entry of the Des tination port.  E nter the number 
‘587’. 
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Figure 161: The ‘email s end’ is  complete 

Press ‘0’ to return  to the R ow 1 F ilters  s creen.  T he TC P  s ource port, and UDP s ource a nd d es tination e ntries  are 
s imilar.  

Figure 162: The filters are ready to be s aved 

Always  remember to press ‘S’ to s ave your work when you finis h e ntering  your filters  or the y won’t be there 
when you try to us e them.  
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Figure 163: The ‘email s end’ filter is  now c omplete 

Press ‘0’ to return  to the main m enu. 

Figure 164: Main Menu S creen 

T his  c oncludes  the demons tration of the various  types of filters  that can  be  s et up to manag e the traffic flow that 
will go out to the monitor po rts. 

Y ou  will find this  prod uct to be  a big h elp to monitor all  that is  ha ppening o n your 1G bps  network.  
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Th e M1GXX BP T AP module ser ies is ideal for 100/1000 Mbps cop per or fiber network monitoring. 
T heir innovative desi gn a llows these T AP s to be easi ly instal led into any cop per or fiber 
100/1000 Mbps network seg ment. 
O nce  ins talled  in y our  network, t he  100/1000Mbps network  T AP w ill  enable y ou  to monitor  your  
network se gments  quickly  and e ffectively  usi ng  a  network analyzer,  secu rity  devices or  any  
monitoring appl iance.  Th ese  100/1000 Mbps allow  you  to proce ss  full-duplex  traffic  without 
dropping  any  packets and can  handle  S P AN  traffic as w ell.   T he  S P AN  traffic  can  be  replicated 
out  to po rts  B ,  C  and  D.   Th e  B ypass T AP  provides a sa fe way  to install  your  In-Li ne  Appliances 
directly   in line  of  your  critical   links without introducing   a  “P oint  of  Fa ilure”.  
From the Main Menu, press ‘1’ to bring up the ‘Select the slot number to view/modify’ scr een. 
T his scr een will provide information abou t the P ack et Broker cha ssi s like the seria l number of the 
cha ssi s, the seria l number of the management controller if one is presen t and the part number of 
the modules that are installed in the slots and their current states . 

Figure 165: Se lect s lot number to v iew/modify s creen 

Next press ‘1’ again to bring up the ‘Slot 1 Status’ sc reen where a M1GCC BP module is in stalled. 
T his scr een will sho w how the module is currently set and provide you the buttons you need to 
cha ng e the spe ed, the duplex mode, the LF P mode or res tore the default settings of the modules . 
In the ca se o f a T AP w ith fiber network ports , there is no sel ection for setting the spe ed and no 
sel ection for se tting the L FP mode, becau se T AP s with fiber network ports are always set for 1Gbps 
spe ed and the LF P mode is al ways ‘ON’. B ut, beca use the T AP i n slot 1 is a coppe r T AP , there are 
options to cha nge the sp eed and the LF P modes . O nce you get to the scr een per tinent to ea ch type 
of module, the scr een is se lf-explanatory. 

Figure 166: Sl ot 1 S tatus  s creen 
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10 M1GXXA Modu le TAP Seri es 

T he M1GXX A T AP module ser ies is ideal for 100/1000Mbps cop per or fiber network monitoring. 
T heir innovative desi gn a llows these T AP s to be easi ly instal led into any cop per or fiber 
100/1000 Mbps network seg ment. 
O nce ins talled in y our network, the 100/1000Mbps network T AP w ill enable y ou to monitor your 
network se gments quickly and e ffectively usi ng a network analyzer, secu rity devices or any 
monitoring appl iance. Th ese 100/1000 Mbps allow you to proce ss full-duplex traffic without dropping 
any pack ets and can handle SP AN traffic as w ell. T he S P AN traffic can be replicated out to ports B , 
C and D. T he B ypass TA P prov ides a sa fe way to install your In-Li ne Appliances di rectly in line of 
your critical  links w ithout introducing  a  “P oint of F ailure”. 
From the Main Menu, press ‘1’ to bring up the ‘Select the slot number to view/modify’ scr een. 
T his scr een will provide information abou t the P ack et Broker cha ssi s like the seria l number of the 
cha ssi s, the seria l number of the management controller if one is presen t and the part number of the 
modules that are instal led and their current state. 

11 Part Numbers and Des criptions 
11.1 1U a nd 2U P acke t B roker Cha ssis 
Part Number Description  

M1G1ACE 
1U modular chass is with dual internal AC power s upplies , s upports up to four T AP modules . B ackplane 
feature can be us ed with all of Ga rland Tec hnology’s  1Gb ps  modular TA P s  that end with a  letter “F”. 

M1G1DCE 
1U modular chass is with dual internal DC power s upplies , s upports up to four T AP modules . 
B ackplane feature can be us ed with all of Ga rland Tec hnology’s  1Gb ps  modular TA P s  that end 
with a  letter “F”. 

M1G2ACE 
2U modular chass is with dual internal AC power s upplies , s upports up to twelve TA P modules . 
B ackplane feature can be us ed with all of Ga rland Tec hnology’s  1Gb ps  modular TA P s  that end 
with a  letter “F”. 

M1G2DCE 
2U modular chass is with dual internal DC power s upplies , s upports up to twelve TA P modules . 
B ackplane feature can be us ed with all of Ga rland Tec hnology’s  1Gb ps  modular TA P s  that end 
with a  letter “F”. 

M1GC Management card: E thernet/GU I and S erial/C L I for M1GX X E 

TRAY-BG B lanking Tray for management s lot when the management card is not required 

11.2 Modular T AP s desig ned to operate with the filtering a nd aggreg ating backp lane. 
Part Number   Description     Filter TAP Modules  
M1GCCF 10/100/1000Mbps network S peed, C opper network ports to copper, aggregat ing, L2 -L4 filtering monitor 

ports module. 
M1GCSF C opper network ports to S FP , aggregating, filtering monitor ports module. 
M1GMCF Multi-mode fiber network ports to copper, aggregating, filtering monitor ports module. 
M1GMSF Multi-mode fiber network ports to S FP , aggregating, filtering monitor ports module.   

M1GSCF S ing le-mode fiber network ports to C opper, aggregating, filtering monitor ports module. 

M1GSSF S ing le-mode fiber network ports to S F P , Aggregating, F iltering monitor ports module.  

Note: All Garland Technology 1Gbps TAP Modules can be used on the Packet Broker Chassis. (see lists below) 
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11.3  B ypass T AP  Modules  

Modules t hat can be deployed in the P ac ket B roker C hassi s. 

Part Number   Description  

M1GCCBP 
100/1000M Aggregating Tap Module: Two (2) C opper 100/1000M R J -45 Tap P orts with two (2) C opper 
100/1000M R J -45 Monitoring P orts , s upports B reakout Mode, Aggregation Mode, and B ypass Mode with 
P acket Injection s upport 

M1GCSBP 
100/1000M Aggregating Tap Module: Two (2) C opper 100/1000M R J -45 Tap P orts with two (2) S FP 
Monitoring P orts , s upports B reakout Mode, Aggregation Mode, and B ypas s Mode with P acket Injection 
s upport 

M1GMCBP 
1000M  Aggregating  Tap  Module:  Two  (2) M ulti-Mode  Fibe r L C  T ap  P orts  with  two  (2) C opper 1 000M  R J -
45  Monitoring  P orts ,  s upports  B reakout  Mode,  Aggregation  Mode,  and  B ypass  Mode  with  P acket  Injection  
s upport  

M1GMSBP 
1000M Aggregating Tap Module: Two (2) Multi-Mode Fibe r L C Tap P orts with two (2) S F P Monitoring 
P orts , s upports B reakout Mode, Aggregation Mode, and B ypass Mode with P acket Injection s upport 

M1GSCBP 
1000M  Aggregating  Tap  Module:  Two  (2) S ing le Mode  Fibe r L C  Tap  P orts  with  two  (2) C opper 1 000M  R J -
45  Monitoring  P orts ,  s upports  B reakout  Mode,  Aggregation  Mode,  and  B ypass  Mode  with  P acket  Injection  
s upport  

M1GSSBP 
1000M Aggregating Tap Module: Two (2) S ing le Mode Fibe r L C Tap P orts with two (2) S FP 
Monitoring P orts , s upports B reakout Mode, Aggregation Mode, and B ypas s Mode with P acket 
Injection s upport 

11.4  Legacy TAP  Modules  
Part Number  Description    Aggregation  TAP Modules  

M1GCCA is 
now M1GCCBP 

100/1000M Aggregating Tap Module: Two (2) C opper 100/1000M R J -45 Tap P orts with two (2) C opper 
100/1000M R J -45 Monitoring P orts , s upports B reakout Mode, Aggregation Mode, and B ypass Mode with 
P acket Injection s upport 

M1GCSA is 
now M1GCSBP 

100/1000M Aggregating Tap Module: Two (2) C opper 100/1000M R J -45 Tap P orts with two (2) S FP 
Monitoring P orts , s upports B reakout Mode, Aggregation Mode, and B ypas s Mode with P acket Injection 
s upport 

M1GMCA 
1000M Aggregating Tap Module: Two (2) Multi-Mode P as s ive Fibe r L C Tap P orts with two (2) C opper 
1000M R J -45 Monitoring P orts , s upports B reakout Mode, Aggregation Mode, and S P AN Mode 

M1GMSA 
1000M Aggregating Tap Module: Two (2) Multi-Mode P as s ive Fibe r L C Tap P orts with two (2) S F P 
Monitoring P orts , s upports B reakout Mode, Aggregation Mode, and S P AN Mode 

M1GSCA 1000M Aggregating Tap Module: Two (2) S ing le Mode P ass ive Fibe r L C Tap P orts with two (2) C opper 
1000M R J -45 Monitoring P orts , s upports B reakout Mode, Aggregation Mode, and S P AN Mode 

M1GSSA 1000M Aggregating Tap Module: Two (2) S ing le Mode P ass ive Fibe r L C Tap P orts with two (2) 
S FP Monitoring P orts , s upports B reakout Mode, Aggregation Mode, and S P AN Mode 

Part Number  Description    Breakout TAP Modules  

M100CCB 
10/100 P as s ive B reakout Tap Module: Two (2) C opper 10/100M R J -45 Tap P orts with two (2) C opper 
10/100M R J -45 Monitoring P orts , s upport B reakout Mode and pass es phys ical layer errors , P lug-n-P lay 
no configuration 

M1GCCB 
10/100/1000M B reakout Tap Module: Tw o (2) C opper 10/100/1000M R J -45 Tap P orts with two (2) 
C opper 10/100/1000M R J -45 Monitoring P orts , s upports breakout Mode (unique GT Fea tures: link 
s peed s ynchronization, pass es data-link layer errors , eas ily deployed) 
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12 T ec hnic al S pec ifications 

Chassis Specifications 

Model # Chassis/TAPs* Power Supplies Voltage Current 
(Max) 

Consumption 
(Max) 

Dimensio ns 

M1G1 ACE 1U; u p to 4 T AP s Dua l Internal A C 100 -240VAC .75 A mps @  115VAC 86.25 Watts 17.40” x  1 .75” x  13.45” 
441.96mm x 44.45mm x 341.63mm M1G1 ADE 1U; u p to 4 T AP s Dua l Internal DC 36-60VDC 1 Amp @  48VDC 48 Watts 

M1G2 ACE 2U; u p to 12 T AP s Dua l Internal A C 100-240VAC 1 Amp @  115VAC 115 Watts 17.40” x  1 .75” x  13.45” 
441.96mm x 88.14mm x 341.63mm M1G2 ADE 2U; u p to 12 T AP s Dua l Internal DC 36-60VDC .8 Amps @  48VDC 134 Watts 

M1GC* Management ca rd: E thernet/GUI -and -S erial/CL I for M1Gx xxE 

*B lanking  plates a re use d if the management ca rd is n ot required or if not all the T AP  sl ots are not all populated. 

C aution:  T his unit  may  have up  to 2  power sup ply  con nections.  D iscon nect  all  power sup ply  cords before  
serv icing  to  prevent  electrical  sho ck  or  equipment  damage.  
C aution: Fo r the AC powered cha ssis: for con tinued protection, only replace fuse with a 2A mp slo w blow 
5x20mm fuse . (C ooper Bussm ann # S56 0-800-R or equiv.) 

M1GXXF Filtering TAP Specifications 

Model # Network 
Speed 

Media 
Network Monitor 

Modes 
Breakout Aggregation SPAN/Regen Filtering Bypass 

L ink S peed 
S ynch roniza tion 

M1GCCF 10/100/1000M 2 Co pper-RJ -45 2 Co pper  RJ -
45  conn  X X X X N/A Y es 

M1GCS F 10/100/1000M 2 Co pper-RJ -45 2 S F P 
T ransce ivers X X X X N/A Y es 

M1GM CF 1G 2 S X  M/M, 
P assi ve  L C F iber 

2 Cop per RJ -
45  conn  X X X X N/A N/A 

M1GM S F 1G 2 S X  M/M, 
P assi ve  L C F iber 

2 S F P 
T ransce ivers X X X X N/A N/A 

M1GS CF 1G 2 L X S /M, 
P assi ve  L C F iber 

2 Cop per RJ -
45  conn  X X X X N/A N/A 

M1GS S F 1G 2 L X  S /M, 
P assi ve  L C F iber 

2 S F P 
T ransce ivers X X X X N/A N/A 

M1GXXA - Breakout, Aggregation, and SPAN/Regeneration TAP Specifications 

Model # Network 
Speed 

Media 
Network Monitor 

Modes 
Breakout Aggregation SPAN/Regen Filtering Bypass 

L ink S peed 
S ynch roniza tion 

M1GCC A 10/100/1000M 2 Co pper-RJ -45 2 Co pper-RJ -
45  conn  X X X X N/A Y es 

M1GCS A 10/100/1000M 2 Co pper-RJ -45 2 S F P 
T ransce ivers X X X X N/A Y es 

M1GM C A 1G 2 S X  M/M, 
P assi ve  L C F iber 

2 Cop per Rj -
45  conn  X X X X N/A N/A 

M1GM S A 1G 2 S X  M/M, 
P assi ve  L C F iber 

2 S F P 
T ransce ivers X X X X N/A N/A 

M1GS C A 1G 2 L X  S /M, 
P assi ve  L C F iber 

2 Cop per RJ -
45conn  X X X X N/A N/A 

M1GS S A 1G 2 L X  S /M, 
P assi ve  L C F iber 

2 S F P 
T ransce ivers X X X X N/A N/A 

M1GXXBP – Breakout, Aggregation, SPAN/Regeneration, and Bypass TAP Specifications 

Model # Network 
Speed 

Media 
Network Monitor 

Modes 
Breakout Aggregation SPAN/Regen Filtering Bypass 

L ink S peed 
S ynch roniza tion 

M1GCCB P 10/100/1000M 2 Co pper-RJ -45 2 Co pper-RJ -
45  Con n  X X X X N/A Y es 

M1GCS B P 10/100/1000M 2 Co pper-RJ -45 2 S F P 
T ransce ivers X X X X N/A Y es 

M1GM CB P 1G 2 S X  M/M, 
P assi ve  L C F iber 

2 Cop per RJ -
45  conn  X X X X N/A N/A 

M1GM S B P 1G 2 S X  M/M, 
P assi ve  L C F iber 

2 S F P 
T ransce ivers X X X X N/A N/A 

M1GS CB P 1G 2 L X  S /M, 
P assi ve  L C F iber 

2 Cop per RJ -
45  conn  X X X X N/A N/A 

M1GS S B P 1G 2 L X  S /M, 
P assi ve  L C F iber 

2 S F P 
T ransce ivers X X X X N/A N/A 
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13 Definitions and Help 

Definitions: 
S MF S ing lemode Fi ber Network P orts 

MMF Multimode Fi ber Network P orts 

RJ -45 C opper P ort 

S FP T ransce iver P ort – 1Gbp s 

LFP Li nk  Fa ilure  P ropagation  - LF P i s  use d mos tly  for  HA de signed  networks.   When 
turned  on,  it  can  sen se  a  network  failure and reflect  the  failure to the  adjacent  port  
of  the  live net work allowing  the  network’s failover mech anism   to  switch ov er to the  
seco ndary  network  path.   

R everse B ypass Disab les li nk  on  both  live  network  ports  if  all  inline  appliances lo se li nk  or  cannot  
pass traffic.  D isab led  by  default.   

Fo rced B ypass Allows the  In-line  appliance t o  be  bypassed  whenever firmware or  so ftware 
upgrades nee d  to  be  ins talled.   

Help: 
Pressing ‘h’ on F iltering Menu will bring up the help S creen 

Figure 167: Hel p Sc reen for the F iltering Menu 
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14 C onsole C able for M1GXX C E Ser ial Mgt. port 

Figure 168:  Se rial C able Pi nout  
 

For questions, please contact Garland Technology Support at: 
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