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See every bit, byte, and packet®

Out-of-the Box Network Performance Monitoring
Monitor and respond to events with confidence knowing
you’re seeing the complete network traffic.

IT environments are getting more complex and robust each and every day with new security tools being deployed to help protect
networks from cyber attacks. While this is a good thing in the eyes of security, it can lead to more challenges for the network or

monitoring team to overcome, simply because there are now more tools and applications that impact the network.

Garland Technology has teamed up with Sycope to ensure that their network performance monitoring solution receives every bit,
byte and packet® of data from key points in the network. Garland Technology ensures Sycope's ability to analyze network traffic and

detect violations of security rules is complete and effective.

HOW IT WORKS

The Sycope Probe measures server network time, client network time, initial server response time, client retransmissions and
server retransmissions, in terms of Bytes, Packets and % of Packets. The Probe needs to see 100% of the traffic on the network link,
and the only way to do that is by using a Network TAP. Using a SPAN port as an alternative access method, will likely drop packets if

the link becomes oversubscribed, causing the Sycope Probe to miss out on key network data.

SCENARIO #1
SINGLE TAP & PROBE

1. Garland Technology's compact, high-performance —
network TAPs provide a copy of 100% of the wire —
data, both the East-West and West-East directions.

2. Both directions of traffic are sent to the Sycope | A~
. . ] Garland Technology
Probe for translation into NetFlow/IPFIX, which A Network TAP
network devices use to send information about
the network traffic, such as communication sides, A'B B'A
direction direction

protocols, and traffic volumes.

3. The NetFlow data is sent to the Sycope Collector [ -
for network traffic analysis. p1 JJJJJJJJJJJJJJJJJ Y /
NetFlow/IPFIX ‘

4. The Collector searches for critical traffic patterns and p’ Sycope Probe Sycope Collector
informs the Network administrator about possible
security incidents and any unwanted traffic.
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https://garlandtechnology.com/extrahop

SCENARIO #2
MULTIPLE TAPS AGGREGATED TO 1 OR MORE PROBES

1. Customers with multiple network links to monitor can take
advantage of Garland's scalable TAP solutions, for both ! ! ; !

fiber and copper environments. P cope P ope P ope

Probe Probe

2. Multiple tapped links send the copied traffic to Garland’s
Advanced Features box, where the data is aggregated, oo il
load-balanced, filtered, and distributed. Sopond Technology

3. The aggregated traffic is delivered to one or more Sycope
Probes and any other out-of-band monitoring tools desired.
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4. The Sycope Probe translates the network traffic into NetFlow/

IPFIX and sends it to the Sycope Collector for analysis. #

5. The Sycope Collector looks for key network patterns that
might indicate a security incident or unwanted traffic.

IPS Sycope Collector

BENEFITS

Complete network visibility by passing all live wire data DPI for L7 real application detection

Ensure no dropped packets for out-of-band tools 100% passive, out-of-band solution with no impact to
Transformation of raw packets into Flow data

Provides NetFlow v5/v9 or IPFIX

the live network
Network Team can respond quickly to network incidents
Easy to deploy, flexible and scalable to meet the needs Full awareness of events happening on the IT network

of any network

About Sycope

Sycope is focused on designing and developing highly

About Garland Technology

Garland Technology is a US-based manufacturer of

specialized IT solutions for monitoring and improving
network performance. Our solutions were created and
developed by engineers, who have been working on the
issues of network performance, application efficiency

and IT security for over 20 years. They created a network
monitoring tool using real-time flow analysis, enriched with
business context to help businesses assess performance
and protect IT infrastructure. As Sycope we transform data
into actionable insights, giving you answers not only data.

For More information, visit sycope.com

Have Questions?

sales@garlandtechnology.com | +1716.242.8500
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network TAPs, Network Packet Brokers, and Inline
Bypass Solutions. We engineer, manufacture, and
support our hardware solutions in Richardson, TX.
Since 2011, we've been helping companies’ network
monitoring and security tools deliver on their promise
of performance and protection because we reliably
deliver all of the data the tools need to shine. For help
with projects large and small, including installations,
upgrades, and streamlines, or to learn more about
the inventor of the first bypass technology, visit

GarlandTechnology.com
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