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Preface

1.1 Declaration

This document updates at irregular intervals because of product upgrades or other reasons. This

document is for your reference only.

1.2 Suggestion feedback

If you have any questions when using our product and reading this document, please contact us:

Email:

1.3 Audience

This document is for the following audiences:

System maintenance engineers
Debugging and testing engineers
Network monitoring engineers

Field maintenance engineers

1.4 Conventions

Table 1-1 Command syntax convention table

Syntax Description

Italic type with capital letters Use italic type with capital letters for
the parameters of the commands.
Parameters are the parts which need
to replace with the actual value.

(x1yl...) Select one among the choices.
x1yl...1) Select one or none among the choices.
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[xlyl...] Select one or more among the choices.
The choices <can be selected
repeatedly.

[xlyl...1] Select one or more or none among the
choices. The choices can be selected
repeatedly.

{xlyl...} Select one or more among the choices.
The choices can be selected only once.

{xlyl...13} Select one or more or none among the
choices. The choices can be selected
only once.

<X-y> Select a number between x and y.
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INTERFACE Commands

2.1 interface range
Command Purpose

Use this command to enter interface range mode, include physical port, linkagg interface.

Command Syntax

interface range KLINE

Parameter Parameter Description Parameter Value

KLINE Interface range, with “,” | -
or “-” to distinguish the

interface range set.

Command Mode

Global Configuration

Default

None

Usage

None

Examples

The following example shows how to enter interface range eth-0-1 to eth-0-24 and shutdown these

24 interfaces:
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Switch(config)# interface range eth-0-1 - 24
Switch(config-if-range)# shutdown

The following example shows how to enter interface eth-0-8 and eth-0-10, and shutdown these 2

interfaces:

Switch(config) # interface range eth-0-8,eth-0-10
Switch(config-if-range)# shutdown

Related Commands

interface

2.2 interface

Command Purpose

Use this command to enter interface mode or create iloop interface.

Command Syntax

interface IF_NAME

Parameter Parameter Description Parameter Value
IF_NAME Specify the interface -
name.

e.g.eth-0-1, agg1,iloop1.

Command Mode

Global Configuration

Default

None

Usage

The interface name can be a physical port name (i.e. eth-0-1), link-agg name (i.e. agg1) or iloop port

name(i.e. iloop1).
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Examples

This example shows how to enter physical port eth-0-1:

Switch(config) # interface eth-0-1

This example shows how to enter aggregation interface agg10:

Switch(config)# interface aggl0

This example shows how to create iloop interface iloop1:

Switch(config)# interface iloopl

Related Commands

interface range

2.3 no interface

Command Purpose

Use this command to delete iloop interface.

Command Syntax

no interface IF_ILOOP_NAME

Parameter Parameter Description Parameter Value

IF_ILOOP_NAME Specify the iloop interface| -

name. e.g.iloop1.

Command Mode

Global Configuration

Default

None
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Usage

The interface name can only be an iloop port name (i.e. iloop1).

Examples

This example shows how to delete iloop interface iloop1:

Switch(config)# no interface iloopl

Related Commands

interface

2.4 shutdown

Command Purpose

Use this command to disable the interface manually.

Use the no form of this command to enable the interface.

Command Syntax

shutdown

no shutdown

Command Mode

Interface Configuration

Default

No shutdown

Usage

None
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Examples

The following example shows how to enter physical port eth-0-1 and disable the interface:

Switch (config) # interface eth-0-1
Switch(config-if-eth-0-1)# shutdown

The following example shows how to enter physical port eth-0-1 and enable the interface:

Switch(config)# interface eth-0-1
Switch (config-if-eth-0-1)# no shutdown

Related Commands

show interface status

2.5 description

Command Purpose

Use this command to set the description on the interface.

Use the no form of this command to delete the description.

Command Syntax

description LINE

no description

Parameter Parameter Description Parameter Value

LINE Interface description -

Command Mode

Interface Configuration

Default

None
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Usage

None

Examples

The following example shows how to set the description on the interface eth-0-1:

Switch (config)# interface eth-0-1
Switch (config-if-eth-0-1)# description TenGigabitEthernet

The following example shows how to remove the description on the interface eth-0-1:

Switch (config) # interface eth-0-1
Switch(config-if-eth-0-1)# no description

Related Commands

show interface description

2.6 speed

Command Purpose

Use this command to set the interface speed.

Use the no form of this command to restore the interface to its default speed value.

Command Syntax

speed (auto | 10 | 100 | 1000 | 2.5G | 5G | 10G | 25G | 40G | 100G )

no speed
Parameter Parameter Description Parameter Value
auto Auto negotiation the -
speed of a port
10 Force the port speed to be| -
10Mb/s
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100 Force the port speed to be| -
100Mb/s

1000 Force the port speed to be| -
1000Mb/s

2.5G Force the port speed to be| -
2.5Gb/s

5G Force the port speed to be| -
5Gb/s

10G Force the port speed to be| -
10Gb/s

25G Force the port speed to be| -
25Gb/s

40G Force the port speed to be| -
40Gb/s

100G Force the port speed to be| -
100Gb/s

Command Mode

Interface Configuration

Default

Auto

Usage

For different interfaces, some speed value can’t be set.

Examples

The following example shows how to set the port speed to 1000Mb/s:

Switch (config) # interface eth-0-1
Switch(config-if-eth-0-1)# speed 1000
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The following example shows how to restore the port speed to default value:

Switch(config-if-eth-0-1)# no speed

Related Commands

show interface status

show interface

2.7 duplex

Command Purpose

Use this command to set the mode of operation for a port. And use the no form of this command set

the mode of operation to default value.

Command Syntax

duplex (‘auto | full | half)

no duplex

Parameter Parameter Description Parameter Value

auto Auto negotiation mode, -
the port should be
automatically detected in
full duplex or half duplex
state according to the

device it is connected to

full Full duplex mode -

half Half duplex mode, can -
only be configured on
ports of 10M or 100M

Command Mode

Interface Configuration
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The following example shows how to set interface eth-0-1 duplex mode to auto:

Switch (config) # interface eth-0-1
Switch (config-if-eth-0-1)# duplex auto

The following example shows how to set interface eth-0-1 duplex mode to full:

Switch (config-if-eth-0-1)# duplex full

The following example shows how to set interface eth-0-1 duplex mode to default:

Switch (config-if-eth-0-1)# no duplex

Related Commands

show interface status

show interface

2.8 unidirectional

Command Purpose

Use this command to set unidirectional function for a port.

Command Syntax

unidirectional ( enable | disable | rx-only )

Parameter Parameter Description Parameter Value
enable Enable unidirectional -
disable Disable unidirectional -
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rx-only

Receive only

Command Mode

Interface Configuration

Default

Disable

Usage

None

Examples

The following example shows how enable unidirectional on interface eth-0-1:

Switch(config) # interface eth-0-1

Switch(config-if-eth-0-1)# unidirectional enable

The following example shows how disable unidirectional on interface eth-0-1:

Switch(config-if-eth-0-1)# unidirectional disable

Related Commands

show interface status

show interface

2.9 fec

Command Purpose

Use the command to set fec function for a port.

Use the no form of this command set fec function to default value.

Command Syntax

fec ( enable | disable | none | baser | rs)
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no fec

Parameter Parameter Description Parameter Value

enable Enable fec -

disable Disable fec -

none Set fec none -

baser Set fec baser -

rs Set fec rs -

Command Mode

Interface Configuration

Default

None

Usage

None

Examples

The following example shows how to set fec none for a port:

Switch (config) # interface eth-0-1
Switch(config-if-eth-0-1)# fec none

Related Commands

show interface status

2.10 static-channel-group

Command Purpose

Use this command to add a port to a static channel group.

Garland Technology | 716.242.8500 | garlandtechnology.com/support 28
Copyright © 2024 Garland Technology, LLC. All rights reserved.


http://www.garlandtechnology.com/support

=D :
GARLAND CLI Guide

T E C H N O L O G Y

See every bit, byte, and packet’ Advanced Features | AF40G34 | 3.0.18

Use the no form of this command to remove this port from this static channel group.

Command Syntax

static-channel-group AGG_GID

no static-channel-group

Parameter Parameter Description Parameter Value

AGG_GID Channel group ID range is <1-55>

Command Mode

Interface Configuration

Default

None

Usage

The valid range of channel group id is limited by hardware and is different for each model.

Examples

The following example shows how to add interface eth-0-1 to static channel group 2:

Switch (config)# interface eth-0-1
Switch(config-if-eth-0-1)# static-channel-group 2

The following example shows how to remove interface eth-0-1 from static channel group 2:

Switch (config)# interface eth-0-1
Switch (config-if-eth-0-1)# no static-channel-group

Related Commands

show interface
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2.11 distribute-weight
Command Purpose

Use this command to set port weight of static channel group member.

Command Syntax

distribute-weight VALUE

no distribute-weight

Parameter Parameter Description Parameter Value

VALUE The weight value of port | range is <1-63>

Command Mode

Interface Configuration

Default

None

Usage

The total weight of static channel group member should be under the max member number.

Examples

The following example shows how to set interface eth-0-1 weight as 2:

Switch (config)# interface eth-0-1
Switch(config-if-eth-0-1)# static-channel-group 1

Switch(config-if-eth-0-1)# distribute-weight 2

The following example shows how to set interface eth-0-1 weight to default:

Switch (config) # interface eth-0-1
Switch (config-if-eth-0-1)# no distribute-weight
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Related Commands

static-channel-group

2.12 media-type

Command Purpose

Use this command to set media type of combo port.

Use the no form of this command to set media type to default.

Command Syntax

media-type (auto | rj45 | sfp)

no media-type

Parameter Parameter Description Parameter Value

auto Automatically select -

media type of combo port

rj45 Set media type as rj45 -

sfp Set media type as sfp -

Command Mode

Interface Configuration

Default

Auto

Usage

Different media types of the combo port cannot be active at the same time.
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Examples

The following example shows how to set media type of combo port:

Switch(config-if-eth-0-1) media-type auto

The following example shows how to set media type of combo port to default:

Switch (config-if-eth-0-1)# no media-type
Related Commands

show interface

2.13 show management interface
Command Purpose

Use this command to display the status and configurations of management interface.

Command Syntax

show management interface

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows how to displays the states, configurations, and statistics on

management interface:
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Switch# show management interface

Management Interface current state: UP

Description:

Link encap: Ethernet HWaddr: 00:1E:08:0B:E6:C1l

net addr: 10.10.39.104 Mask: 255.255.254.0

Bcast: 10.10.39.255 MTU: 1500

Speed: 1000Mb/s Duplex: Full

Auto-negotiation: Enable

Received: 1030834 Packets, 79596824 Bytes (75.9 MiB)
Transmitted: 110758 Packets, 16209745 Bytes (15.4 MiB)

Related Commands

show interface status

2.14 show interface

Command Purpose

Use this command to display the configurations and statistics on all interfaces or one interface.

Command Syntax

show interface ( IF_NAME | )

Parameter Parameter Description Parameter Value

IF_NAME Specify the interface -

name to show

Command Mode

Privileged EXEC

Default

None

Usage

If the parameter “IF_NAME” is not specified, the command indicates that all interfaces on this device

should be displayed; otherwise only the specified interface should be displayed.
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Examples

The following example shows how to display the configurations and statistics of interface eth-0-1:

Switch# show interface eth-0-1

Interface eth-0-1
Interface current state: DOWN
Hardware is Port, address is 001le.080b.e6c?2
Bandwidth 1000000 kbits
Index 1 , Metric 1
Speed - auto , Duplex - auto , Metadata - Disable , Media type is UNKNOWN
Link type is autonegotiation
Admin input flow-control is off, output flow-control is off
Oper input flow-control is off, output flow-control is off
The Maximum Frame Size is 12800 bytes
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 unicast, 0 broadcast, 0 multicast
0 runts, 0 giants, 0 input errors, 0 CRC
0 frame, 0 overrun, 0 pause input
0 packets output, 0 bytes
Transmitted 0 unicast, 0 broadcast, 0 multicast

0 underruns, 0 output errors, 0 pause output

Related Commands

show interface status

2.15 show interface summary

Command Purpose

Use this command to display the statistics on all interfaces or one interface.

Command Syntax

show interface summary ( IF_NAME | )

Parameter Parameter Description Parameter Value

IF_NAME Specify the interface -

name to show
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If the parameter “IF_NAME” is not specified, the command indicates that all interfaces on this device

should be displayed; otherwise only the specified interface should be displayed.

Examples

The following example shows how to display the statistic of interface eth-0-1:

Switch# show interface summary eth-0-1

RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)
TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)
Interface Link RXBS RXPS TXBS
—————————— e
eth-0-1 DOWN 0 0 0

Related Commands

show interface

2.16 show interface status

Command Purpose

Use this command to display brief information on all physical and link aggregation interfaces.

Command Syntax

show interface status

Command Mode

Privileged EXEC
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Default

None

Usage

None

Examples

The following example shows how to display the brief information on all physical and link aggregation

interfaces:

Switch# show interface status

Name Status Duplex Speed Mode Type Description
—————————— B ettt B e e e e e
eth-0-1 down auto auto trunk UNKNOWN
eth-0-2 down auto auto trunk UNKNOWN
eth-0-3 down auto auto trunk UNKNOWN
eth-0-4 down auto auto trunk UNKNOWN
eth-0-5 down auto auto trunk UNKNOWN
eth-0-6 down auto auto trunk UNKNOWN
eth-0-7 down auto auto trunk UNKNOWN
eth-0-8 down auto auto trunk UNKNOWN
eth-0-9 down auto auto trunk UNKNOWN
eth-0-10 down auto auto trunk UNKNOWN
eth-0-11 down auto auto trunk UNKNOWN
eth-0-12 down auto auto trunk UNKNOWN
eth-0-13 down auto auto trunk UNKNOWN
eth-0-14 down auto auto trunk UNKNOWN
eth-0-15 down auto auto trunk UNKNOWN
eth-0-16 down auto auto trunk UNKNOWN
eth-0-17 down auto auto trunk UNKNOWN
eth-0-18 down auto auto trunk UNKNOWN
eth-0-19 down auto auto trunk UNKNOWN
eth-0-20 down auto auto trunk UNKNOWN
eth-0-21 down auto auto trunk UNKNOWN
eth-0-22 down auto auto trunk UNKNOWN
eth-0-23 down auto auto trunk UNKNOWN
eth-0-24 down auto auto trunk UNKNOWN
eth-0-25 down auto auto trunk UNKNOWN
eth-0-26 down auto auto trunk UNKNOWN
eth-0-27 down auto auto trunk UNKNOWN
eth-0-28 down auto auto trunk UNKNOWN
eth-0-29 down auto auto trunk UNKNOWN
eth-0-30 down auto auto trunk UNKNOWN
eth-0-31 down auto auto trunk UNKNOWN
eth-0-32 down auto auto trunk UNKNOWN
FGE0/33 down full 40000 trunk UNKNOWN
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FGE0/34 down full 40000 trunk

aggb down auto auto trunk

Related Commands

show interface

2.17 show interface description

Command Purpose

CLI Guide

Advanced Features | AF40G34 | 3.0.18

Use this command to display the description information on all interfaces.

Command Syntax

show interface description

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows how to display the description on all physical and link aggregation

interfaces:

Switch# show interface description

Name Status Description

__________ o
eth-0-1 down TenGigabitEthernet

eth-0-2 down

eth-0-3 down

eth-0-4 down

eth=0=5 down
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eth-0-6 down
eth-0-7 down
eth-0-8 down
eth-0-9 down
eth-0-10 down
eth-0-11 down
eth-0-12 down
eth-0-13 down
eth-0-14 down

eth-0-15 down
eth-0-16 down

eth-0-17 down
eth-0-18 down
eth-0-19 down
eth-0-20 down
eth-0-21 down
eth-0-22 down
eth-0-23 down
eth-0-24 down

eth-0-25 down
eth-0-26 down

eth-0-27 down
eth-0-28 down
eth-0-29 down
eth-0-30 down
eth-0-31 down
eth-0-32 down
FGEO0/33 down
FGEO/34 down
aggb down LinkAgg5

Related Commands

show interface

2.18 show interface bandwidth-in-use

Command Purpose

Use this command to display the physical port bandwidth usage information and the current

configured log-threshold.

Command Syntax

show interface bandwidth-in-use [ INTERFACE-NAME [ input | output ] ]
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Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows how to display percentage of current bandwidth usage

configuration of current log-threshold:

Switch# show interface bandwidth-in-use eth-0-1/1

Name Direction Speed Load-interval Threshold ResumeRate Usage
—————————— et A S e
eth-0-1/1 input 40Gb/s 150s 90% 70% 60%
eth-0-1/1 output 40Gb/s 150s 80% 60% 85%

Related Commands

None

2.19 clear counters

Command Purpose

Use this command to clear the statistical information on the interfaces.

Command Syntax

clear counters ( IF_NAME | )

and

Parameter Parameter Description Parameter Value
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IF_NAME Specify the interface -
name to clear the

statistics counters.

Command Mode

Privileged EXEC

Default

None

Usage

If the parameter “IF_NAME” is not specified, the command indicates that all interfaces’ statistics
counters information on this device should be cleared; otherwise only the specified interface should

be cleared.

Examples

The following example shows how to clear the statistics information on all interfaces:

Switch# clear counters

The following example shows how to clear the statistics information on the interface eth-0-1:

Switch# clear counters eth-0-1

Related Commands

show interface

2.20 crc-check

Command Purpose

Use this command to set CRC check function for a port.

Command Syntax

crc-check enable
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no crc-check enable

Parameter Parameter Description Parameter Value

enable crc check function enable | -

Command Mode

Interface Configuration

Default

Disable

Usage

None

Examples

The following example shows how to enable CRC check function for a port:

Switch# configure terminal
Switch(config)# interface eth-0-1
Switch (config-if-eth-0-1)# crc-check enable

The following example shows how to disable CRC check function for a port:

Switch# configure terminal
Switch (config)# interface eth-0-1
Switch(config-if-eth-0-1)# no crc-check enable

Related Commands

None

2.21 crc-recalculation

Command Purpose

Use this command to set CRC recalculation function for a port.
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Command Syntax

crc-recalculation enable

no crc-recalculation enable

Parameter Parameter Description Parameter Value
enable crc recalculation function | -
enable

Command Mode

Interface Configuration

Default

enable

Usage

None

Examples

The following example shows how to enable CRC recalculation function for a port:

Switch# configure terminal
Switch (config) # interface eth-0-1

Switch(config-if-eth-0-1)# crc-recalculation enable

The following example shows how to disable CRC recalculation function for a port:

Switch# configure terminal
Switch (config) # interface eth-0-1

Switch(config-if-eth-0-1)# no crc-recalculation enable

Related Commands

None

Garland Technology | 716.242.8500 | garlandtechnology.com/support 42
Copyright © 2024 Garland Technology, LLC. All rights reserved.


http://www.garlandtechnology.com/support

=D :
GARLAND CLI Guide

T E C H N O L O G Y

See every bit, byte, and packet’ Advanced Features | AF40G34 | 3.0.18

2.22 log-threshold

Command Purpose

Use this command to configure physical port Percentage of the bandwidth utilization warning
threshold.

Use the no form of this command to stop this function.

Command Syntax

log-threshold { input-rate | output-rate } BANDWIDTH-IN-USE resume-rate RESUME-THRESHOLD

no log-threshold { input-rate | output-rate }

Parameter Parameter Description Parameter Value

BANDWIDTH-IN-USE Percentage of the range is 1-100
bandwidth utilization

warning threshold

RESUME-THRESHOLD Percentage of bandwidth | range is 1-BANDWIDTH-IN-

utilization recovery logs | USE

Command Mode

Interface Configuration

Default

Disable

Usage

To avoid fluctuation of log and alarm information, values of bandwidth-in-use and resume-threshold

should be kept as far as possible.

Examples

The following example shows how to set configure physical port input direction Percentage of the

bandwidth utilization warning threshold:
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Switch# configure terminal
Switch (config)# interface eth-0-1
Switch (config-if-eth-0-1)# log-threshold input-rate 80 resume-rate 60

The following example shows how to unset the input direction bandwidth utilization of log-threshold

on an interface:

Switch# configure terminal
Switch(config)# interface eth-0-1
Switch(config-if-eth-0-1)# no log-threshold input-rate

Related Commands

None

2.23 log-threshold output-discard

Command Purpose

Use this command to configure the function of physical port discard packet number warning

threshold on output direction.

Use the no form of this command to stop this function.

Command Syntax

log-threshold output-discard THRESHOLD_VALUE interval INTERVAL-VALUE

no log-threshold output-discard

Parameter Parameter Description Parameter Value

THRESHOLD_VALUE Exit direction lost count | range is 100-4294967295

INTERVAL-VALUE Statistical time range is 1-1440, unit is
minutes

Command Mode

Interface Configuration
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Default

Disable

Usage

None

Examples

The following example shows, how to configure physical port output direction discard packet number

warning threshold in five minutes:

Switch (config-if-eth-0-1)# log-threshold output-discard 100000 interval 5

The following example shows how to unset the interface output direction discard packet of log-
threshold:

Switch# configure terminal
Switch (config) # interface eth-0-1
Switch(config-if-eth-0-1)# no log-threshold output-discard

Related Commands

None

2.24 show this

Command Purpose

Use this command to show the interface information

Command Syntax

show this

Command Mode

Interface Configuration
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Default

None

Usage

None

Examples

The following example shows how to show interface information:

Switch(config-if-eth-0-1)# show this

interface eth-0-1
|

Related Commands

None
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ErrDisable Commands

3.1 errdisable detect

Command Purpose

Use this command to enable link error status detection function for ports.
Use the no form of this command to restore to default value.
Command Syntax

errdisable detect reason link-flap

no errdisable detect reason link-flap

Parameter Parameter Description Parameter Value

link-flap Link oscillation detection | -

Command Mode

Global Configuration

Default

Default link-flap is enabled

Usage

None

Examples

The following example shows how to enable link error status detection function for port:
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Switch# configure terminal

Switch(config) # errdisable detect reason link-flap

The following example shows how to disable link error status detection function for port:

Switch# configure terminal

Switch(config) # no errdisable detect reason link-flap

Related Commands

show errdisable detect

3.2 errdisable recovery interval

Command Purpose

Use this command to set the recovery time of the link from the error state.

Use the no form of this command to restore recovery time to default value.

Command Syntax

errdisable recovery interval ERRDIS_RECOVER_TIMER_PARAM

no errdisable recovery interval

Parameter Parameter Description Parameter Value

ERRDIS_RECOVER_TIMER_P| Time interval to recover | range is 30-86400, unit is

ARA from error state second

Command Mode

Global Configuration

Default

300

Usage

None
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Examples

The following example shows how to set the interval for error status recovery to 100 seconds:

Switch# configure terminal

Switch(config) # errdisable recover interval 100

The following example shows how to restore the interval to default value:

Switch# configure terminal
Switch(config)# no errdisable recover interval

Related Commands

show errdisable recovery

3.3 errdisable recovery reason

Command Purpose

Use this command to enable the error recovery function for the specified reason. Use the no form of

this command to disable this function.

Command Syntax

errdisable recovery reason link-flap

no errdisable recovery reason link-flap

Parameter Parameter Description Parameter Value

link-flap Enable or disable the error| -

recovery function for link

oscillation
Command Mode
Global Configuration
Default
Disable
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Usage

Use this command to enable or disable the error recovery function for the specified reason.

Examples

The following example shows how to enable the error recovery function for port:

Switch# configure terminal
Switch(config) # errdisable recover reason link-flap

The following example shows how to disable the error recovery function for port:

Switch# configure terminal

Switch(config) # no errdisable recover reason link-flap

Related Commands

show errdisable recovery

3.4 errdisable flap

Command Purpose

Use this command set link oscillation parameters.

Use the no form of this command to restore to default setting.

Command Syntax

errdisable flap reason link-flap ERRDIS_FLAP_COUNT ERRDIS_FLAP_TIME

no errdisable flap reason link-flap

Parameter Parameter Description Parameter Value

ERRDIS_FLAP_COUNT The maximum number of | range is 1-100
possible oscillations
before setting the port to

errdisable
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ERRDIS_FLAP_TIME

The time of possible
oscillations before setting

the port to errdisable

range is 1-120

Command Mode

Global Configuration

Default

10

Usage

There are two parameters in link flap error detection, one is flap count, the other is flap time, if the

count of flap reach the max flap count in time of flap time specified, the port will enter errdisable

state.

Examples

The following example shows how to set link oscillation parameters:

Switch# configure terminal

Switch(config)# errdisable flap reason link-flap 30 40

The following example shows how to restore link oscillation parameters to default value:

Switch# configure terminal

Switch(config) # no errdisable flap reason link-flap

Related Commands

show errdisable flap

3.5 show errdisable detect

Command Purpose

Use this command to display whether error detection is enabled.
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Command Syntax

show errdisable detect

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

The following example shows how to display whether error detection is enabled:

Switch# show errdisable detect

ErrDisable Reason Detection status
________________________ +____________________
link-flap Enabled

Related Commands

errdisable detect reason

3.6 show errdisable recovery

Command Purpose

Use this command to display whether error recovery is enabled.

Command Syntax

show errdisable recovery
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Command Mode

Privileged EXEC

Default

None

Usage

Use this command to get the recovery status of all error reasons. If a link error has happened, it can

get the recovery information.

Examples

The following example shows how to display whether error recovery is enabled:

Switch# show errdisable recovery

ErrDisable Reason Timer status
________________________ o
link-flap Enabled

Timer interval: 300 seconds

Related Commands

errdisable recovery interval

errdisable recovery reason

3.7 show errdisable flap

Command Purpose

This command is used to display parameters for link oscillation error detection.

Command Syntax

show errdisable flap
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Command Mode

Privileged EXEC

Default

None

Usage

Use this command to display the link oscillation error detection time, unit is second.

Examples

The following example shows how to display the link oscillation error detection time:

Switch# show errdisable flap

ErrDisable Reason Flaps Time (sec)
_________________ +__________+__________
link-flap 10 10

Related Commands

errdisable flap
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4.1 show interface flow statistics

Command Purpose

Use this command to show statistical information which matched the flow on the interface.

Command Syntax

show interface flow statistics IF_NAME ( FLOW_SEQ NUM | )

Parameter

Parameter Description

Parameter Value

IF_NAME

Specify an interface name
to show flow statistics.
This command supports
physical or link

aggregation interfaces.

FLOW_SEQ_NUM

Specify sequence-number
to show flow statistics.

If the sequence-number is
not specified, this
command indicates that
all rules on this interface

should be shown.

Command Mode

Privileged EXEC
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Default

None

Usage

Interface name must be specified.

Examples

The following example shows how to display the flow statistic on interface eth-0-1:

Switch# show interface flow statistics eth-0-1

TAP group name: gl

flow name: f1

sequence-num 10 permit any src-ip 10.10.10.0 0.0.0.255 dst-ip any ( bytes 100 packets 1 )
sequence-num 20 deny any src-ip any dst-ip any ( bytes 86 packets 1 )

(total bytes 186 total packets 2 )

Related Commands

show flow

clear interface flow statistics

4.2 clear interface flow statistics

Command Purpose

Use this command to clear statistical information which matched the flow on the interface.

Command Syntax

clear interface flow statistics IF_NAME

Parameter Parameter Description Parameter Value
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IF_NAME Specify an interface name | -
to clear flow statistics.
This command supports
physical or link

aggregation interfaces.

Command Mode

Privileged EXEC

Default

None

Usage

Interface name must be specified.

Examples

The following example shows how to clear statistics information which matched the flow on the

interface:

Switch# clear interface flow statistics eth-0-1

The following example shows the result after using the command in the example above:

Switch# show interface flow statistics eth-0-1

TAP group name: gl

flow name: f1

sequence-num 10 permit any src-ip 10.10.10.0 0.0.0.255 dst-ip any ( bytes 0 packets 0 )
sequence-num 20 deny any src-ip any dst-ip any ( bytes 0 packets 0 )

(total bytes 0 total packets 0 )

Related Commands

show interface flow statistics
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4.3 show flow

Command Purpose

Use this command to show the configuration of flow.

Command Syntax

show flow ( NAME_STRING | )

Parameter Parameter Description Parameter Value
NAME_STRING Flow name, up to 20 -
characters.

If the flow name is not
specified, this command
indicates that all flows

should be shown.

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example shows the configuration of flow:

Switch# show flow

flow f1
remark flowlipdeny
sequence-num 10 permit any src-ip 10.10.10.0 0.0.0.255 dst-ip any

sequence-num 20 deny any src-ip any dst-ip any
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flow £f2

sequence-num 10 permit tcp src-port range 10 200 src-ip any dst-ip any

Related Commands

flow

4.4 flow

Command Purpose

Use this command to create Flow and then enter Flow configuration mode.

Use the no form of this command to delete the flow.

Command Syntax

flow NAME_STRING ( type decap | )

no flow NAME_STRING

Parameter Parameter Description Parameter Value
NAME_STRING Flow name up to 20 characters
type decap Set the flow type as -

tunnel decap.
Flow with “type decap”
parameter can use “inner-

match” fields.

Command Mode

Global Configuration

Default

None
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Usage

If the system already has a flow with the same name, this command will enter the flow configuration

mode.

When the name is not used by any flow, this command is to create the flow and then enter the flow
configuration mode. When configured with parameter “type decap” means this flow matches tunnel

decap, which flow entries can configure “inner-match” fields.

Examples

This example shows how to create a flow named f1 and then enter the flow configuration mode:

Switch(config)# flow fl
Switch (config-flow-f1)#

The following example shows how to delete the flow:

Switch(config) # no flow fl
Related Commands

show flow

4.5 remark

Command Purpose

Use this command to add remarks for the flow.

Use the no form of this command to delete the remarks.

Command Syntax

remark NAME_STRING

no remark

Parameter Parameter Description Parameter Value
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NAME_STRING Remark string for the flow | Remark string for the flow,
which should begin with a-
z/A-7/0-9, valid
characters are 0-9/A-7Z/a-
z and maximum length is

100 characters.

Command Mode

Flow Configuration

Default

None

Usage

None

Examples

This example shows how to add a remark to describe the flow:

Switch(config-flow-£fl)# remark flowlipdeny

This example shows how to delete the remark of the flow:

Switch(config-flow-f1l)# no remark

Related Commands

show flow

4.6 no sequence-num

Command Purpose

Use this command to delete a filter from flow.
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Command Syntax

no sequence-num FLOW_SEQ _NUM

Parameter Parameter Description Parameter Value

FLOW_SEQ_NUM Sequence-number 1- 65535

Command Mode

Flow Configuration

Default

None

Usage

None

Examples

This example shows how to delete a flow filter with sequence number 10 from flow f1:

Switch(config-acl-acll)# no sequence-num 10

Related Commands

show flow

sequence-num

4.7 sequence-num

Command Purpose

Use this command to add a rule in a flow filter.
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Command Syntax

( sequence-num FLOW_SEQ NUM | ) ( permit | deny ) ( PROTOCOL_NUM | any | mpls ( any | label-
num ( any | MPLS_LABEL_NUM_WITHOUT_0 ) ( mpls-label1 ( any | FLOW_LABEL_VALUE ) | ) ( mpls-
label2 (any | FLOW_LABEL_VALUE ) | ) ( mpls-label3 (any | FLOW_LABEL_VALUE ) | ) ) | pppoe ppp-
type ( ipv4 | ipv6 ) | tcp ( src-port ( range L4 PORT_NUM L4_PORT_NUM | eq L4_PORT_NUM | gt
L4_PORT_NUM | It L4_PORT_NUM | any ) | dst-port ( range L4_PORT_NUM L4 _PORT_NUM | eq
L4 _PORT_NUM | gt L4 PORT_NUM | |t L4_PORT_NUM | any ) | tcp-code ( match-all | match-any )
(ack | fin | psh | rst | syn | urg ) | ) | udp ( src-port ( range L4 PORT_NUMT1 L4_PORT_NUM2 | eq
L4 _PORT_NUM | gt L4 PORT_NUM | |t L4 PORT_NUM | any ) | dst-port ( range L4_PORT_NUM1
L4_PORT_NUM2 | eq L4_PORT_NUM | gt L4 PORT_NUM | lt L4 PORT_NUM | any ) | vxlan-vni
( VNI_VALUE VNI_VALUE_WILD | any ) | ) | icmp | igmp | gre ( gre-key ( GRE_KEY_VALUE
GRE_KEY _WILD | any ) | ) | ( erspan ( *ERSPAN_KEY_VALUE ERSPAN _KEY_WILD* | any ) | ) | nvgre
( nvgre-vsid ( *NVGRE_VSID_VALUE NVGRE_ VSID _WILD* | any ) | ) ) ( src-ip ( IP_ADDR IP_ADDR_WILD
| any | host IP_ADDR ) | src-ipv6 ( IPv6_ADDR IPv6_ADDR_WILD | any | host IPv6_ADDR ) ) ( dst-ip
( IP_ADDR IP_ADDR_WILD | any | host IP_ADDR ) | dst-ipvé ( IPv6_ADDR IPv6_ADDR_WILD | any | host
IPv6_ADDR ) ) ( flow-label ( *FLOW_LABEL LABEL _WILD* | any ) | ) ( dscp DSCP_VALUE | ip-
precedence PRECEDENCE_VALUE | ) ( first-fragment | non-first-fragment | non-fragment | non-or-
first-fragment | small-fragment | any-fragment | ) ( options | ) ( truncation | ) ( vlan ( VLAN_ID
VLAN_WILD | any ) | ) ( inner-vlan ( VLAN_ID VLAN_WILD | any ) | ) ( cos COS_ID | ) ( inner-cos
COS_ID | ) ( ether-type ( ETHER_TYPE_VALUE ETHER_TYPE_WILD_VALUE | any ) | ) ( src-mac
( FLOW_MAC_ADDR FLOW_MAC_ADDR WILD | any | host FLOW_MAC_ADDR ) | ) ( dest-mac
( FLOW_MAC_ADDR FLOW_MAC_ADDR _WILD | any | host FLOW_MAC_ADDR ) | ) ( edit-macda
MAC_ADDRESS | ) ( edit-macsa MAC_ADDRESS | ) ( edit-ipsa IP_ADDRESS | ) ( edit-ipda IP_ADDRESS | )
( edit-ipvé6sa IPv6_ADDRESS | ) ( edit-ipvéda IPv6_ADDRESS | ) ( edit-vlan VLAN_ID | ) ( un-tag | un-
tag-outer-vlan | un-tag-inner-vlan | ) ( mark-source VLAN_ID | ) ( strip-header ( strip-position ( 2 |
3 | 4 ) | ) ( strip-offset OFFSET_VALUE | ) | ) ( udf udf-id UDF_ID ( udf0 UDF_VALUE
UDF_VALUE_WILD | udf1 UDF_VALUE UDF_VALUE_WILD | udf2 UDF_VALUE UDF_VALUE_WILD | udf3
UDF_VALUE UDF_VALUE_WILD | ) | ) ( strip-inner-vxlan-header | ) ( inner-match MATCH_NAME | )
( add-12gre |2gre-sip L2GRE_SRC_IP \2gre-dip L2GRE_DEST_IP 12gre-dmac L2GRE_DEST_MAC |2gre-key
L2GRE_KEY_NUM (2gre-key-length (16 | 20 | 24 | 32 ) | ) ( add-l3gre [3gre-sip L3GRE_SRC_IP (3gre-
dip L3GRE_DEST_IP |3gre-dmac L3GRE_DEST_MAC | ) ( de-duplicate | ) ( hash-value VALUE_NAME | )
( edit-l4-src-port L4_SRC_PORT | ) ( edit-l4-dst-port L4_DST_PORT | )

Parameter Parameter Description Parameter Value
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FLOW_SEQ_NUM

Specify a sequence
number to create the flow
rule.

The valid range for
sequence number is 1-
65535.

If the sequence number is
not specified, system
should automatically
assign one number
according to the base
number and the step
length. The base number
is the maximum number in
the flow (0 for empty
flow), the step length is
10.

1-65535

permit

Specify the action of the
flow rule. Use the
parameter “permit” to
indicate packets match
this rule is allowed to

forward.

deny

Specify the action of the
flow rule. Use the
parameter “deny”
indicating packets match
this rule is not allowed to

forward.
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PROTOCOL_NUM | any |
tcp | udp | icmp | igmp |

gre | nvgre

Specify the IP protocol

number of the flow rule.

The valid range for IP
protocol number is 0-255.
Well known IP protocols
can also be specified by
name.

e.g. IP protocol 1 = icmp,
2 =igmp, 6 = tcp, 17 =
udp, 47 = gre/nvgre (gre
protocol 0x0800 = gre,
0x6558 = nvgre).

Specify the IP protocol

number of the flow rule.

mpls (any | label-num
(any |
MPLS_LABEL_NUM_WITHO
UT_0) (mpls-label1

(any | FLOW_LABEL_VALUE)
[) (mpls-label2

(any | FLOW_LABEL_VALUE)
[) (mpls-label3

(any | FLOW_LABEL_VALUE)

1)

Specify the mpls label of

the flow rule.

The mpls label number is
0-9.1t can match 3 layers
of MPLS label values at

most.

pppoe ppp-type (ipv4 |
ipv6)

Specify the pppoe ppp-
type of the flow rule.

The ppp-type is ipv4 or
ipvé.
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src-port ( range
L4_PORT_NUM
L4_PORT_NUM | eq
L4_PORT_NUM | gt
L4_PORT_NUM | Lt
L4_PORT_NUM | any )

Specify the layer 4 source
port of the inner-match

rule.

The valid range for L4
source port number is 0 -
65535.

This filed is valid only if
the IP protocol is TCP or
UDP.

There are 4 methods to
specify the L4 port:

1, eq (equal to)

2, lt (less than)

3, gt (greater than)

4, range

Specify the layer 4 source
port of the inner-match

rule.

dst-port ( range
L4_PORT_NUM
L4_PORT_NUM | eq
L4_PORT_NUM | gt
L4_PORT_NUM | Lt
L4_PORT_NUM | any)

Specify the layer 4
destination port of the

inner-match rule.

The valid range for L4
destination port number is
0 - 65535.

This filed is valid only if
the IP protocol is TCP or
UDP.

There are 4 methods to
specify the L4 port:

1, eq (equal to)

2, It (less than)

3, gt (greater than)

4, range

Parameter “any” indicates
packets with any L4 port

can match this rule.
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vxlan-vni ( VNI_VALUE
VNI_VALUE_WILD | any )

Specify the vxlan vni
number of the flow rule.
This filed is valid only if
the IP protocol is UDP and
L4 destination port 4789.
VNI (VXLAN Network
Identifier) is the identifier
on the VXLAN network,
which is similar to the
traditional VLAN.
Terminals in different
VXLANs cannot connect
with each other based on
L2 network. One tenant
uses one VNI (even if
several terminals are in
same VNI, they are

regarding as one tenant).

The valid range for VNI
value is 0-16777215.

The valid range for VNI
wildcard bits is range 0x0-
OxFFFFFF.

VNI value and VNI
wildcard bits both have
24bits. If a bit in wildcard
is 0 means this bit needs
to check, otherwise this
bit should be ignored.
Parameter “any” indicates
packets with any VNI

value can match this rule.
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geneve-vni (
GENEVE_VNI_VALUE
GENEVE_VNI_VALUE_WILD

| any )

Specify the geneve vni
number of the flow rule.
This filed is valid only if
the IP protocol is UDP and
L4 destination port 6081.
GENEVE_VNI (GENEVE
Network Identifier in
geneve header) is the
identifier on the GENEVE
network, which is similar
to the traditional VLAN.
Terminals in different
GENEVEs cannot connect
with each other based on
L2 network. One tenant
uses one GENEVE_VNI
(even if several terminals
are in same GENEVE_VNI,
they are regarding as one

tenant).

The valid range for
GENEVE_VNI value is 0-
16777215.

The valid range for
GENEVE_VNI wildcard bits
is range 0x0-OxFFFFFF.
GENEVE_VNI value and
GENEVE_VNI wildcard bits
both have 24bits. If a bit
in wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Parameter “any” indicates
packets with any
GENEVE_VNI value can

match this rule.

gre-key ( GRE_KEY_VALUE
GRE_KEY_WILD | any )

Specify the gre key of the
flow rule.

This filed is valid only if
the IP protocol is gre
(Generic Routing

Encapsulation).

The valid range for gre
key value is 0-4294967295.
The valid range for gre
key wildcard bits is range
0x0- OxFFFFFFFF.

Gre key value and
wildcard bits both have
32bits, If a bit in wildcard
is 0 means this bit needs
to check, otherwise this
bit should be ignored.
Parameter “any” indicates
packets with any gre key

value can match this rule.
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erspan ( Specify the erspan key Valid range for ERSPAM
ERSPAN_KEY_VALUE value of the flow rule. key value is 0-1023
ERSPAN _KEY_WILD | any )| ERSPAN = Enhanced Valid range for ERSPAM

Remote SPAN. key wildcard bits is 0x0-
Ox3FF

ERSPAN key value and
wildcard bits both have
10bits, If a bit in wildcard
is 0 means this bit needs

to check, otherwise this

bit.
nvgre-vsid ( Specify the nvgre vsid Valid range for NVGRE
NVGRE_VSID_VALUE value of the flow rule. VSID value is 0-16777215.
NVGRE_VSID_WILD | any ) [ Nvgre = Network Valid range for NVGRE
Virtualization using VSID wildcard bits is 0x0-
Generic Routing OxFFFFFF
Encapsulation. VSID is in the low 24 bit of

GRE head. VSID value and
wildcard bits both have 24
bits, If a bit in wildcard is
0 means this bit needs to
check, otherwise this bit
should be ignored.
Parameter “any” indicates
packets with any nvgre
vsid value can match this

rule.
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src ip ( IP_ADDR
IP_ADDR_WILD | any |
host IP_ADDR )

Specify the source IPv4

address of the flow rule.
Use an IPv4 address and
an IPv4 address wildcard

to specify a network.

Use an IPv4 address and
an IPv4 address wildcard
to specify a network
(e.g. 192.168.1.1
0.0.0.255). If a bit in
wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Use the parameter “host”
and an IPv4 address to
specify an exactly
address.

Use the parameter “any”
to indicate packets with
any source IPv4 address

value can match this rule.

dst ip ( IP_ADDR
IP_ADDR_WILD | any |
host IP_ADDR )

Specify the destination
IPv4 address of the flow
rule.

Use an IPv4 address and
an IPv4 address wildcard

to specify a network.

Use an IPv4 address and
an IPv4 address wildcard
to specify a network
(e.g. 192.168.1.1
0.0.0.255). If a bit in
wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Use the parameter “host”
and an IPv4 address to
specify an exactly
address.

Use the parameter “any”
to indicate packets with
any destination IPv4
address value can match

this rule.
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src ipvé ( IPv6_ADDR
IPv6_ADDR_WILD | any |
host IPv6_ADDR )

Specify the source IPv6
address of the flow rule.
Use an IPv6 address and
an IPvé address wildcard
to specify a network. If a
bit in wildcard is 0 means
this bit needs to check,
otherwise this bit should

be ignored.

Use the parameter “host”
and an IPvé address to
specify an exactly
address.

Use the parameter “any”
to indicate packets with
any destination IPvé
address value can match

this rule.

dst ipvé ( IPv6_ADDR
IPv6_ADDR_WILD | any |
host IPv6_ADDR )

Specify the destination
IPv6 address of the flow
rule.

Use an IPv6 address and
an IPvé6 address wildcard
to specify a network. If a
bit in wildcard is 0 means
this bit needs to check,
otherwise this bit should

be ignored.

Use the parameter “host”
and an IPvé address to
specify an exactly
address.

Use the parameter “any”
to indicate packets with
any destination IPv6
address value can match

this rule.

flow-label ( FLOW_LABEL
LABEL_WILD | any)

Specify the IPvé6 Flow

label of the flow rule.

The valid range for flow
label is 0-1048575. Valid
range for flow-label
wildcard bits is 0x0-
OxFFFFF

Flow label value and
wildcard bits both have
20bits, if a bit in wildcard
is 0 means this bit needs
to check, otherwise this
bit should be ignored.
Parameter “any” indicates
ipvé packets with any flow
label value can match this

rule.
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dscp DSCP_VALUE

Specify the DSCP in IPv4
packets value of the
inner-match rule.

DSCP = Differentiated
Services Code Point.
Specify the DSCP in IPv4
packets value of the
inner-match rule.

DSCP = Differentiated
Services Code Point.
Valid range of DSCP value
is 0 - 63.

0-63

ip-precedence
PRECEDENCE_VALUE

Specify the IP precedence
in IPv4 packets of the
inner-match rule.

Valid range of IP
precedence value is 0 - 7.
Specify the IP precedence
in IPv4 packets of the
inner-match rule.

Valid range of IP
precedence value is 0 - 7.
DSCP & ip precedence
configurations are

exclusive

0-7

first-fragment

Match packets with first

fragment

non-first-fragment

Match packets with non-

first fragment

non-fragment

Match packets with non-

fragment

non-or-first-fragment

Match packets with non-

first fragment
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small-fragment Match packets with small | -
fragment
any-fragment Match packets with any -
fragment
options Match packets with IP -
options
truncation Use this parameter to -

truncate the packets
matched this rule.

Use this parameter to
truncate the packets
matched this rule.

The length of truncation is
configured by the
“truncation” command in
global configuration

mode.

vlan ( VLAN_ID VLAN_WILD| Specify the outer vlan id | The valid range for vlan id
| any) of the flow rule. is 0-4095.

The valid range for vlan id
wildcard bits is 0x0-OxFFF.
Vlan id and wildcard bits
both have 12bits, if a bit
in wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Parameter “any” indicates
packets with any outer
vlan id can match this

rule.
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inner-vlan ( VLAN_ID
VLAN_WILD | any)

Specify the inner vlan id

of the flow rule.

The valid range for vlan id
is 0-4095.

The valid range for vlan id
wildcard bits is 0x0-OxFFF.
Vlan id and wildcard bits
both have 12bits, if a bit
in wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Parameter “any” indicates
packets with any outer
vlan id can match this

rule.

cos COS_ID

Specify the outer CoS
value of the inner-match
rule.

CoS = Class of Service.
Specify the outer CoS
value of the inner-match
rule.

CoS = Class of Service.

0-7

inner-cos COS_ID

Specify the inner CoS
value of the inner-match
rule.

CoS = Class of Service.
Specify the inner CoS
value of the inner-match
rule.

CoS = Class of Service.

0-7
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ether-type (
ETHER_TYPE_VALUE
ETHER_TYPE_WILD_VALUE

| any )

Specify the ether-type of

the flow rule.

The valid range for ether-
type is 0x600-OxFFFF.

The valid range for
wildcard bits is 0x600-
OxFFFF.

Ether-type value and
wildcard bits both have
16bits, if a bit in wildcard
is 0 means this bit needs
to check, otherwise this
bit should be ignored.
Parameter “any” indicates
packets with any
ethertype value can

match this rule.

src-mac (
FLOW_MAC_ADDR
FLOW_MAC_ADDR_WILD |

Specify the source mac

address

Specify the source mac
address in
HHHH.HHHH.HHHH

any | host format.

FLOW_MAC_ADDR ) Use a mac address and
wildcard bits to specify a
batch of mac addresses. If
a bit in wildcard is 0
means this bit needs to
check, otherwise this bit
should be ignored.

Use the parameter “host”
and a mac address to
specify an exact mac
address.

Use the parameter “any”
to indicate packets with
any source mac address

value can match this rule.
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dest-mac (
FLOW_MAC_ADDR
FLOW_MAC_ADDR_WILD |
any| host
FLOW_MAC_ADDR )

Specify the destination

mac address

Specify the destination
mac address in
HHHH.HHHH.HHHH
format.

Use a mac address and
wildcard bits to specify a
batch of mac addresses. If
a bit in wildcard is 0
means this bit needs to
check, otherwise this bit
should be ignored.

Use the parameter “host”
and a mac address to
specify an exact mac
address.

Use the parameter “any”
to indicate packets with
any destination mac
address value can match

this rule.

edit-macda MAC_ADDRESS

Specify the destination
mac address of the

outgoing packets

Specify the destination
mac address of the
outgoing packets in
HHHH.HHHH.HHHH

format.

edit-macsa MAC_ADDRESS

Specify the source mac
address of the outgoing

packets

Specify the source mac
address of the outgoing
packets in
HHHH.HHHH.HHHH

format.

edit-ipsa IP_ADDRESS

Specify the source IP
address of the outgoing

packets

Specify the source IP
address of the outgoing

packets in A.B.C.D format.
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edit-ipda IP_ADDRESS

Specify the destination IP
address of the outgoing

packets

Specify the destination IP
address of the outgoing

packets in A.B.C.D format.

edit-ipvé6sa IPv6_ADDRESS

Specify the source IPvé6
address of the outgoing

packets.

Specify the source IPv6
address of the outgoing

packets.

edit-ipvéda IPv6_ADDRESS

Specify the destination
IPv6 address of the

outgoing packets.

Specify the destination
IPv6 address of the

outgoing packets.

edit-vlan VLAN_ID

Specify the vlan id of the

outgoing packets.

The valid range for vlan id
is 1 - 4094.

un-tag

Remove vlan tags of the

packets.

un-tag-outer-vlan

Remove outer vlan tag of

the packets.

un-tag-inner-vlan

Remove inner vlan tag of

the packets.

mark-source VLAN_ID

Specify the vlan id of the

outgoing packets.

The valid range for vlan id
is 1 - 4094.
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strip-header ( strip-
position (12 [ 3] 14) [) (
strip-offset OFFSET_VALUE
1)

Remove the outer header
of the tunnel packets.
The strip-positon and
strip-offset cannot set and
when the packet is
gre/nvgre/vxlan/ipip/mpl

s/ppoe.

The parameter “strip-
position” specifies the
begging of the outer
header. “l2” means begin
with the layer 2 tunnel
header. “13” means begin
with the layer 3 tunnel
header. “l4” means begin
with the layer 4 tunnel
header.

The parameter “strip-
offset” specifies the user-
defined offset to strip the
tunnel outer header. The
valid range for strip-offset
is 0-30.

strip-inner-vxlan-header

Remove the inner vxlan
header in the erspan
packets.

Remove the inner vxlan
header in the erspan
packets.

This parameter is only
valid when the packet is
ERSPAN + VXLAN.

udf udf-id UDF_ID ( udf0
UDF_VALUE
UDF_VALUE_WILD | udf1
UDF_VALUE
UDF_VALUE_WILD | udf2
UDF_VALUE
UDF_VALUE_WILD | udf3
UDF_VALUE
UDF_VALUE_WILD | )

Use this command to
configure UDF based ACL.
UDF entry should be
created and configured
previously. There are
maximum three UDF value
corresponding three UDF
offset field.

The range of UDF_ID is 0-
15, UDF value and
wildcard bits both have 32
bits, If a bit in wildcard is
0 means this bit needs to
check, otherwise this bit
should be ignored.
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inner-match MATCH_NAME

Specify the inner match
profile of the flow rule.
Specify the inner match
profile of the flow rule.
The inner-match profile is
created by “inner-match”
command in global

configuration mode.

add-l2gre 2gre-sip
L2GRE_SRC_IP l2gre-dip
L2GRE_DEST_IP 12gre-
dmac L2GRE_DEST_MAC
[2gre-key L2GRE_KEY_NUM
[2gre-key-length (16 | 20

| 24 | 32)

Use this action to add
[2gre header.
L2GRE_SRC_IP: L2GRE
Source IP
L2GRE_DEST_IP: L2GRE
Destination IP
L2GRE_DEST_MAC: L2GRE
Destination MAC
L2GRE_KEY_NUM: L2GRE
Key Number

add-13gre 3gre-sip
L3GRE_SRC_IP [3gre-dip
L3GRE_DEST_IP (3gre-
dmac L3GRE_DEST_MAC

Use this action to add
[3gre header.
L3GRE_SRC_IP: L3GRE
Source IP
L3GRE_DEST_IP: L3GRE
Destination IP
L3GRE_DEST_MAC: L3GRE
Destination MAC

de-duplicate

Use this action to config
de-duplicate packet of
match. The de-duplicate
is configured by the “de-
duplicate global”
command in global

configuration mode.
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hash-value VALUE_NAME

Use this action to
configure hash-value for
hash load-balance. The
hash-value profile if
configured by the “hash-
value” command in global

configuration mode

L4_DST_PORT

configure edit |4
destination port for TCP o
UDP packets

edit-l4-src-port Use this action to 0-65535
L4_SRC_PORT configure edit 4 source

port for TCP or UDP

packets
edit-l4-dst-port Use this action to 0-65535

Command Mode

Flow Configuration

Default

None

Usage

Wildcard bits in this command are used as reversed. That means value and wildcard bits have same

length, If a bit in wildcard is 0 means this bit needs to check, otherwise this bit should be ignored.
E.g. IP address 10.10.10.0 wildcard 0.0.0.255 means 256 ip addresses from 10.10.10.0 to

10.10.10.255.Layer 4 information (e.g. tcp/udp port) and fragment information are exclusive. The

parameters “erspan” and “edit-vlan, un-tag” after “stripe-head” are not supported

Examples

This example shows how to add a flow filter with sequence number 10 to flow f1:
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Switch(config)# flow fl
Switch (config-flow-fl)# sequence-num 10 permit any src-ip 10.10.10.0 0.0.0.255 dst-ip any

Related Commands

no sequence-num

4.8 flow statistics rate interval

Command Purpose

Use this command to calculate flow rule statistics rate and configure calculating interval .

Use the no form of this command to stop calculating flow rule statistics rate.

Command Syntax

flow statistics rate interval INTERVAL

no flow statistics rate interval

Parameter Parameter Description Parameter Value

INTERVAL The interval of calculating| 1-5 minutes

flow rule statistics rate

Command Mode

Global Configuration

Default

None

Usage

If flow statistics rate interval is configured, the statistics rate of flow rules will be calculated

according to the interval.
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Examples

This example shows how to configure flow rule statistics rate interval:

Switch(config)# flow statistics rate interval 1

The following example shows how to delete flow rule statistics rate interval:

Switch(config)# no flow statistics rate interval

Related Commands

show interface flow statistics
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UDF Commands

5.1 show udf

Command Purpose

Use this command to show the configuration of UDF entries.

Command Syntax

show udf (UDF_ID | )

Parameter

Parameter Description

Parameter Value

UDF_ID

Specify an index to show
the configuration of a

specific UDF entry.

The range is 0-15

Command Mode

Privileged EXEC

Default

None

Usage

None

Examples

This example shows the configuration of UDF entries:
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Switch# show udf

Udf Global Information:
Offset Unit : 4 Bytes
Udf Index 0O
Udf Type : 12 header
Udf Match-Field:
ether-type 0x8100 0xO0
Offset : n/al8|n/aln/a
Udf Index 1
Udf Type : 13 header
Udf Match-Field:
any
Offset : 4|n/aln/aln/a

Related Commands

udf

5.2 udf

Command Purpose

CLI Guide

Advanced Features | AF40G34 | 3.0.18

Use this command to create a UDF entry or enter the configuration mode of a specific DUF entry.

Command Syntax

udf UDF_ID ( offset-type OFFSET_TYPE | )

Parameter

Parameter Description

Parameter Value

UDF_ID

Specify an index of a UDF

entry.

The range is 0-15

OFFSET_TYPE

The offset type should be
configured when a UDF

entry was first created.

The offset type can be 12-
header. (3-header. 4-

header.

Command Mode

Global Configuration
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Default

None

Usage

The UDF-ID also means the priority of UDF entries, smaller id is a higher priority.

Examples

This example shows how to create a UDF entry and enter its configuration mode:

Switch(config)# udf 1 offset-type 13-header
Switch (config-udf-1) #

Related Commands

show udf

5.3 match

Command Purpose

Use this command to configure the match field for an UDF entry.

Command Syntax

match ( any | ether-type ETHER_TYPE_VALUE ETHER_TYPE_WILD_VALUE | ip-protocol
( PROTOCOL_NUM | any | tcp | udp | gre | icmp | igmp ) | src-port ( L4_PORT_NUM | any ) | dst-
port ( L4_PORT_NUM | any ) | vlan-num VLAN_NUM | mpls-label-num MPLS_LABEL_NUM | )

Parameter Parameter Description Parameter Value
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ether-type (
ETHER_TYPE_VALUE
ETHER_TYPE_WILD_VALUE

| any )

Specify the ether-type of

the flow rule.

The valid range for ether-
type is 0x600-OxFFFF.

The valid range for
wildcard bits is 0x600-
OxFFFF.

Ether-type value and
wildcard bits both have
16bits, if a bit in wildcard
is 0 means this bit needs
to check, otherwise this

bit should be ignored.

PROTOCOL_NUM | any |
tcp | udp | icmp | igmp

Specify the IP protocol
number of the udf match
field.

Specify the IP protocol
number of the udf match
field.

The valid range for IP

protocol number is 0-255.

L4_PORT_NUM Specify the layer 4 source | The valid range for L4
port of the udf match source port number is 0 -
field. 65535.

VLAN_NUM The vlan number of the range is 0-2.
packets

MPLS_LABEL_NUM The mpls label number of | range is 0-9.

the packets

Command Mode

UDF Configuration

Default

None
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This example shows how to configure the match field for an UDF entry:

Switch (config-udf-1)# match ether-type 0x8100 0x0 ip-protocol tcp

Related Commands

show udf

5.4 offset

Command Purpose

Use this command to configure the detailed offset value for a UDF entry.

Command Syntax

match ( offsetO UDF_OFFSET | offset1 UDF_OFFSET | offset2 UDF_OFFSET | offset3 UDF_OFFSET | )

Parameter

Parameter Description

Parameter Value

UDF_OFFSET

Specifies the offset in

bytes from the beginning.

The valid range of the
offset is 0-124 bytes.

Command Mode

UDF Configuration

Default

None
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Usage

The offset number must be multiple of 4 bytes because UDF would extract 4 bytes data from a

specific offset in packets.

Examples

This example shows how to configure the detailed offset value for an UDF entry:

Switch(config-udf-1)# offset offset0 4 offsetl 20 offset3 36
Related Commands

show udf
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PORT-GROUP Commands

6.1 port-group

Command Purpose

Use this command to create a port-group and enter the port-group configuration mode.

Use the no form of this command to delete the port-group.

Command Syntax

port-group NAME_STRING ( PORT_GROUP_ID | )

no port-group NAME_STRING

Parameter

Parameter Description

Parameter Value

NAME_STRING

Port-group Name string

The first character should
be a-z or A-Z, character
only can be 0-9/A-Z/a-z

and the max length is 31.

PORT_GROUP_ID

Port Group ID, range 1-48

1-48

Command Mode

Global Configuration

Default

None

Usage

This device supports at most 48 port-groups.
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Examples

The following example shows how to add a port-group:

Switch(config)# port-group portgroupl
Switch (config-port-portgroupl) #

The following example shows how to delete a port-group:

Switch (config)# no port-group portgroupl

Related Commands

show port-group

6.2 member interface

Command Purpose

Use this command to add a member interface in port-group.

Use the no form of this command to delete the member interface.

Command Syntax

member interface IF_NAME_EA

no member interface IF_NAME_EA

Parameter Parameter Description Parameter Value
IF_NAME_EA member interface Name | Specify the interface
string name to enter the mode.
e.g.eth-0-1, aggl.

Command Mode

Port-group Configuration

Default

None
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Usage

This device supports at most a 16-member interface.

Examples

The following example shows how to add a member interface in port-group:

Switch (config-port-portgroupl) # member interface eth-0-1

The following example shows how to delete a member interface in port-group:

Switch(config-port-portgroupl)# no member interface eth-0-1

Related Commands

show port-group

6.3 show port-group
Command Purpose

Use this command to display the configurations of port-group.

Command Syntax

show port-group ( NAME_STRING | )

Parameter Parameter Description

Parameter Value

NAME_STRING Specify the port-group

name to show

Command Mode

Privileged EXEC

Default

None
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device should be displayed; otherwise only the specified port-group should be displayed.

Examples

The following example shows how to display the configurations port-group portgroup1:

Switch# show port-group

port-group portgroupl 1
member interface eth-0-1
member interface eth-0-2

Related Commands

show port-group flow statistics

6.4 show port-group flow statistics

Command Purpose

Use this command to display the statistics of port-group.

Command Syntax

show port-group flow statistics NAME_STRING ( FLOW_SEQ _NUM | )

Parameter

Parameter Description

Parameter Value

NAME_STRING

Specify the port-group

name to show

FLOW_SEQ_NUM

Specify sequence-number
to show flow statistics.

If the sequence-number is
not specified, this
command indicates that
all rules on this interface

should be shown.
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Default

None

Usage

The specified port-group statistics should be displayed.

Examples
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The following example shows how to display the statistics port-group portgroup1:

Switch# show port-group flow statistics

portgroupl
TAP group name: tapgroupl
flow name: flowl

sequence-num 10 permit gre src-ip any dst-ip any
sequence-num 20 permit mpls any
(total bytes 0 total packets 0 )

Related Commands

show port-group

( bytes 0 packets 0 )

( bytes 0 packets 0 )
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INNER-MATCH Commands

7.1 show inner-match

Command Purpose

Use this command to show the configuration of inner-match.

Command Syntax

show inner-match ( INNER_MATCH_NAME | )

Parameter Parameter Description Parameter Value
INNER_MATCH_NAME Specify an inner-match The inner match’s name
name to display. should begin with [a-z/A-

Z/0-9], valid characters
are [0-9/A-Z/a-z], and
maximum length is 20
characters.

If the parameter “
INNER_MATCH_NAME” is
not specified, the
command indicates that
all inner-matches on this
device should be
displayed; otherwise only
the specified one should

be displayed

Command Mode

Privileged EXEC
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Default

None

Usage

None

Examples

This example shows the configuration of all inner-match:

Switch# show inner-match

inner-match iml
sequence-num 1 match icmp src-ip any dst-ip any vlan any
inner-match im2

sequence-num 1 match udp dst-port eq 4758 src-ip any dst-ip host 2.2.2.2

Related Commands

inner-match

7.2 inner-match

Command Purpose

Use this command to create inner-match and then enter Inner-match configuration mode.

Use the no form of this command to delete the inner-match.

Command Syntax

inner-match INNER_MATCH_NAME

no inner-match INNER_MATCH_NAME

Parameter Parameter Description Parameter Value
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INNER_MATCH_NAME Specify an inner-match
name to create and enter | The inner match’s name
the mode. should begin with a-z/A-
Z/0-9, valid characters
are 0-9/A-Z/a-z and
maximum length is 20

characters.

Command Mode

Global Configuration

Default

None

Usage

If the system already has an inner-match with the same name, this command will enter the inner-

match configuration mode.
When the name is not used by any inner-match, this command is to create the inner-match first and

then enter the inner-match configuration mode.

Examples

This example shows how to create an inner-match named im1 and then enter the inner-match

configuration mode:

Switch(config) # inner-match iml

Switch (config-inner-match-iml) #

This example shows how to delete an inner-match named im1:

Switch(config)# no inner-match iml

Related Commands

show inner-match
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7.3 remark

Command Purpose

Use this command to add remarks for the inner-match.

Command Syntax

remark NAME_STRING

no remark
Parameter Parameter Description Parameter Value
NAME_STRING Remark string for the Begin with a-z/A-Z/0-9,
inner-match valid characters are 0-

9/A-Z/a-z, maximum

length is 100 characters.

Command Mode

Inner-match Configuration

Default

None

Usage

None

Examples

This example shows how to add a remark to describe the inner-match:

Switch (config-inner-match-iml) # remark inner-match-1

This example shows how to delete the remark of the inner-match:

Switch (config-inner-match-iml) # no remark
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Related Commands

show inner-match

7.4 no sequence-num
Command Purpose

Use this command to delete a filter from inner-match.

Command Syntax

no sequence-num MATCH_SEQ NUM

Parameter Parameter Description Parameter Value

MATCH_SEQ_NUM Sequence-number with 1-65535
the valid range 1 - 65535.

Command Mode

Inner-match Configuration

Default

None

Usage

None

Examples

This example shows how to delete an inner-match filter with sequence number 10 from im1:

Switch(config-inner-match-iml)# no sequence-num 10

Related Commands

show inner-match
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match

7.5 sequence-num

Command Purpose

Use this command to set matching rules for the inner-match filter.

Command Syntax

( sequence-num MATCH_SEQ _NUM | ) match ( PROTOCOL_NUM | any | mpls ( any | label-num ( any |
MPLS_LABEL_NUM_WITHOUT_0O ) ( mpls-label1 ( any | FLOW_LABEL_VALUE ) | ) ( mpls-label2 ( any |
FLOW_LABEL_VALUE ) | ) ( mpls-label3 ( any | FLOW_LABEL_VALUE ) | ) ) | pppoe ppp-type ( ipv4 |
ipv6 ) | tcp ( src-port ( range L4 _PORT_NUM L4_PORT_NUM | eq L4_PORT_NUM | gt L4_PORT_NUM |
lt L4 PORT_NUM | any ) | dst-port ( range L4_PORT_NUM L4_PORT_NUM | eq L4_PORT_NUM | gt
L4 _PORT_NUM | t L4_PORT_NUM | any ) | tcp-code ( match-all | match-any ) (ack | fin | psh | rst |
syn | urg ) | ) | udp ( src-port ( range L4_PORT_NUM1 L4 _PORT_NUMZ2 | eq L4_PORT_NUM | gt
L4 _PORT_NUM | It L4_PORT_NUM | any ) | dst-port ( range L4 _PORT_NUM1 L4_PORT_NUM2 | eq
L4_PORT_NUM | gt L4 PORT_NUM | (t L4 PORT_NUM | any ) | ) | icmp | igmp ) ( src-ip ( IP_ADDR
IP_ADDR_WILD | any | host IP_ADDR ) | src-ipv6 ( IPv6_ADDR IPv6_ADDR _WILD | any | host
IPv6_ADDR ) ) ( dst-ip ( IP_ADDR IP_ADDR_WILD | any | host IP_ADDR ) | dst-ipvé6 ( IPv6_ADDR
IPv6_ADDR_WILD | any | host IPv6_ADDR ) ) ( flow-label ( *FLOW_LABEL LABEL _WILD* | any ) | )
( dscp DSCP_VALUE | ip-precedence PRECEDENCE_VALUE | ) ( first-fragment | non-first-fragment |
non-fragment | non-or-first-fragment | small-fragment | any-fragment | ) ( options | ) ( vlan
( VLAN_ID VLAN_WILD | any ) | ) ( inner-vlan ( VLAN_ID VLAN_WILD | any ) | ) ( cos COS_ID | )
( inner-cos COS_ID | ) ( ether-type ( ETHER_TYPE_VALUE ETHER_TYPE_WILD_VALUE | any ) | ) ( src-
mac ( MATCH_MAC_ADDR MATCH_MAC_ADDR_WILD | any | host *MATCH _MAC_ADDR* ) | ) ( dest-mac
( MATCH_MAC_ADDR MATCH_MAC_ADDR_WILD | any | host MATCH_MAC_ADDR ) | )

Parameter Parameter Description Parameter Value
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sequence-num Specify a sequence
MATCH_SEQ_NUM number to create the

inner-match rule.

The valid range for
sequence number is 1-
65535.

If the sequence number is
not specified, system
should automatically
assign one number
according to the base
number and the step
length. The base number
is the maximum number in
the inner-match (0 for
empty inner-match), the

step length is 10.

match Match the packets

according to the rule

PROTOCOL_NUM | any | Specify the IP protocol
tcp | udp | icmp | igmp | number of the inner-

match rule.

The valid range for IP
protocol number is 0-255.
Well known IP protocols
can also be specified by
name.

e.g. IP protocol 1 = icmp,
2 =igmp, 6 = tcp, 17 =
udp.

Parameter “any” indicates
packets with any IP
protocol can match this

rule.
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mpls (any | label-num
(any |
MPLS_LABEL_NUM_WITHO
UT_0) (mpls-label1

(any | FLOW_LABEL_VALUE)
|) (mpls-label2

(any | FLOW_LABEL_VALUE)
[) (mpls-label3

(any | FLOW_LABEL_VALUE)

1)

Specify the mpls label of

the flow rule.

The mpls label number is
0-9.1t can match 3 layers
of MPLS label values at

most.

pppoe ppp-type (ipv4 |
ipv6)

Specify the pppoe ppp-
type of the flow rule.

The ppp-type is ipv4 or
ipvé6.

src-port ( range
L4_PORT_NUM
L4_PORT_NUM | eq
L4_PORT_NUM | gt
L4_PORT_NUM | Lt
L4_PORT_NUM | any)

Specify the layer 4 source
port of the inner-match

rule.

The valid range for L4
source port number is 0 -
65535.

This filed is valid only if
the IP protocol is TCP or
UDP.

There are 4 methods to
specify the L4 port:

1, eq (equal to)

2, It (less than)

3, gt (greater than)

4, range

Parameter “any” indicates
packets with any L4 port

can match this rule.
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dst-port ( range
L4_PORT_NUM
L4_PORT_NUM | eq
L4_PORT_NUM | gt
L4_PORT_NUM | Lt
L4_PORT_NUM | any)

Specify the layer 4
destination port of the

inner-match rule.

The valid range for L4
destination port number is
0 - 65535.

This filed is valid only if
the IP protocol is TCP or
UDP.

There are 4 methods to
specify the L4 port:

1, eq (equal to)

2, lt (less than)

3, gt (greater than)

4, range

Parameter “any” indicates
packets with any L4 port

can match this rule.

src-ip ( IP_ADDR
IP_ADDR_WILD | any |
host IP_ADDR )

Specify the source IPv4
address of the inner-

match rule.

Use an IPv4 address and
an IPv4 address wildcard
to specify a network
(e.g. 192.168.1.1
0.0.0.255). If a bit in
wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Use the parameter “host”
and an IPv4 address to
specify an exactly
address.

Use the parameter “any”
to indicate packets with
any source IPv4 address

value can match this rule.

Garland Technology | 716.242.8500 | garlandtechnology.com/support
Copyright © 2024 Garland Technology, LLC. All rights reserved.

102


http://www.garlandtechnology.com/support

o= :
GARLAND CLI Guide

T E C H N O L O G Y

See every bit, byte, and packet® Advanced Features | AF40G34 | 3.0.18
dst-ip ( IP_ADDR Specify the destination Use an IPv4 address and
IP_ADDR_WILD | any | IPv4 address of the inner- | an IPv4 address wildcard
host IP_ADDR ) match rule. to specify a network

(e.g. 192.168.1.1
0.0.0.255). If a bit in
wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Use the parameter “host”
and an IPv4 address to
specify an exactly
address.

Use the parameter “any”
to indicate packets with
any destination IPv4

address value can match

this rule.
src-ipvé ( IPv6_ADDR Specify the source IPvé6 Use an IPv6 address and
IPv6_ADDR_WILD | any | | address of the inner- an IPvé address wildcard
host IPv6_ADDR ) match rule. to specify a network. If a

bit in wildcard is 0 means
this bit needs to check,
otherwise this bit should
be ignored.

Use the parameter “host”
and an IPvé address to
specify an exactly
address.

Use the parameter “any”
to indicate packets with
any source IPvé address

value can match this rule.
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dst-ipvé ( IPv6_ADDR
IPv6_ADDR_WILD | any |
host IPv6_ADDR )

Specify the destination
IPv6 address of the inner-

match rule.

Use an IPv6 address and
an IPv6 address wildcard
to specify a network. If a
bit in wildcard is 0 means
this bit needs to check,
otherwise this bit should
be ignored.

Use the parameter “host”
and an IPvé address to
specify an exactly
address.

Use the parameter “any”
to indicate packets with
any destination IPvé
address value can match

this rule.

flow-label ( FLOW_LABEL
LABEL_WILD | any )

Specify the IPv6 Flow
label of the inner-match

rule.

The valid range for flow
label is 0-1048575. Valid
range for flow-label
wildcard bits is 0x0-
OxFFFFF

Flow label value and
wildcard bits both have
20bits, if a bit in wildcard
is 0 means this bit needs
to check, otherwise this
bit should be ignored.
Parameter “any” indicates
ipvé packets with any flow
label value can match this

rule.
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dscp DSCP_VALUE

Specify the DSCP in IPv4
packets value of the
inner-match rule.

DSCP = Differentiated
Services Code Point.
Specify the DSCP in IPv4
packets value of the
inner-match rule.

DSCP = Differentiated

Services Code Point.

0-63

ip-precedence
PRECEDENCE_VALUE

Specify the IP precedence
in IPv4 packets of the
inner-match rule.

DSCP & ip precedence
configurations are

exclusive.

0-7

first-fragment

Match packets with first

fragment

non-first-fragment

Match packets with non-

first fragment

non-fragment

Match packets with non-

fragment

non-or-first-fragment

Match packets with non-

first fragment

small-fragment

Match packets with small

fragment

any-fragment

Match packets with any

fragment

options

Match packets with IP

options
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vlan ( VLAN_ID VLAN_WILD| Specify the outer vlan id | The valid range for vlan id
| any ) of the inner-match rule. | is 0-4095.

The valid range for vlan id
wildcard bits is 0x0-OxFFF.
Vlan id and wildcard bits
both have 12bits, if a bit
in wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Parameter “any” indicates
packets with any outer

vlan id can match this

rule.
inner-vlan ( VLAN_ID Specify the inner vlan id | The valid range for vlan id
VLAN_WILD | any ) of the inner-match rule. | is 0-4095.

The valid range for vlan id
wildcard bits is 0x0-OxFFF.
Vlan id and wildcard bits
both have 12bits, if a bit
in wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Parameter “any” indicates
packets with any inner
vlan id can match this

rule.
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cos COS_ID Specify the outer CoS 0-7
value of the inner-match
rule.

CoS = Class of Service.
Specify the outer CoS
value of the inner-match
rule.

CoS = Class of Service.

inner-cos COS_ID Specify the inner CoS
value of the inner-match
rule.

CoS = Class of Service.
Specify the inner CoS
value of the inner-match
rule.

CoS = Class of Service.

ether-type (
ETHER_TYPE_VALUE
ETHER_TYPE_WILD_VALUE

| any )

Specify the ether-type of

the inner-match rule.

The valid range for ether-
type is 0x600-OxFFFF.

The valid range for
wildcard bits is 0x600-
OxFFFF.

Ether-type value and
wildcard bits both have
16bits, if a bit in wildcard
is 0 means this bit needs
to check, otherwise this
bit should be ignored.
Parameter “any” indicates
packets with any
ethertype value can

match this rule.
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src-mac ( Specify the source mac Use a mac address and
MATCH_MAC_ADDR address in wildcard bits to specify a
MATCH_MAC_ADDR_WILD || HHHH.HHHH.HHHH batch of mac addresses. If
any | host format. a bit in wildcard is 0
MATCH_MAC_ADDR ) means this bit needs to

check, otherwise this bit
should be ignored.

Use the parameter “host”
and a mac address to
specify an exact mac
address.

Use the parameter “any”
to indicate packets with
any source mac address

value can match this rule.

dest-mac ( Specify the destination Use a mac address and
MATCH_MAC_ADDR mac address in wildcard bits to specify a
MATCH_MAC_ADDR_WILD || HHHH.HHHH.HHHH batch of mac addresses. If
any| host format. a bit in wildcard is 0
MATCH_MAC_ADDR ) means this bit needs to

check, otherwise this bit
should be ignored.

Use the parameter “host”
and a mac address to
specify an exact mac
address.

Use the parameter “any”
to indicate packets with
any destination mac
address value can match

this rule.

Command Mode

Inner-match Configuration
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Default

None

Usage

Wildcard bits in this command are used as reversed. That means value and wildcard bits have same

length, If a bit in wildcard is 0 means this bit needs to check, otherwise this bit should be ignored.

E.g.: ip address 10.10.10.0 wildcard 0.0.0.255 means 256 ip addresses from 10.10.10.0 to
10.10.10.255.

Layer 4 information (e.g. tcp/udp port) and fragment information are exclusive.

Examples

This example shows how to add an inner-match filter with sequence number 10 to im1:

Switch(config) # inner-match iml

Switch(config-inner-match-iml)# sequence-num 10 match any src-ip 10.10.10.0 0.0.0.255 dst-ip any

Related Commands

no sequence-num
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ACL Commands

8.1 show interface egress ip access-list

Command Purpose

Use this command to show egress statistics of ip access-list on an interface.

Command Syntax

show interface egress ip access-list statistics IF_NAME

Parameter Parameter Description Parameter Value

IF_NAME Specify the interface -
name to show IP ACL
statistics.

This command supports
physical or link

aggregation interfaces.

Command Mode

Privileged EXEC

Default

None

Usage

The interface name must be specified.
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Examples

This example shows the egress ip access-list statistic of interface eth-0-1:

Switch# show interface egress ip access-list statistics eth-0-1

egress flow f2
sequence-num 10 permit tcp src-port range 10 200 src-ip any dst-ip any ( bytes 124 packets 1 )
(total bytes 124 total packets 1 )

Related Commands

clear interface egress ip access-list

8.2 clear interface egress ip access-list
Command Purpose

Use this command to clear egress statistics of ip access-list on an interface.

Command Syntax

clear interface egress ip access-list statistics IF_NAME

Parameter Parameter Description Parameter Value

IF_NAME Specify the interface -
name to clear IP ACL
statistics.

This command supports
physical or link

aggregation interfaces.

Command Mode

Privileged EXEC

Default

None
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Usage

The interface name must be specified.

Examples

This example shows how to clear the egress ip access-list statistic of interface eth-0-1:

Switch# clear interface egress ip access-1list statistics eth-0-1

This example shows the egress ip access-list statistic of interface eth-0-1:

Switch# show interface egress ip access-list statistics eth-0-1

egress flow f2
sequence-num 10 permit tcp src-port range 10 200 src-ip any dst-ip any ( bytes 0 packets 0 )
(total bytes 0 total packets 0 )

Related Commands

show interface egress ip access-list

8.3 show ip access-list

Command Purpose

Use this command to show the configuration of ip access-list.

Command Syntax

show ip access-list ( NAME_STRING | )

Parameter Parameter Description Parameter Value

NAME_STRING Ip access-list name up to 20 characters

Command Mode

Privileged EXEC

Default

None
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Usage

None

Examples

This example shows the configuration of ip access-list:

Switch# show ip access-list

ip access-list £f2

sequence-num 10 permit tcp src-port range 10 200 src-ip any dst-ip any

Related Commands

ip access-list

8.4 ip access-list

Command Purpose

Use this command to create IP ACL and then enter IP ACL configuration mode.

Use the no form of this command to delete the IP ACL.

Command Syntax

ip access-list NAME_STRING

no ip access-list NAME_STRING

Parameter Parameter Description Parameter Value

NAME_STRING IP access-list name string | Begin with a-z/A-Z/0-9,
valid characters are 0-
9/A-Z/a-z, and maximum

length is 20 characters.

Command Mode

Global Configuration
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Usage

If the system already has an IP ACL with the same name, this command will enter the IP ACL

configuration mode

When the name is not used by any ACL, this command is to create the IP ACL first and then enter the

IP ACL configuration mode.

Examples
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This example shows how to create an IP ACL named f1 and then enter the IP ACL configuration mode:

Switch(config)# ip access-list f1l

Switch (config-acl-f1) #
Related Commands

show ip access-list

8.5 remark

Command Purpose

Use this command to add remarks for the flow or ip access-list.

Command Syntax

remark NAME_STRING

no remark

Parameter

Parameter Description

Parameter Value

NAME_STRING

Remark string for the IP
ACL

Begin with a-z/A-Z/0-9,
valid characters are 0-
9/A-Z/a-z, maximum

length is 100 characters.
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Command Mode

ACL Configuration

Default

None

Usage

None

Examples

This example shows how to add a remark to describe the IP ACL:

Switch(config-acl-acll)# remark acllipdeny

This example shows how to remove the remark:

Switch (config-acl-acll)# no remark

Related Commands

show ip access-list

8.6 no sequence-num

Command Purpose

Use this command to delete a filter from ip access-list.

Command Syntax

no sequence-num ACL_SEQ _NUM

Parameter Parameter Description Parameter Value

ACL_SEQ_NUM Sequence-number with 1-65535
the valid range 1-65535.
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Command Mode

ACL Configuration

Default

None

Usage

None

Examples

This example shows how to delete a flow filter with sequence number 10 from ip acl acl1:

Switch (config-acl-acll)# no sequence-num 10

Related Commands

show ip access-list

sequence-num

8.7 sequence-num

Command Purpose

Use this command to permit or deny packets matching the ip access-list filter.

Command Syntax

sequence-num ACL_SEQ NUM | ) ( permit | deny ) ( PROTOCOL_NUM | any | mpls ( any | label-num
any | MPLS_LABEL_NUM_WITHOUT_O ) ( mpls-label1 ( any | FLOW_LABEL_VALUE ) | ) ( mpls-label2
any | FLOW_LABEL_VALUE ) | ) ( mpls-label3 ( any | FLOW_LABEL_VALUE ) | ) ) | pppoe ppp-type
ipv4 | ipv6 ) | tcp ( src-port ( range L4_PORT_NUM L4 PORT_NUM | eq L4_PORT_NUM | gt
L4_PORT_NUM | It L4_PORT_NUM | any ) | dst-port ( range L4_PORT_NUM L4 _PORT_NUM | eq
L4 _PORT_NUM | gt L4 PORT_NUM | lt L4_PORT_NUM | any ) | tcp-code ( match-all | match-any )
(ack | fin | psh | rst | syn | urg ) | ) | udp ( src-port ( range L4_PORT_NUMT1 L4_PORT_NUM2 | eq
L4 _PORT_NUM | gt L4 PORT_NUM | |t L4 PORT_NUM | any ) | dst-port ( range L4_PORT_NUM1

(
(
(
(

Garland Technology | 716.242.8500 | garlandtechnology.com/support 116
Copyright © 2024 Garland Technology, LLC. All rights reserved.


http://www.garlandtechnology.com/support

o= :
GARLAND CLI Guide

T E C H N O L O G Y

See every bit, byte, and packet® Advanced Features | AF40G34 | 3.0.18
L4_PORT_NUM2 | eq L4_PORT_NUM | gt L4_PORT_NUM | \t L4_PORT_NUM | any ) | ) | icmp | igmp )
( src-ip ( IP_ADDR IP_ADDR_WILD | any | host IP_ADDR ) | src-ipv6 ( IPv6_ADDR IPv6_ADDR_WILD |
any | host IPv6_ADDR ) ) ( dst-ip ( IP_ADDR IP_ADDR_WILD | any | host IP_ADDR ) | dst-ipvé
( IPv6_ADDR IPv6_ADDR_WILD | any | host IPv6_ADDR ) ) ( flow-label ( *FLOW_LABEL LABEL _WILD* |
any ) | ) ( dscp DSCP_VALUE | ip-precedence PRECEDENCE_VALUE | ) ( first-fragment | non-first-
fragment | non-fragment | non-or-first-fragment | small-fragment | any-fragment | ) ( options | )
( vlan ( VLAN_ID VLAN_WILD | any ) | ) ( inner-vlan ( VLAN_ID VLAN_WILD | any ) | ) ( cos COS_ID | )
( inner-cos COS_ID | ) ( ether-type ( ETHER_TYPE_VALUE ETHER_TYPE_WILD_VALUE | any ) | ) ( src-
mac ( ACL_MAC_ADDR ACL_MAC_ADDR _WILD | any | host ACL_MAC_ADDR ) | ) ( dest-mac
( ACL_MAC_ADDR ACL_MAC_ADDR_WILD | any | host ACL_MAC_ADDR ) | ) ( ( ipv4-head | [4-head )
UDF_VALUE UDF_VALUE_WILD UDF_OFFSET | ) | truncation ( LENGTH | )

Parameter Parameter Description Parameter Value

sequence-num Specify a sequence The valid range for

ACL_SEQ_NUM number to create the acl | sequence number is 1-
rule. 65535.

If the sequence number is
not specified, system
should automatically
assign one number
according to the base
number and the step
length. The base number
is the maximum number in
the flow (0 for empty
flow), the step length is

10.
permit Specify the action of the | -
acl rule. Use the
parameter “permit” to
indicate packets match
this rule is allowed to
forward.
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deny

Specify the action of the
acl rule. Use the
parameter “deny”
indicating packets match
this rule is not allowed to

forward.

PROTOCOL_NUM | any |
tcp | udp | icmp | igmp |

gre | nvgre

Specify the IP protocol

number of the acl rule.

The valid range for IP
protocol number is 0-255.
Well known IP protocols
can also be specified by
name.

e.g. IP protocol 1 = icmp,
2 =igmp, 6 = tcp, 17 =
udp, 47 = gre/nvgre (gre
protocol 0x0800 = gre,
0x6558 = nvgre).
Parameter “any” indicates
packets with any IP
protocol can match this

rule.

mpls (any | label-num
(any |
MPLS_LABEL_NUM_WITHO
UT_0) (mpls-label1

(any | FLOW_LABEL_VALUE)
|) (mpls-label2

(any | FLOW_LABEL_VALUE)
[) (mpls-label3

(any | FLOW_LABEL_VALUE)

1)

Specify the mpls label of

the flow rule.

The mpls label number is
0-9.1t can match 3 layers
of MPLS label values at

most.

pppoe ppp-type (ipv4 |
ipv6)

Specify the pppoe ppp-
type of the flow rule.

The ppp-type is ipv4 or
ipvé.
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src-port ( range
L4_PORT_NUM
L4_PORT_NUM | eq
L4_PORT_NUM | gt
L4_PORT_NUM | Lt
L4_PORT_NUM | any )

Specify the layer 4 source

port of the acl rule.

The valid range for L4
source port number is 0 -
65535.

This filed is valid only if
the IP protocol is TCP or
UDP.

There are 4 methods to
specify the L4 port:

1, eq (equal to)

2, lt (less than)

3, gt (greater than)

4, range

Parameter “any” indicates
packets with any L4 port

can match this rule.

dst-port ( range
L4_PORT_NUM
L4_PORT_NUM | eq
L4_PORT_NUM | gt
L4_PORT_NUM | Lt
L4_PORT_NUM | any)

Specify the layer 4
destination port of the acl

rule.

The valid range for L4
destination port number is
0 - 65535.

This filed is valid only if
the IP protocol is TCP or
UDP.

There are 4 methods to
specify the L4 port:

1, eq (equal to)

2, It (less than)

3, gt (greater than)

4, range

Parameter “any” indicates
packets with any L4 port

can match this rule.
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src-ip ( IP_ADDR
IP_ADDR_WILD | any |
host IP_ADDR )

Specify the source IPv4

address of the acl rule.

Use an IPv4 address and
an IPv4 address wildcard
to specify a network
(e.g. 192.168.1.1
0.0.0.255). If a bit in
wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Use the parameter “host”
and an IPv4 address to
specify an exactly
address.

Use the parameter “any”
to indicate packets with
any source IPv4 address

value can match this rule.

dst-ip ( IP_ADDR
IP_ADDR_WILD | any |
host IP_ADDR )

Specify the destination
IPv4 address of the acl

rule.

Use an IPv4 address and
an IPv4 address wildcard
to specify a network
(e.g. 192.168.1.1
0.0.0.255). If a bit in
wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Use the parameter “host”
and an IPv4 address to
specify an exactly
address.

Use the parameter “any”
to indicate packets with
any destination IPv4
address value can match

this rule.
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src-ipvé6 ( IPv6_ADDR
IPv6_ADDR_WILD | any |
host IPv6_ADDR )

Specify the source IPv6

address of the acl rule.

Use an IPv6 address and
an IPv6 address wildcard
to specify a network. If a
bit in wildcard is 0 means
this bit needs to check,
otherwise this bit should
be ignored.

Use the parameter “host”
and an IPvé address to
specify an exactly
address.

Use the parameter “any”
to indicate packets with
any source IPvé address

value can match this rule.

dst-ipv6 ( IPv6_ADDR
IPv6_ADDR_WILD | any |
host IPv6_ADDR )

Specify the destination
IPv6 address of the acl

rule.

Use an IPv6 address and
an IPvé address wildcard
to specify a network. If a
bit in wildcard is 0 means
this bit needs to check,
otherwise this bit should
be ignored.

Use the parameter “host”
and an IPvé address to
specify an exactly
address.

Use the parameter “any”
to indicate packets with
any destination IPvé
address value can match

this rule.
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flow-label ( FLOW_LABEL
LABEL_WILD | any)

Specify the IPvé6 Flow

label of the acl rule.

Valid range for flow label
is 0-1048575. Valid range
for flow-label wildcard
bits is 0x0-OxFFFFF

Flow label value and
wildcard bits both have
20bits, if a bit in wildcard
is 0 means this bit needs
to check, otherwise this
bit should be ignored.
Parameter “any” indicates
ipvé packets with any flow
label value can match this

rule.

dscp DSCP_VALUE

Specify the DSCP in IPv4
packets value of the acl
rule.

DSCP = Differentiated
Services Code Point.
Specify the DSCP in IPv4
packets value of the acl
rule.

DSCP = Differentiated

Services Code Point.

Valid range of DSCP value
is 0 - 63.

ip-precedence
PRECEDENCE_VALUE

Specify the IP precedence
in IPv4 packets of the acl

rule.

DSCP & ip precedence
configurations are

exclusive

Valid range of IP

precedence value is 0 - 7.

first-fragment

Match packets with first

fragment
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non-first-fragment Match packets with non- | -

first fragment

non-fragment Match packets with non- | -
fragment
non-or-first-fragment Match packets with non- | -

first fragment

small-fragment Match packets with small | -
fragment

any-fragment Match packets with any -
fragment

options Match packets with IP -
options

vlan ( VLAN_ID VLAN_WILD| Specify the outer vlan id | The valid range for vlan id
| any ) of the acl rule. wildcard bits is 0x0-0xFFF.
Vlan id and wildcard bits
both have 12bits, if a bit
in wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Parameter “any” indicates
packets with any outer
vlan id can match this

rule.
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inner-vlan ( VLAN_ID
VLAN_WILD | any)

Specify the inner vlan id

of the acl rule.

The valid range for vlan id
is 0-4095.

The valid range for vlan id
wildcard bits is 0x0-OxFFF.
Vlan id and wildcard bits
both have 12bits, if a bit
in wildcard is 0 means this
bit needs to check,
otherwise this bit should
be ignored.

Parameter “any” indicates
packets with any inner
vlan id can match this

rule.

cos COS_ID

Specify the outer CoS
value of the acl rule.
CoS = Class of Service.
Specify the outer CoS
value of the acl rule.

CoS = Class of Service.

The valid range of Cos is 0
to7.

inner-cos COS_ID

Specify the inner CoS
value of the acl rule.
CoS = Class of Service.
Specify the inner CoS
value of the acl rule.

CoS = Class of Service.

The valid range of Cos is 0
to7.
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ether-type (
ETHER_TYPE_VALUE
ETHER_TYPE_WILD_VALUE

| any )

Specify the ether-type of | The valid range for
wildcard bits is 0x600-
OxFFFF.

Ether-type value and
wildcard bits both have

16bits, if a bit in wildcard

the acl rule.

is 0 means this bit needs
to check, otherwise this
bit should be ignored.
Parameter “any” indicates
packets with any
ethertype value can

match this rule.

src-mac ( ACL_MAC_ADDR
ACL_MAC_ADDR_WILD |
any | host ACL_MAC_ADDR

Specify the source mac
address in
HHHH.HHHH.HHHH

Use a mac address and
wildcard bits to specify a

batch of mac addresses. If

) format. a bit in wildcard is 0
means this bit needs to
check, otherwise this bit
should be ignored.

Use the parameter “host”
and a mac address to
specify an exact mac
address.

Use the parameter “any”
to indicate packets with
any source mac address

value can match this rule.
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dest-mac ( Specify the destination Use a mac address and
ACL_MAC_ADDR mac address in wildcard bits to specify a
ACL_MAC_ADDR_WILD | HHHH.HHHH.HHHH batch of mac addresses. If
any| host ACL_MAC_ADDR | format. a bit in wildcard is 0
) means this bit needs to

check, otherwise this bit
should be ignored.

Use the parameter “host”
and a mac address to
specify an exact mac
address.

Use the parameter “any”
to indicate packets with
any destination mac
address value can match

this rule.

(ipv4-head | |4-head ) UDF = User Define Format.| UDF value and wildcard

UDF_VALUE The parameter “ipv4- bits both have 32 bits, If a
UDF_VALUE_WILD head” indicates the bit in wildcard is 0 means
UDF_OFFSET packet is parsed at the this bit needs to check,

beginning with the IPv4 otherwise this bit should
header. be ignored.

The parameter “l4-head” | The parameter

indicates the packet is “UDF_OFFSET” specifies
parsed at the beginning the offset bits from the
with the layer4 header. beginning. The valid range
of the offset is 0 -60.
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truncation ( LENGTH | ) Use this parameter to Set the packets length
truncate the packets after truncation support
matched this rule. different truncation

length is 14, the value
between 64 and 144.The
length of truncation is
configured by the
“truncation” command in
global configuration mode

if not config it

Command Mode

ACL Configuration

Default

None

Usage

Wildcard bits in this command are used as reversed. That means value and wildcard bits have same

length, If a bit in wildcard is 0 means this bit needs to check, otherwise this bit should be ignored.

E.g.: ip address 10.10.10.0 wildcard 0.0.0.255 means 256 ip addresses from 10.10.10.0 to
10.10.10.255.

Layer 4 information (e.g. tcp/udp port) and fragment information are exclusive.

Examples

Create a rule with sequence number 10:

Switch (config)# ip access-list acll
Switch (config-acl-acll)# sequence-num 10 permit any src-ip 10.10.10.0 0.0.0.255 dst-ip any

Related Commands

no sequence-num
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show ip access-list

8.8 egress

Command Purpose

Use this command to apply IPv4 access list on the outbound direction of an interface

Use the no form of this command to remove the IPv4 access list.

Command Syntax

egress NAME_STRING

no egress

Parameter Parameter Description Parameter Value

NAME_STRING IP access-list name string | IP access-list name string,
which should begin with a-
z/A-7/0-9, valid
characters are 0-9/A-7Z/a-
Z, maximum length is 20

characters.

Command Mode

Interface Configuration

Default

None

Usage

This command supports physical or link aggregation interfaces.

Examples

The example shows how to apply the access list f1 to egress direction eth-0-9:
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Switch (config) # interface eth-0-19
Switch(config-if-eth-0-19)# egress fl

Related Commands

ip access-list
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TAP Commands

9.1 tap-group

Command Purpose

Use this command to create a TAP group and enter the tap configuration mode.

Use the no form of this command to delete the TAP group.

Command Syntax

tap-group TAPNAME ( NUM | )

no tap-group TAPNAME

Parameter Parameter Description Parameter Value
TAPNAME Tap Group Name string Begin with a-z/A-Z, valid
characters are 0-9/A-7Z/a-
Z, maximum length is 20
characters.
NUM Tap Group ID, range 1- 1-10000
10000

Command Mode

Global Configuration

Default

None
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Usage

This device supports at most 512 TAP groups.

Examples

The following example shows how to add an egress-interface agg1:

Switch (config)# tap-group tapl
Switch (config-tap-tapl) #

The following example shows how to delete a tap-group:

Switch(config)# no tap-group tapl

Related Commands

show tap-group

9.2 description

Command Purpose

Use this command to set the description of the TAP group.

Use the no form of this command to delete the description.

Command Syntax

description LINE

no description

Parameter Parameter Description Parameter Value
LINE TAP group description Begin with a-z/A-Z, valid
string characters are 0-9/A-Z/a-

z, maximum length is 80

characters

Command Mode

tap-group Configuration
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Default

None

Usage

None

Examples

The following example shows how to config description:

Switch(config)# tap-group test001
Switch(config-tap-test001)# description test
Switch (config-tap-test001) #

Related Commands

tap-group

show tap-group

9.3 ingress

Command Purpose

Use this command to add a physical, link aggregation interface, iloop interface or port-group to the

ingress direction of the TAP group.
This command can add/delete vlan and edit actions to the packets.

Use the no form of this command to remove the interface.

Command Syntax

ingress ( IF_NAME | range IF_NAME_LIST ) ( un-tag | un-tag-outer-vlan | un-tag-inner-vlan | mark-
source VLAN_ID | ) ( truncation | ) ( edit-macda MAC_ADDRESS | ) ( edit-macsa MAC_ADDRESS | )
( edit-ipsa IP_ADDRESS | ) ( edit-ipda IP_ADDRESS | ) ( edit-ipvésa IPv6_ADDRESS | ) ( edit-ipvéda
IPv6_ADDRESS | ) ( edit-vlan VLAN_ID | )

no ingress ( IF_NAME | range IF_NAME_LIST )

ingress ( IF_NAME | PORTGROUP_NAME | range IF_NAME_LIST ) flow FLOW_NAME
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no ingress ( IF_NAME | PORTGROUP_NAME | range IF_NAME_LIST ) flow FLOW_NAME

Parameter

Parameter Description

Parameter Value

IF_NAME

Specify the interface
name.

This command supports
physical interface, iloop
interface or link

aggregation interface.

PORTGROUP_NAME

Specify the name of port-

group.

The first character should
be a-z or A-Z, character
only can be 0-9/A-Z/a-z

and the max length is 31.

range |F_NAME_LIST

Interface range, with “,”
or “-” to distinguish the
interface range set.
Supports physical
interface, and link

aggregation interface.

The ‘-’ is range interface
symbol, The ¢,’ is division

symbol

un-tag

Remove vlan tags of the

packets.

un-tag-outer-vlan

Remove outer vlan tag of

the packets.

un-tag-inner-vlan

Remove inner vlan tag of

the packets.

mark-source VLAN_ID

Specify additional outer
vlan id of the outgoing

packets.

Specify additional outer
vlan id of the outgoing
packets.

The valid range for vlan id
is 1 - 4094.

truncation

To truncate the packet.
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edit-macda MAC_ADDRESS

Specify the destination
mac address of the

outgoing packets.

Specify the destination
mac address of the
outgoing packets in
HHHH.HHHH.HHHH

format.

edit-macsa MAC_ADDRESS

Specify the source mac
address of the outgoing

packets.

Specify the source mac
address of the outgoing
packets in
HHHH.HHHH.HHHH

format.

edit-ipsa IP_ADDRESS

Specify the source IP
address of the outgoing

packets.

Specify the source IP
address of the outgoing

packets in A.B.C.D format.

edit-ipda IP_ADDRESS

Specify the destination IP
address of the outgoing

packets.

Specify the destination IP
address of the outgoing

packets in A.B.C.D format.

edit-vlan VLAN_ID

Specify the vlan id of the

outgoing packets.

The valid range for vlan id
is 1 - 4094.

edit-ipvé6sa IPv6_ADDRESS

Specify the source IPv6
address of the outgoing

packets.

feff o fEff FEef FEFf L FEEF L FOEA L FF
ff.ffff

edit-ipvéda IPv6_ADDRESS

Specify the destination
IPv6 address of the

outgoing packets.

fefffEff FEef FEFf L FEEF L FAEA L FF
ffoffff

flow FLOW_NAME

Specify the name of flow
to apply to tap group’s

ingress direction.

Command Mode

tap-group Configuration
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Default

None

Usage

One interface without configuring a flow can only add to one TAP group.

The same interface with and without configuring a flow cannot exist in one TAP group.

Examples

The following example shows how to add an ingress-interface with mark-source 100:

Switch (config)# tap-group tapl
Switch (config-tap-tapl)# ingress eth-0-1 mark-source 100
Switch (config-tap-tapl) #

The following example shows how to add an ingress-interface with un-tag:

Switch(config) # tap-group tapl
Switch(config-tap-test001)# ingress eth-0-1 un-tag
Switch (config-tap-test001) #

The following example shows how to add interface eth-0-1,eth-0-2,eth-0-4:

Switch (config) # tap-group tapl
Switch(config-tap-tapl)# ingress range eth-0-1-2,eth-0-4
Switch (config-tap-tapl) #

The following example shows how to add an ingress-interface with flow flow001:

Switch (config) # tap-group tapl
Switch(config-tap-tapl)# ingress eth-0-1 flow flow001
Switch (config-tap-tapl) #

The following example shows how to add an ingress interface agg1:

Switch (config) # interface eth-0-2
Switch(config-if-eth-0-2)# static-channel-group 1
Switch(config-if-eth-0-2)# exit

Switch (config) # tap-group tapl
Switch(config-tap-tapl)# ingress aggl

The following example shows how to add an ingress interface agg1 with flow flow001:

Switch(config)# interface eth-0-2

Switch (config-if-eth-0-2)# static-channel-group 1
Switch(config-if-eth-0-2)# exit

Switch (config)# tap-group tapl

Switch (config-tap-tapl)# ingress aggl flow flow001l
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The following example shows how to add an ingress interface iloop1:

Switch(config)# interface iloopl

Switch(config-if-iloopl)# exit

Switch

(
(
(config)# tap-group tapl
(

Switch(config-tap-tapl)# ingress iloopl

The following example shows how to add an ingress interface iloop1 with flow flow001:

Switch(config)# interface iloopl

Switch(config-if-iloopl)# exit

Switch

(
(
(config)# tap-group tapl
(

Switch(config-tap-tapl)# ingress iloopl flow flow001

The following example shows how to add an ingress port-group portgroup1 with flow flow001:

Switch (config)# tap-group tapl
Switch (config-tap-tapl)# ingress portgroupl flow flow001

Related Commands

tap-group

egress

9.4 egress

Command Purpose

Use this command to add a physical, link aggregation interface, iloop interface to the egress

direction of the TAP group.

Use the no form of this command to remove the interface.

Command Syntax

egress ( IF_NAME | range IF_NAME_LIST ) ( timestamp | )

no egress ( IF_NAME | range IF_NAME_LIST )

Parameter Parameter Description Parameter Value
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IF_NAME

Specify the interface
name.

This command supports
physical interface, link
aggregation interface or

iloop interface.

range IF_NAME_LIST

Interface range, with “,”
or “-” to distinguish the
interface range set.
Supports physical
interface, and link

aggregation interface.

The ‘-’ is range interface
symbol, The ¢,’ is division

symbol

timestamp

Add timestamp for
packets on egress

interfaces.

Command Mode

tap-group Configuration

Default

None

Usage

None

Examples

The following example shows how to add an egress-interface eth-0-9:

Switch (config) # tap-group tapl
Switch (config-tap-tapl) # egress eth-0-9

The following example shows how to add interface eth-0-1,eth-0-2,eth-0-4 on egress direction:
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Switch (config) # tap-group tapl
Switch (config-tap-tapl) # egress range eth-0-1-2,eth-0-4
Switch (config-tap-tapl) #

The following example shows how to add an egress-interface agg1:

Switch (config)# interface eth-0-10

Switch(config-if-eth-0-10) # static-channel-group 1
Switch
Switch

config)# interface eth-0-11
config-if-eth-0-11)# static-channel-group 1

(
(
(
(
Switch (config)# tap-group tapl

(

Switch (config-tap-tapl) # egress aggl

The following example shows how to add an egress-interface iloop1:

Switch(config)# interface iloopl

Switch(config-if-iloopl)# exit

Switch

(
(
(config)# tap-group tapl
(

Switch(config-tap-tapl)# egress iloopl

Related Commands

tap-group

9.5 show tap-group
Command Purpose

This command displays the TAP group configurations.

Command Syntax

show tap-group ( TAPNAME | )

Parameter Parameter Description Parameter Value
TAPNAME Specify a TAP group name | -
to display.

If the parameter
“TAPNAME” is not
specified, the command
indicates that all TAP
groups on this device

should be displayed.
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Privileged EXEC

Default

None

Usage

None

Examples
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The following example shows the configuration of tap-group:

Switch# show tap-group

truncation : 144
timestamp-over-ether : 0000.0000.0000 0000.0000.0000 0x0000
TAP-group tapl
ID: 1
Ingress:
eth-0-1 flow f1
Egress:
eth-0-9
TAP-group tap2
ID: 2
Ingress:
eth-0-21
Egress:
eth-0-22

Related Commands

tap-group

ingress
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1 O TIMESTAMP Commands

10.1 timestamp-over-ether

Command Purpose

Use this command to configure the TAP timestamp outer header information.

Use the no form of this command to remove the TAP timestamp configuration.

Command Syntax

timestamp-over-ether MAC_ADDR_DA MAC_ADDR_SA ETHTYPE_ID

no timestamp-over-ether

Parameter Parameter Description Parameter Value
MAC_ADDR_DA Ethernet destination MAC | MAC address in
address HHHH.HHHH.HHHH

format, valid range is
0.0.0-FFFF.FFFF.FFFF

MAC_ADDR_SA Ethernet source MAC MAC address in
address HHHH.HHHH.HHHH
format, valid range is
0.0.0-FFFF.FFFF.FFFF

ETHTYPE_ID Ethertype in hexadecimal | range is [0x0-0xffff]

Command Mode

Global Configuration
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Default

None

Usage

TAP timestamp is a global configuration. TAP timestamp MUST be configured before using the TAP

groups.

Examples

The following example shows how to configure timestamp-over-ether:

Switch# configure terminal
Switch(config) # timestamp-over-ether 1.1.1 2.2.2 0xffl2

The following example shows how add timestamp for packets going out from tap1/interface eth-0-10:

Switch (config) # tap-group tapl

Switch(config-tap-tapl)# ingress eth-0-1

Switch

(
(
(config-tap-tapl) # egress eth-0-10 timestamp
(

Switch (config-tap-tapl) # exit

Related Commands

tap-group

egress

10.2 show timestamp sync

Command Purpose

Use this command configure to display timestamp sync information.

Command Syntax

show timestamp sync

Command Mode

Privileged EXEC

Garland Technology | 716.242.8500 | garlandtechnology.com/support
Copyright © 2024 Garland Technology, LLC. All rights reserved.

141


http://www.garlandtechnology.com/support

=D .
GARLAND CLI Guide

T E C H N O L O G Y

See every bit, byte, and packet” Advanced Features | AF40G34 | 3.0.18
Default

None

Usage

None

Examples

The following example shows how to display timestamp information:

Switch# show timestamp sync

Sync Type : Disabled
Sync Count : 0
Last Sync Time : Tue Sep 12 07:57:08 2017

Related Commands

timestamp sync

10.3 timestamp sync

Command Purpose

Use this command configure to timestamp sync.

Use the no form of this command to restore the default value.

Command Syntax

timestamp sync ( systime | none)

no timestamp sync

Parameter Parameter Description Parameter Value

systime Use the system time as -

time source.
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none

Use the chip time as time

source.

Command Mode

Global Configuration

Default

The default value is “none”

Usage

None

Examples

The following example shows how to config timestamp sync:

Switch(config)# timestamp sync systime

Related Commands

show timestamp sync
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TRUNCATION Commands

11.1 truncation

Command Purpose

Use this command to configure the truncation length information.

Use the no form of this command to restore the default value.

Command Syntax

truncation TRUNCATION_LEN

no truncation

Parameter Parameter Description Parameter Value
TRUNCATION_LEN Truncation length in
bytes. Valid range is 64-9600.

Command Mode

Global Configuration

Default

144

Usage

CRC should be re-calculating after packet is truncated. The truncation length include CRC field.

Examples

The following example shows how to set truncation length as 64:
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Switch(config) # truncation 64

The following example shows how to use truncation in TAP group:

Switch (config) # tap-group tapl
Switch (config-tap-tapl)# ingress eth-0-1 truncation
Switch (config-tap-tapl)# egress eth-0-10

Related Commands

tap-group

ingress
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1 2 SSH Commands

12.1 ssh

Command Purpose

In privileged mode, use this command to log in remote ssh server.

Command Syntax

ssh -l NAME_STRING ( -i RSAKEYNAME | ) (-p L4_PORT_NUM | ) (-~v (1 12) 1] ) (-c(3des | des |
3des-cbc | aes128-cbc | aes192-cbc | aes256-cbc ) | ) ( -m ( hmac-md5-128 | hmac-md5-96 | hmac-
sha1-160 | hmac-sha1-96 ) | ) ( -o number-of-password-prompts SSHPINPROMPTS | ) ( mgmt-if | )
( IP_ADDR | STRING )

Parameter Parameter Description Parameter Value
NAME_STRING Login name -

RSAKEYNAME Specify key name -

L4_PORT_NUM Remote ssh server port range is <0-65535>

SSHPINPROMPTS

Number of password

prompts

range is <1-7>

IP_ADDR | STRING

Specify IP address of
remote system /Specify
hostname of remote

system

Command Mode

Privileged EXEC
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Default

Version default is 2

Usage

None

Examples

The following example shows how to establish connection by ssh:

Switch# ssh -1 aaa 1.1.1.1

aaa@l.1.1.1's password:

Switch#
Related Commands

ip ssh server enable

12.2 ip ssh server enable
Command Purpose

In global mode, use this command to start ssh server.

Command Syntax

ip ssh server enable

Command Mode

Global Configuration

Default

Enabled
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None

Examples

The following example enables the SSH server:

Switch(config)# ip ssh server enable

Related Commands

ip ssh server disable

12.3 ip ssh server disable

Command Purpose

In global mode, use this command to disable ssh server.

Command Syntax

ip ssh server disable

Command Mode

Global Configuration

Default

Enabled

Usage

None

Examples

The following example disable the SSH server:

Switch(config) # ip ssh server disable

CLI Guide

Advanced Features | AF40G34 | 3.0.18
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Related Commands

ip ssh server enable

12.4 ip ssh server version

Command Purpose

In global configuration mode, use this command to configure Secure Shell (SSH) version on your

switch.

Use the no form of this command to restore the default value.

Command Syntax

ip ssh server version (v1 | v2 | all)

no ip ssh server version

Parameter Parameter Description Parameter Value
V1 Support SSH version 1 -
v2 Support SSH version 2 -
all Support SSH version 1 and | -
2

Command Mode

Global Configuration

Default

V2

Usage

SSH server and client will negotiate about the version when connecting. Server and client should

select a higher version both supported.
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Examples

The following example shows how to configure support SSH Version 1:

Switch (config)# ip ssh server version vl

The following example shows how to restore the default configuration:

Switch(config) # no ip ssh server version

Related Commands

show ip ssh server status

12.5 ip ssh server authentication-retries

Command Purpose

Use this command to set retry times when log in remote ssh server failed.

Use the no form of this command to reset retry times to default value.

Command Syntax

ip ssh server authentication-retries SSHAUTHRETRIES

no ip ssh server authentication-retries

Parameter Parameter Description Parameter Value

SSHAUTHRETRIES Retry times Range is <1-6>

Command Mode

Global Configuration

Default

Usage

None
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Examples

The following examples configures SSH authentication retry times on your switch:

Switch(config)# ip ssh server authentication-retries 3

The following examples restore SSH authentication retry times to the default value:

Switch(config) # no ip ssh server authentication-retries

Related Commands

show ip ssh server status

12.6 ip ssh server authentication-timeout

Command Purpose

In global configuration mode, use this command to configure Secure Shell (SSH) authentication

timeout on your switch.

Use the no form of this command to restore the default value of Secure Shell (SSH) authentication

timeout on your switch

Command Syntax

ip ssh server authentication-timeout SSHAUTHTIMEOUT

no ip ssh server authentication-timeout

Parameter Parameter Description Parameter Value
SSHAUTHTIMEOUT Timeout seconds Range is <1-120>, unit is
seconds

Command Mode

Global Configuration

Default

120
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The following examples configures SSH authentication timeout on your switch:

Switch(config) # ip 