——
GARLAMND

DDDDDDDDDD

See every bit, byte, and packet’

Restful API Guide
P10GMSBPE / P10GSSBPE

08/2024
Release Version: 4.29.12



> .
GARLAND Restful APl Guide

T E C H N O L O G Y

See every bit, byte, and packet® P1 OGXXBPE | 4291 2

Copyright © 2024 Garland Technology, LLC. All rights reserved.

No part of this document may be reproduced in any form or by any means without prior written permission
of Garland Technology, LLC.

The Garland Technology trademarks, service marks ("Marks") and other Garland Technology trademarks
are the property of Garland Technology, LLC. PacketMAX Series products of marks are trademarks or
registered trademarks of Garland Technology, LLC. You are not permitted to use these Marks without the
prior written consent of Garland Technology.

All other trademarks and trade names mentioned in this document are the property of their respective
holders.

Notice

The purchased products, services and features are stipulated by the contract made between Garland
Technology and the customer. All or part of the products, services and features described in this
document may not be within the purchase scope or the usage scope. Unless otherwise specified in the
contract, all statements, information, and recommendations in this document are provided "AS IS" without
warranties, guarantees or representations of any kind, either express or implied.

The information in this document is subject to change without notice. Every effort has been made in the
preparation of this document to ensure accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute the warranty of any kind, express or implied.

Garland Technology | 716.242.8500 | garlandtechnology.com/support
Copyright © 2024 Garland Technology, LLC. All rights reserved. 2



http://www.garlandtechnology.com/support
http://www.garlandtechnology.com/support

=
GARLAIND

T E C H N O L O G Y

See every bit, byte, and packet®

Table of Contents

RESEFUL API BASICS......vveeiiieeiee ettt ettt

Display General System Setting.........ccccvvveeeeiiivcciiiiieeeee e
Edit Chassis Name / Key Press TIMeoUt .......ccueeveeveecreenveennenn,
Display Authentication .........ccceeeviiiiee i
Enable Primary TACACGS. ... eeecieteeee e eeecrnee e e e e e
Disable Primary TACACS. ... eeeccrrteeee e eeecreeee e e e
Enable Secondary TACACS........ccoociieeeiiieee et ccieee e scieee e
Disable Secondary TACACS........ccoccveeeiiciieeeecieeeeecireeeseieee e
Display PriVilEZE .....uveeeiiieee et
DT o] F= 1 ] o TV T U URRR
@1 =T} (I G o 10 o
YT Yo 11 AV 4o TV o SRR
DElEtE GrOUP ..uveiiiciiieeeeirie e ettt ettt erree e e e eatre e e senaaeeeeans
DT o] =1V U T U UUURN
Create USEr ...ttt
Change User Password..........ccccovieeereeeeecciiiiieee e eccivieeee e
DIt USEI..c ottt
Display Network Setting.......cccceveveiiieiiciiee e
Display Date & TiMeE....cccceeeeiiiiiieee et e e e e e
Display TiME ZONE ..uuuveeeeieeeieieeee ettt e e crere e e e e e
Enable NTP No Authentication........ccccceeciieriieeiieeiniecreeeen,
Enable NTP Authentication .......cc.ccceceeriieiieiienienieeeeeeeee
DiSable NTP ...t
Set Date/Time Manually .......c.cooveeeeeeeceicceecee e

Garland Technology | 716.242.8500 | garlandtechnology.com/support
Copyright © 2024 Garland Technology, LLC. All rights reserved.

Restful APl Guide

P10GXXBPE | 4.29.12


http://www.garlandtechnology.com/support
http://www.garlandtechnology.com/support

GARLAND Restful API Guide
See every bit, byte, and packet® P10GXXBPE | 4.29.12
Y A N L= AV o [T =] T T =PRSS 14
(DT o] = 1A V2] Lo Y= 0SSP UURR 14
g F= o (I V7] o = USRS 14
YA [ 1= APPSR 14

D 1T o] LISV 2 Lo SRS 14
(DT o] = 12 A1 OSSPSR 14
ENADIE SNIMPUZIW ...ttt ettt et st s e e st e s bee e s b e e be e e smbeesne e e sabeesabeeeanteesaneeenneas 15
ENAbIE SNIMPVU3 IMD5/DES ....ouiiciieieeieesteeseesteeteeteete et e s ta e st e satesate e ta e baestaesaaesatesateenbeenteesaesseesans 15
EN@DIE SNIMPV3 SHA/AES ..ottt ettt st a ettt be bbb be st e s et eneene 15
SINIMIP TEST ..ttt ettt ettt sttt e b e bt e b e s bt e a et e st et e e bt e sb e e saeesane s b e e b e e beeaneesmeeeaneenreeneens 15
DiSABIE SNIMIP ...ttt st s e e s e e b e e s b e e be e e e a b e e s be e e sab e e e be e e eneeesreeennreas 15
(28] o ToTo ) TP SPP PP VRROPR 15
SEEIMOME ...ttt et h e s h e sttt b e b s b et e ae ettt bt e e b e nreesanesane e 16
2T o T 1] PO PSP OPPPPPPPPPRPPPPRE 16

K] o1 | PO PP P PP P PP PP PP P PP PPPPPPPPPPPPPPPN 16
SPAN (PACKET INJECE)...utiiiiiiiiie ettt ettt ee e e ettt e e e et e e e e seabeeeeseataeeeeastaeaeeassaeaesantaeaeeassaeaennns 16
BIEAKOUL ...ttt et sttt e e b e b e e be e e a b e e s be e e s re e e reeeaneeesreeenreas 16

] =Y TP PP UPUPPOPPT 16
JN=d o L= ==L (PP PPPPPPPPPPPPPPPPPRt 16
1= N =T o TP 17
23V o F= E I 1T USSR 17
23V o T T3 1Y/ o Yo USSR 18
Display Bypass Taps Options (Heartbeat SEHNG) .....cceecvieeiiiiiieicee e 18
Modify Bypass Taps Options (Heartbeat SETtNG)......ccoccvuiieieciieeieiee e e 18
Display Bypass Tap CoONfiGUIatioN........cccuuiieiiiiiie ettt e et e e et e e e eearte e e e tae e e e easreeeeennns 18
Modify Tap CONFIGUIATION. ... .uiiii ettt e e e et e e ettt e e e e e ba e e e e araeeeeeabaeeeeeasreeeeennees 18
Display POrt CONfIGUIATION ......eiiiiiiie ettt e e e rte e e et e e e e e be e e e e araeeeeeabaeeeeeaseeeeeennees 18

Y T Yo [ AV oY o A€o T oY1 F={¥] =1 u (o] o APPSR 19
Display Port AVailability.......cccuueeiiiiiie s e e e e e e e b e e e e anees 19
(DT = AV 2o o ] =Y u £y u oSSR 19
ClEAr POIT STAtISTICS ..veieuiiiitiieiie ettt ettt ettt e et e st e e s bt e s b e e e smee e sabe e e snneesareesaneeesareesanes 19
Yo L= LT 1 (o o [T 20

Garland Technology | 716.242.8500 | garlandtechnology.com/support
Copyright © 2024 Garland Technology, LLC. All rights reserved. 4



http://www.garlandtechnology.com/support
http://www.garlandtechnology.com/support

GARLAND Restful API Guide
See every bit, byte, and packet’ P10GXXBPE | 4.29.12
Display Port CoNfIGUIAtioN ........eciiuiiie ettt e e e e et e e e b e e e eabae e e e abaeeeennbeeeeennnees 20
Modify POrt CONFIGUIATION ......veiiiiiiee ettt e et e e et e e e e ba e e e e abbe e e eeanaeeeeensreeeeennes 20
Display Port AVailability..........oeeeeiiii et e e e e e e et e e e e e e e anraaeeeaeeeennnes 20
(DI TY o] NV oo o Y - 1 £ u oS 20
ClAr PO STATISTICS .veeveeriierieeie ettt sttt et b e bt e sse e st e et e et e e b e sbeesaeesanesaneeane 20
Yo I = 10 (ol [ V[T 1Y/ o o [t 21
Display POrt CONfIGUIATION ......eiiiiiiee ettt e e e et e e e e ba e e e eeabte e e e s abaeeeeeasreeeeennees 21
Modify POrt CONFIGUIATION ......veiieiiiee ettt e et e e e tre e e et e e e et e e e e eanaeeeeensreeeeennees 21
Display Port AVailability.......cccuuiie i e e e e e ae e e e anees 21
(DI TY o] NV oo o Y - 1 £ u oS 21
ClEAr POIT STAtISTICS ...eieiuiiiiiieeiiie ettt ettt et e et e st e e s b e sar e e s ameeesabe e e sneeesareesneeesareesanes 21
BreaKOUT IMOME ......eiiiiieeiie ettt ettt e e st e sttt e bt e e s bt e e be e e s abeesneeesabeesabeeeanseesneeesnneas 22
Display Port CoNfiGUIatioN ........eciciiiii ettt e e e et e e e et ae e e eabae e e e abaeeeennbeeeeennnees 22

Y ToYo [ AV oY o A€o Yo Y1 F={¥] =1 u (o] o NP USRS 22
Display Port AVailability.......cccuveieiiiiie e e e e e e e e e b e e e e aaees 22
(DT = AV 2o T o ] =Y u £y u ol SURR 22
ClEAr POIT STAtISTICS ...eiiiuiieitiieiiee ettt ettt ettt et e st e e s bt e s b e e smte e sabeeesnneesareesneeesareeeanes 22
LT Y [ Te LT TSP P PR PRSP PPRPPTO 23
Display Packet Broker Configuration ..........coccuuiiiiiiiiie et e e e e 23

DI T o] NV a1 =T g [T g o] £ 1 o USRS 23
(010 1l a1 g 1T o o] = USRS 23
1Y/ FoTo 1y AV o = F=Y o 0] o] = o USRS 23
Delete Filter TEMPIAtE .....cviiiieee et e e e e e et e e s e bt e e e e abeeeessaraeeeenaseeeesnnsens 24
Display CoNfig Map COUNTS .....ueiiiiiiiieiiiiiee et ee ettt e e et e e e stre e e e bae e e esabreeeesnbaeeeenaseeeessnseeeesnnssneesnnsens 24
Create Config Map / INGrESS FIlLEE ....cvvei ettt ettt et e eeaeeeeree e 24
Modify CONFI IMAP PrIOTILY.....veiieiiiiie ettt ettt e e e tre e e et e e e e br e e e eearteeeesabaeeeeeaseeeeeansees 24
ENable/Disable CONfIZ IMAP......ui ittt ettt ettt e et ete e et e e ete e e teeesateeeteeensteseseeennneas 25
DElEtE CONTIG IMIAP wuviiiiiiiie ettt ettt e e et e e e et e e e et e e e e nbeee e e sbaeeeennseeeeenseeeesnnseneeennsens 25
Clear Config Map COUNTEIS .......uiiiiciiee ettt et e et e e e e te e e e e te e e e e bta e e e ebteeeesabteeeseseeeessnseeeeennsees 25
Refresh CoNfig Map COUNTELS ....cc..uiiiieiiiee ettt ettt e e ettt e e e tee e e ettt e e e e abaeeeeearaeeeeensaeeeeeasseeeeansees 25
Display POrt CONfIGUIATION .......eiieiiiiee ettt ettt e e e te e e et e e e e bae e e e abae e e e eataeeeeensseeeeennees 25

Y T Yo [1 AV oY ol @e T oY1 F={¥] =1 u (o o NP RS 26

Garland Technology | 716.242.8500 | garlandtechnology.com/support
Copyright © 2024 Garland Technology, LLC. All rights reserved. 5



http://www.garlandtechnology.com/support
http://www.garlandtechnology.com/support

GARLAND Restful API Guide
See every bit, byte, and packet® P10GXXBPE | 4.29.12
Display Port AVailability......ccccuveieiiiiie e e e e e e e eab e e e e anees 26
(DT = AV 2o T o ] =Y u £y u oSSR 26
ClEAr POIT STAtISTICS ..veieiuiieitiieiiee sttt ettt sttt esb e e s bt e s b e s embeesbe e e snneesareesneeesareesanes 26
AGEIEEAtE IMOUE. ...ccueiiiie ettt et e et e e et e e e s bt e e e et baee e e abeee e e abeee e e sbaeeeaabaeeeennraeeeenareeeeennrees 27
Display Port CoNfiGUIatioN ........ciiiiiiieiiiiie ettt e e e et e e e bae e e eab e e e e eabaeeeenabeeeeennnees 27
Modify POrt CONFIGUIATION .....viiieiiiee ettt e et e e e et e e e ettt eeeeeanaeeeeeasreeeeennes 27
Display Port AVailability..........ueeeeiiiiiiieee et e e e e et r e e e e e e e anraaeeeaeeeennnes 27
(DT = AV 2o T o ] =Y u £y u oSSR 27
ClEAr POIT STATISTICS .veeveeriieiie ettt ettt st st b e bt sse e st et e et e b e e sbeesbeesanesanesane 27
LT = T o 311V o Yo =TSRSS 28
Display Packet Broker CoNfigUuration ...........cocuiiiieiiiii ittt ettt e e e e e e 28
(DT AV o =T G [=Y 0 0] o] =1 o PSRRI 28
Create FIlLer TRMPIAtE ..o eiiee e e e e e e e e rate e e e e bte e e e sbte e e e s baeeeesnsreeeennsees 28

Y T Yo L1 AV a1 =T g 1= o o] £ o RPN 28
Delete Filter TEMPIAtE .....evii e e et e e e et e e e et e e e e eabeeeessabaeeeenaseeeeennnees 29
Display CoONig Map COUNTS ......ceeeiiuiieeeeiiieeeeciieee ettt e e ettt e e eeetteee e e abeeeeeetbreeeeessaeeeeassseeeeanseeeesansseeesansees 29
Create Config Map / INGrESS FIlLEE ....cvvie ettt ettt eare et e e are e eree e 29

Y T Yo [ AV A e oY a -V =Y ol o g o o RS 29
ENable/Disable CONIG IMIAP.....c.iiiriiiiiicieeciee ettt ettt ettt eveebe e teeeteeeteesaveeabeeabeebeebeenasenaneeanes 30
DL (o (e e Yo 7= 1V - o LRSS 30
Clear CoNfig Map COUNTELS .......oeiiiiiee et e ettt ettt e e e ettt e e e ettt e e e e eabee e e eeateeeeeabeeeessbeeeeesseeesensreeesansees 30
Refresh CoNfig Map COUNTELS ....cc..uiiiieieee ettt ettt e e ettt e e e bee e e ettt e e e e abaeeeeeabteeeeeasaeeeseasseeeeannees 30
Display Port CoNfiGUIAtioN ......ceiiiiiiiiiiieie ettt e e e et e e e aba e e e eab e e e esabaeeeenaseeeeenanees 30

Y T Yo [ AV oY o A€o T oY1 F={¥] =1 u (o] o APPSR 31
Display Port AVailability..........oeeeeiiiiiiiiee et e e e e e e et r e e e e e e e anraaeeeaeeeennnes 31
(DT = AV 2o T o ] =Y u £y u ol SRR 31
ClEAr POIT STAtISTICS ..veieiuiieitiieiie ettt ettt ettt et e st e e s bt e sab e e e emee e sabeeesneeesareesneeesareeeanes 31
2o I S 1L Yol Y [o o [T USSR 32
Display Bypass Taps Options (Heartbeat SEtNG) .....cceevvieeiiiiiieieiee e 32
Modify Bypass Taps Options (Heartbeat SETHNG).......ccocuiiieeiiiiieeciee et e 32
Display Bypass Tap CoONfiGUIatioN........cccuuiieiiiiiie ettt e et e e et e e e eearte e e e tae e e e easreeeeennns 32

Y T Yo [ AV =T o J o] ol =401 = n ] o O ST 32

Garland Technology | 716.242.8500 | garlandtechnology.com/support
Copyright © 2024 Garland Technology, LLC. All rights reserved. 6



http://www.garlandtechnology.com/support
http://www.garlandtechnology.com/support

GARLAND Restful API Guide
See every bit, byte, and packet® P10GXXBPE | 4.29.12
Display Packet Broker Configuration ..........coccuuiiiiiiiiii ettt e e e 32
(DT AV o =T G [=Y 0 0] o] = 1 o PSR 32
010 1l a1 (=T g 1T o o] = USSR 33
Y T o L1 AV a1 =T gl 1= o o] £ o RS 33
Delete Filter TEMPIAtE ... .oeii ittt e e e re e e ettt e e e e bt e e e eabaee e e abaeeeenaseeeeennnees 33
Display CoONig Map COUNTS ......ceeeiiuiiieeeiiieeeeciteee ettt e e ettt e e eeetteee e e reeeeeeabbeeeeenbaeeeeassseseeansaeeesansseeesansees 33
Create Config Map / INGrESS FIlLEE ....cveee ettt ettt et e e aee e eree e 34
Modify CONFIZ IMAP PrIOTILY.....veiieiiiiie ettt ettt e e et e e et e e e e ba e e e e araeeeeenbaeeeeeasreeeeannees 34
Enable/Disable CONIZ IMIAP.....c.iiiriiirieieecee ettt ettt ettt eveebe e teeeteeeteesaveeabeenbeebeenssesssenaseennes 34
DL (o (S e Yo 7= 1V - o LRSS 35
Clear CoNfig Map COUNTEIS .......oeiiiiiee et e ettt e ettt e e e ettt e e e eette e e e e etbeeeeeeateeeeetbeeeessbeseeesseeesensreeesansees 35
Refresh CoNfig Map COUNTELS ....ccuuviiieiiiee ettt ettt e e et e e et e e e ettt e e e e abaeeeeearaeeeeentaeeeeensseaeeannees 35
Display Port CoNfiGUIatioN ........eciciiiii ettt e e e et e e e et ae e e eabae e e e abaeeeennbeeeeennnees 35
Y ToTo [ AV oY o A€o Yo Y1 F={¥] =1 u (o o APPSR 35
Display Port AVailability.......cccuveieiiiiie e e e e e e e e e b e e e e aaees 35
(DT = AV 2o T o ] =Y u £y u ol SURR 36
ClEAr POIT STAtISTICS ...eiiiuiieitiieiiee ettt ettt ettt et e st e e s bt e s b e e smte e sabeeesnneesareesneeesareeeanes 36

Garland Technology | 716.242.8500 | garlandtechnology.com/support
Copyright © 2024 Garland Technology, LLC. All rights reserved. 7



http://www.garlandtechnology.com/support
http://www.garlandtechnology.com/support

> .
GARLAND Restful APl Guide

T E C H N O L O G Y

See every bit, byte, and packet® P10GXXBPE | 4.29.12

Restful APl Basics

The restful API supports JSON over HTTPS. The restful API data types supported; GET, POST, and PUT.

This document contains restful API syntax examples that may be used as a reference. The specific restful
API syntax may be captured using the GUI under the Developer Tools / Network / Headers and Preview.

Login

This example uses the default username and password, admin/gtadmin1. Upon successfully logging in
the unit will return a Cookie / Session ID. The Session ID must be used as part of all additional
commands sent to the unit.

POST https://XXX.Xxx.xXxx.xxx/login

Body Syntax Example

{"username":"admin","password":"gtadminl","rememberme":true}

Example Session ID:

Set-Cookie: session=1d=9i1NS4gEJc0sQ9QcgVPd;path=/

Note: Once a session has been established it is controlled by the Key Press Timeout value, 60 to
3600 seconds. The Key Press Timeout value can be modified using the “Edit Chassis Name /
Key Press Timeout” option in Section 2. System. The Key Press Timeout may be displayed and
reset using the following options.

Display Public Information
GET https://XxXX. XXX .xXxx.xxx/sysInfoPubTic

Display Key Press Timeout
GET https://XXX.XXX.XXX.xxx/active

Reset Key Press Timeout (60-3600 seconds)
PUT https://XxXx.xxx.xxx.xxx/miscCfg

Body Syntax Example

{"chassisName":"System Test","keyPressTimeout":"3000"}
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Logout

POST https://xxx.xxx.xxx.xxx/logout
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System

Display System Information
GET https://XXX.XXX.XXX.xxx/sysInfo

Display General System Setting
GET https://XxXx.xxx.xxx.xxx/miscCfg

Edit Chassis Name / Key Press Timeout
PUT https://XxXx.xxx.xxx.xxx/miscCfg

Body Syntax Example

{"chassisName":"NewChassisName", "keyPressTimeout":"60"}

Note: Key press timeout range 60-3600 seconds.

Display Authentication
GET https://XxXx.xxx.xxx.xxx/authentication

Enable Primary TACACS
PUT https://XxXx.xxx.xxx.xxx/authentication

Body Syntax Example

{"local":true,"tacacs":{"on":true,"server":"192.168.1.166","secret":"xyz","timeout":"5
"1,"tacacs2":{"on":false,"server":"10.10.10.200","secret":"xyz","timeout":"5"}}

Disable Primary TACACS
PUT https://XxXx.xxx.xxx.xxx/authentication

Body Syntax Example

{"Tocal":true,"tacacs":{"on":false,"server":"192.168.1.166","secret":"xyz","timeout":"
5"},"tacacs2":{"on":false,"server":"10.10.10.200","secret":"xyz","timeout":"5"}}

Garland Technology | 716.242.8500 | garlandtechnology.com/support
Copyright © 2024 Garland Technology, LLC. All rights reserved. 10



http://www.garlandtechnology.com/support
http://www.garlandtechnology.com/support

> .
GARLAND Restful APl Guide

T E C H N O L O G Y

See every bit, byte, and packet® P10GXXBPE | 4.29.12

Enable Secondary TACACS

PUT https://xxX.xxx.xxx.xxx/authentication

Body Syntax Example

{"local":true,"tacacs":{"on":false,"server":"10.10.10.200","secret":"xyz","timeout":"5
"},"tacacs2":{"on":true,"server":"192.168.1.173","secret":"richardsonl","timeout":"5"}

}

Disable Secondary TACACS
PUT https://XxXx.xxx.xxx.xxx/authentication

Body Syntax Example

{"Tocal":true,"tacacs":{"on":false,"server":"10.10.10.200", "secret":"xyz","timeout":"5
"},"tacacs2":{"on":false,"server":"192.168.1.173","secret":"richardsonl", "timeout":"5"

3}

Display Privilege
GET https://xxx.xxx.xxx.xxx/availablePrivileges

Display Group
GET https://XXX.XXX.XXX.XXX/groups

Create Group
POST https://XXX.XXX.XXX.XxXX/groupAdd

Body Syntax Example

{"name": "NewGroup","privileges":["AAA","USR","DTC","DTV","EXC","IPC","IPV","LGC",
IILGVII s "MIS" , "PBC" s " PBVII , "PTC" , " PTVII , "RBT" , l'TPC” , "TPV" , |'UPGII s "ADM"] }

Note: Privileges may be added or removed as desired.

AAA  authentication, authorization, account
ADM  user administrator

DTC date, time, ntp configuration

DTV  date, time, ntp view

EXC  export/import

IPC maintenance network ip configuration
IPV maintenance network ip view

LGC  syslog, snmp configuration

LGV  syslog, snmp view
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MIS miscellaneous

PBC  packet broker configuration
PBV  packet broker view

PTC  port configuration

PTV  port view

RBT  chassis reboot

TPC  tap config

TPV  tap view

UPG software field upgrade
USR  account configuration

Modify Group
POST https://XXX.XXX.XXX.Xxx/groupChange

Body Syntax Example

{"name" : "NewGroup","privileges":["mMIS","PBC","PBV","PTC"],"0oldName" : "NewGroup"}

Delete Group
POST https://XxXX.XXX.XXX.xXxx/groupbelete

Body Syntax Example

LERNE 1]

{“name” : "NewGroup”}

Display User
GET https://XXX. XXX . XXX .xxx/userAll

Create User
POST https://XxX.Xxx.xxx.xxx/userAdd

Body Syntax Example

{"username":"NewUser", "password":"NewUserpPw","group":"NewGroup"}

Change User Password
POST https://XXX.XXX.XxX.xxx/userchange

Body Syntax Example

{"username" :"User123","password":'"NewPw","group":"Group","oldusername":"Userl123"}
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Delete User

POST https://XXX.XXX.XXX.xxx/userDelete

Body Syntax Example

{"username": "NewUser"}

Display Network Setting
GET https://XXX.XXX.XXX.XxX/maintNetwork

Display Date & Time
GET https://xxX.Xxx.xxx.xxx/dateTime

Display Time Zone
GET https://XxX.XXX.XXX.XxX/timezones

Enable NTP No Authentication
PUT https://xxX.Xxx.xxx.xxx/dateTime

Body Syntax Example

{"timezone":"America/Chicago"”,"ntp":{"on":true, "ipAddress":"192.168.1.132","authentica
tion":"none","authsym": {"keynum":"1","keytype":"MD5","key":"key"}}, "date":"5/30/2024",
"ntpStatus":"off","time":"10:51"}

Enable NTP Authentication
PUT https://XxXX. XXX .xXxx.xxx/dateTime

Body Syntax Example

{"timezone":"America/Chicago","ntp":{"on":true,"ipAddress":"192.168.1.132","authentica
tion":"symmetric", "authsym": {"keynum":"1","keytype":"md5", "key": "%M5zLv16t~/CT\"D<II3"
"}3},"date":"5/30/2024" ,"ntpStatus":"off","time":"10:52"}

Disable NTP
PUT https://XxxX.Xxx.xxx.xxx/dateTime

Body Syntax Example

{"timezone":"America/Chicago"”,"ntp":{"on":false, "usePool":false,"ipAddress" :"xxx.xxx.X
xx.xxx"},"date":"2/10/2021","time" :"15:33"}
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Set Date/Time Manually
PUT https://XXX. XXX .XxXx.xxx/dateTime

Body Syntax Example

{"timezone":"America/Chicago”,"ntp":{"on":false, "ipAddress":"127.0.0.1","authenticatio
n":"none","authsym": {"keynum":"1", "keytype":"MD5", "key":"key"}},"date":"5/30/2024","nt
pStatus":"off","time":"11:26"}

Set Network Setting
PUT https://XxX. XXX .xxXX.xxx/maintNetwork

Body Syntax Example

{"ipv4Enable":true, "loadedSs1CertUsed":false,"sslCertLoaded":false,"address":"192.168.
1.28/24","mask":"255.255.255.0","gateway":"192.168.1.1","ipv6Enable":false, "ipvb6Addres
s":"" "ipvbeGateway":"","currentIpv4Address":"192.168.1.28","currentIpv6Address":""}

Display Syslog
GET https://xxx.xxx.xxx.xxx/syslogCfg

Enable Syslog
PUT https://xXxx.xxx.xxx.xxx/syslogCfg

Body Syntax Example

{"on":true,"useUnitIid":false,"unitId":"0","ipAddress":"xxx.xxx.xxx.xxx","protocol":"UD
PII , "port" : II514II}

Syslog Test
POST https://XXX.XXX.XXX.XxX/syslogTest

Disable Syslog
PUT https://xxx.xxx.xxx.xxx/syslogCfg

Body Syntax Example

{"on":false,"useunitid":false,"unitid":"0", "ipAddress" :"xxx.xxx.xxx.xxx","protocol":"u
DPII s llportll : ll514||}

Display SNMP
GET https://XXX.XXX.XXX.XxX/snmpCfg
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Enable SNMPv2rw
PUT https://XXX.XXX.XXX.XxXX/snmpCfg

Body Syntax Example

{"on":true,"accesspPort":"161","trapPort":"162","trapIpAddress" : " xxx.xxx.xxx.xxx","v3us
er":"userl1234","v3authType":"MD5","v3authPass":"auth1234","v3privPass" :"priv1234","v3p
riveProt":"DES","communityPassword":"public", "mode":"v2rw"}

Enable SNMPv3 MD5/DES
PUT https://XxXX.xXxXX.xXxXX.xxX/snmpCfg

Body Syntax Example

{"on":true,"accesspPort":"161","trapPort":"162","trapIpAddress" :"xxx.xxx.xxx.xxx","v3us
er":"user1234","v3authType":"MD5","v3authPass":"auth1234","v3privPass" :"priv1234","v3p
rivProt":"DES","communityPassword":"public","mode":"v3"}

Enable SNMPv3 SHA/AES
PUT https://XxXX.xXxXX.xXxXX.xxX/snmpCfg

Body Syntax Example

{"on":true,"accesspPort":"161","trapPort":"162","trapIpAddress" :"xxx.xxx.xxx.xxx","v3us
er":"userl234","v3authType":"SHA","v3authPass":"auth1234","v3privPass" :"priv1234","v3p
riveProt":"AES","communityPassword":"public","mode":"v3"}

SNMP Test

POST https://XXX.XXX.XXX.XXX/snmpTest
Disable SNMP

PUT https://XxXX. XXX . XXX .xxX/snmpCfg

Body Syntax Example

{"on":false,"accessPort":"161","trapPort":"162","trapIpAddress": "xxx.xxx.xxx.xxx","v3u

ser":"user","v3authType":"MD5", "v3authPass":"authl1234","v3privPass":"provl234","v3priv
Prot":"DES", "communityPassword":"gtpublic", "mode":"v2rw"}

Reboot
POST https://XXX.XXX.XXX.XXX/reboot
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Set Mode
Bypass

PUT https://xxx.xxx.xxx.xxx/fourPortMode

Body Syntax Example
{"mode" : "bypass"}

Span
PUT https://xXxx.xxx.xxx.xxx/fourPortMode

Body Syntax Example

{"mode" :"spanl"}

Span (Packet Inject)
PUT https://xxx.xxx.xxx.xxx/fourPortMode

Body Syntax Example

{"mode" :"span2"}

Breakout
PUT https://xXxx.xxx.xxx.xxx/fourPortMode

Body Syntax Example

{"mode" :"breakout"}

Filter
PUT https://xxx.xxx.xxx.xxx/fourPortMode
Body Syntax Example

{"mode":"filter"}

Aggregate
PUT https://xxx.xxx.xxx.xxx/fourPortMode

Body Syntax Example

{"mode":"aggregate"}
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Filter Tap

PUT https://xXxx.xxx.xxx.xxx/fourPortMode

Body Syntax Example

{"mode":"filtertap"}

Bypass Filter
PUT https://xXxx.xxx.xxx.xxx/fourPortMode

Body Syntax Example
{"mode" : "bypassfilter"}
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Bypass Mode

Display Bypass Taps Options (Heartbeat Setting)
GET https://xXxx.xxx.xxx.xxx/gettapoptions

Modify Bypass Taps Options (Heartbeat Setting)
PUT https://Xxx.xxx.xxx.xxx/settapoptions

Body Syntax Example
{"hbPacketwindow":10, "hbPersecond":10}

Note: No. of Lost Heartbeat Packets, 10-100 / Heartbeats per Second, 10-100.

Display Bypass Tap Configuration
GET https://XXX.XXX.XXX.XxXX/tapGet

Modify Tap Configuration
PUT https://XxXX.XXX.XXX.XxXX/tapPut

Body Syntax Example

{"gt-

taps":[{"forceBypass":"false","forceInline":"false","fosFailMode": "open","1fpEnable":"
true","reverseBypass':"false","tapbDescription":"","tapElements":[{"description":"eleme
nt","isGroup":"false","monitorPortse":[], "monitorPortsi”:[],"portA":"1","portB":"1"}, {
"description":"element","isGroup":"false","monitorPortse":[], "monitorPortsi":[],"portA
":"3"  "portB":"4"},{"description":"element", "isGroup":"false", "monitorPortse":[], "moni

torPortsI":[],"portA":"2","portB":"2"}]1}1}

Display Port Configuration
GET https://XxXx.xXxXx.xxx.xxx/portConfigGet
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Modify Port Configuration
PUT https://XxXX. XXX .xXxx.xxx/portConfigPut

Body Syntax Example

{"ports":[{"portNumber":"1","speedSet":"10G", "mode":"normal","description":"port
description”,"sfpvendorpPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagStrip":"0","split":"N0"}, {"portNumber":"2","speedset":"
10G", "mode" :"normal","description":"port description”,"sfpvendorPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagsStrip":"0","split":"N0"}, {"portNumber":"3", "speedset":"
10G", "mode":"normal","description":"port
description"”,"sfpvendorpn":"","vlanidTagAadd":"0","vlanIdTagstrip":"0","split":"N0"}, {"

portNumber":"4" "speedset":"10G", "mode" :"normal", "description":"port
description"”,"sfpvendorpn":"","vlanidTagAdd":"0","vlanIidTagstrip":"0","split":"N0"}]1}

Note: Whenever modifying a port(s) all ports must be included in the body syntax.

Display Port Availability
GET https://Xxx.xxx.xxx.xxx/portAvailability

Display Port Statistics
GET https://XXX.XXX.XXX.XxXX/portCounterGget

Clear Port Statistics
PUT https://XXX.XXX.XXX.XxXX/portCountercClear

Garland Technology | 716.242.8500 | garlandtechnology.com/support
Copyright © 2024 Garland Technology, LLC. All rights reserved. 19



http://www.garlandtechnology.com/support
http://www.garlandtechnology.com/support

GARLAND Restful API Guide
See every bit, byte, and packet® P10GXXBPE | 4.29.12
Span Mode

Display Port Configuration
GET https://XXX.XXX.XXX.xxx/portConfigGet

Modify Port Configuration
PUT https://XxXX. XXX .xXxx.xxx/portConfigPut

Body Syntax Example

{"ports":[{"portNumber":"1","speedSet":"10G", "mode":"normal","description":"port
description","sfpvendorpPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagStrip":"0","split":"N0"}, {"portNumber":"2","speedset":"
10G", "mode" :"normal","description":"port description”,"sfpvendorPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagsStrip":"0","split":"N0"}, {"portNumber":"3", "speedset":"
10G", "mode":"normal","description":"port
description”,"sfpvendorpn":"","vlanidTagAadd":"0","vlanIdTagstrip":"0","split":"N0"}, {"

portNumber":"4", "speedset":"10G", "mode" :"normal", "description":"port
description"”,"sfpvendorpPn":"","vlanidTagAdd":"0","vlanIidTagstrip":"0","sp1it":"N0"}]1}

Note: Whenever modifying a port(s) all ports must be included in the body syntax.

Display Port Availability
GET https://XXX.XXX.XXX.xXxX/portAvailability

Display Port Statistics
GET https://XxX.XxXx.XXX.xxx/portCounterGet

Clear Port Statistics
PUT https://XxXX.xXxXX.xXxXX.xxx/portCountercClear
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Span Packet Inject Mode

Display Port Configuration
GET https://XxXx.xXxXx.xxx.xxx/portConfigGet

Modify Port Configuration
PUT https://XxXX. XXX .xXxx.xxx/portConfigPut

Body Syntax Example

{"ports":[{"portNumber":"1","speedSet":"10G", "mode":"normal","description":"port
description"”,"sfpvendorpPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagStrip":"0","split":"N0"}, {"portNumber":"2","speedset":"
10G", "mode" :"normal","description":"port description”,"sfpvendorPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagStrip":"0","split":"N0"}, {"portNumber":"3", "speedset":"
10G", "mode" :"normal","description":"port
description”,"sfpvendorpn":"","vlanidTagAadd":"0","vlanIdTagstrip":"0","split":"N0"}, {"

portNumber":"4", "speedset":"10G", "mode" :"normal", "description":"port
description"”,"sfpvendorpn":"","vlanidTagAdd":"0","vlanIidTagstrip":"0","sp1it":"N0"}]1}

Note: Whenever modifying a port(s) all ports must be included in the body syntax.

Display Port Availability
GET https://XxXx.xxx.xxx.xxx/portAvailability

Display Port Statistics
GET https://XXX.XXX.XXX.XxXX/portCounterGet

Clear Port Statistics
PUT https://XXX.XXX.XXX.XxXX/portCountercClear
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Breakout Mode

Display Port Configuration
GET https://XxXx.xXxXx.xxx.xxx/portConfigGet

Modify Port Configuration
PUT https://XXX.XXX.XXX.xxx/portConfigPut

Body Syntax Example

{"ports":[{"portNumber":"1","speedSet":"10G", "mode":"normal","description":"port
description","sfpvendorpPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagStrip":"0","split":"N0"}, {"portNumber":"2" 6 "speedset":"
10G", "mode" :"normal","description":"port description"”,"sfpvendorPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagStrip":"0","spTit":"N0"}, {"portNumber":"3", 6 "speedset":"

10G", "mode" :"normal","description":"port

description”,"sfpvendorpPn":"","vlanidTagAdd":"0","vlanIdTagstrip":"0","spTlit":"N0"}, {"

portNumber":"4" "speedset":"10G", "mode" :"normal", "description":"port

description”,"sfpvendorpPn":"","vlanidTagAdd":"0","vlanIdTagstrip":"0","sp1it":"N0"}]}

Note: Whenever modifying a port(s) all ports must be included in the body syntax.

Display Port Availability
GET https://XXX.XXX.XXX.xxx/portAvailability

Display Port Statistics
GET https://XXX.XXX.XXX.XxXX/portCounterGet

Clear Port Statistics
PUT https://XxXX.xXxXX.xXxX.xxx/portCounterclear
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Filter Mode

Display Packet Broker Configuration
GET https://xxx.xxx.xxx.xxx/pbConfig

Display Filter Template
GET https://Xxx.xxx.xxx.xxx/filtTemplates

Create Filter Template
POST https://xxx.xxx.xxx.xxx/filterTempTlateAdd

Body Syntax Example

{"name":"Example","description":"","enabled":true,"filterType":"PASSBY","srcMac":"","s
rcMacMask" :"ff:ff:ff:ff:ff:ff","dstmac":"","dstMacMask" :"ff:ff:ff:ff:ff:ff","etherType
"M "srcIp”:"10.10.10.10", "srcIpMask":"255.255.255.255", "dstIp":"", "dstIpMask":"255.2
55.255.255","srcIp6":"","srcIpbMask" :"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","dstIp6
""" "dstIp6Mask":"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","innervlanid":"", "outervia
nid":"","dscp":"","ipProtocol":"","14SrcStartPort":"","14SrcendPort":"","T14DstStartPor
t":"","14DstEndPort":"","egressFilterpPort":""}

Note: The filter type may be PASSALL, PASSBY or DENYBY.

Modify Filter Template
POST https://xxx.xxx.xxx.xxx/filterTemplateChange

Body Syntax Example

{"name":"Example","description":"","enabled":true,"filterType":"PASSBY","dstMac":"","d
stMacMask":"ff:ff:ff:ff:ff:ff","srcmac":"","srcMacMask":"ff:ff:ff:ff:ff:ff","etherType
"M "ipProtocol":"","srcIp":"10.10.10.20","srcIpMask' :"255.255.255.255", "dstIp":"","d
stIpMask":"255.255.255.255","14SrcStartPort":"","14DstStartPort":"","14SrcendPort":"",
"14DstEndPort":"","outervlanid":"","innervlanid":"","dscp":"","egressFilterport":"","s
rcIp6":"","srcipéMask" :"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","dstIp6":"", "dstIp6Ma

sk":"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","oTdName": "Example"}
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Delete Filter Template
POST https://xxx.xxx.xxx.xxx/filterTemplateRemove

Body Syntax Example

{"name" :"NewFilterTemp"}

Display Config Map Counts
GET https://xXxx.xxx.xxx.xxx/configMapCounts

Create Config Map / Ingress Filter
POST https://xxx.xxx.xxx.xxx/configMapAdd

Body Syntax Example

{"ToadBalanceGroup":{},"configMap":{"ingressports":["01"],"egress":{"ports":["03"],"tr

unkGroup":""},"name":"","description":"","enabled":true,"ingressFilters": [{"name":"Exa
mple","description":"","enabled":true,"filterType":"PASSBY","srcMac":"","srcMacMask":"
ff:ff:ff:ff:ff:ff","dstmac":"", "dstMacMask" :"ff:ff:ff:ff:ff:ff","etherType":"","srcip"
:"10.10.10.10","srcIpMask":"255.255.255.255", "dstIp":"", "dstIpmask":"255.255.255.255",
"srcIp6":"","srcIp6Mask":"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","dstIp6":"","dstIp6
Mask'":"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","innervlanid":"","outervlanid":"","dsc
p":"","ipProtocol":"","14SrcStartPort":"","14SrceEndPort":"","14DstStartPort":"","14Dst
EndPort":"","egressFilterport":""}1},"egressFilters":{"03":[13}}

Note: Multiple ingress ports, egress ports and ingress filters may be added.

Modify Config Map Priority
POST https://XXX.xxx.xxx.xxx/configMapPriorityEnableChange
Body Syntax Example

[{"name":"cM1","enabled":true}, {"name":"cM2","enabled" :true},{"name":"cmM3","enabled": t
rue}]

Note: String the config maps as shown in the above example. The priority is established highest
to lowest based on the order listed.
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Enable/Disable Config Map
POST https://XXX.xxx.xxx.xxx/configMapPriorityEnableChange

Body Syntax Example

[{"name":"cM1","enabled":true}, {"name":"cM2","enabled":false}, {" name":"cM3","enabled":
true}]

Note: String the config maps as shown in the above example. Config maps may be enabled or
disabled by modifying the “enabled” option true/false, true = enabled, false = disabled.

Delete Config Map
POST https://XXX.XXX.XXX.xxx/configMapRemove

Body Syntax Example
["CMl" , ”CMZ" , HCM3H]

Note: Identify the config map(s) using the “‘name”.

Clear Config Map Counters
POST https://XXX.Xxxx.xxx.xxx/configMapCountsClear

Refresh Config Map Counters
GET https://xxx.xxx.xxx.xxx/configMapCounts

Display Port Configuration
GET https://XxXx.xXxXx.xxx.xxx/portConfigGet
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Modify Port Configuration
PUT https://XxXX. XXX .xXxx.xxx/portConfigPut

Body Syntax Example

{"ports":[{"portNumber":"1","speedSet":"10G", "mode":"normal","description":"port
description”,"sfpvendorpPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagStrip":"0","split":"N0"}, {"portNumber":"2","speedset":"
10G", "mode" :"normal","description":"port description”,"sfpvendorPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagsStrip":"0","split":"N0"}, {"portNumber":"3", "speedset":"
10G", "mode":"normal","description":"port
description"”,"sfpvendorpn":"","vlanidTagAadd":"0","vlanIdTagstrip":"0","split":"N0"}, {"

portNumber":"4" "speedset":"10G", "mode" :"normal", "description":"port
description"”,"sfpvendorpn":"","vlanidTagAdd":"0","vlanIidTagstrip":"0","split":"N0"}]1}

Note: Whenever modifying a port(s) all ports must be included in the body syntax.

Display Port Availability
GET https://Xxx.xxx.xxx.xxx/portAvailability

Display Port Statistics
GET https://XXX.XXX.XXX.XxXX/portCounterGget

Clear Port Statistics
PUT https://XXX.XXX.XXX.XxXX/portCountercClear
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Aggregate Mode

Display Port Configuration
GET https://XxXx.xXxXx.xxx.xxx/portConfigGet

Modify Port Configuration
PUT https://XxXX. XXX .xXxx.xxx/portConfigPut

Body Syntax Example

{"ports":[{"portNumber":"1","speedSet":"10G", "mode":"normal","description":"port
description"”,"sfpvendorpPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagStrip":"0","split":"N0"}, {"portNumber":"2","speedset":"
10G", "mode" :"normal","description":"port description”,"sfpvendorPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagStrip":"0","split":"N0"}, {"portNumber":"3", "speedset":"
10G", "mode" :"normal","description":"port
description”,"sfpvendorpn":"","vlanidTagAadd":"0","vlanIdTagstrip":"0","split":"N0"}, {"

portNumber":"4", "speedset":"10G", "mode" :"normal", "description":"port
description"”,"sfpvendorpn":"","vlanidTagAdd":"0","vlanIidTagstrip":"0","sp1it":"N0"}]1}

Note: Whenever modifying a port(s) all ports must be included in the body syntax.

Display Port Availability
GET https://XxXx.xxx.xxx.xxx/portAvailability

Display Port Statistics
GET https://XXX.XXX.XXX.XxXX/portCounterGet

Clear Port Statistics
PUT https://XXX.XXX.XXX.XxXX/portCountercClear
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Filter Tap Mode

Display Packet Broker Configuration
GET https://xxx.xxx.xxx.xxx/pbConfig

Display Filter Template
GET https://Xxx.xxx.xxx.xxx/filtTemplates

Create Filter Template
POST https://xxx.xxx.xxx.xxx/filterTempTlateAdd

Body Syntax Example

{"name":"Example","description":"","enabled":true,"filterType":"PASSBY","srcMac":"","s
rcMacMask" :"ff:ff:ff:ff:ff:ff","dstmac":"","dstMacMask" :"ff:ff:ff:ff:ff:ff","etherType
"M "srcIp”:"10.10.10.10", "srcIpMask":"255.255.255.255", "dstIp":"", "dstIpMask":"255.2
55.255.255","srcIp6":"","srcIpbMask" :"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","dstIp6
""" "dstIp6Mask":"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","innervlanid":"", "outervia
nid":"","dscp":"","ipProtocol":"","14SrcStartPort":"","14SrcendPort":"","T14DstStartPor
t":"","14DstEndPort":"","egressFilterpPort":""}

Note: The filter type may be PASSALL, PASSBY or DENYBY.

Modify Filter Template
POST https://xxx.xxx.xxx.xxx/filterTemplateChange

Body Syntax Example

{"name":"Example","description":"","enabled":true,"filterType":"PASSBY","dstMac":"","d
stMacMask":"ff:ff:ff:ff:ff:ff","srcmac":"","srcMacMask":"ff:ff:ff:ff:ff:ff","etherType
"M "ipProtocol":"","srcIp":"10.10.10.20","srcIpMask' :"255.255.255.255", "dstIp":"","d
stIpMask":"255.255.255.255","14SrcStartPort":"","14DstStartPort":"","14SrcendPort":"",
"14DstEndPort":"","outervlanid":"","innervlanid":"","dscp":"","egressFilterport":"","s
rcIp6":"","srcipéMask" :"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","dstIp6":"", "dstIp6Ma

sk":"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","oTdName": "Example"}
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Delete Filter Template
POST https://xxx.xxx.xxx.xxx/filterTemplateRemove

Body Syntax Example

{"name" :"NewFilterTemp"}

Display Config Map Counts
GET https://xXxx.xxx.xxx.xxx/configMapCounts

Create Config Map / Ingress Filter
POST https://XXX.XXx.xXxX.xxx/configMapAdd

Body Syntax Example

{"ToadBalanceGroup":{},"configMap":{"ingressports":["01"],"egress":{"ports":["03"],"tr

unkGroup":""},"name":"","description":"","enabled":true,"ingressFilters": [{"name":"Exa
mple","description":"","enabled":true,"filterType":"PASSBY","srcMac":"","srcMacMask":"
ff:ff:ff:ff:ff:ff","dstmac":"","dstMmacMask" :"ff:ff:ff:ff:ff:ff","etherType":"","srcip"
:"10.10.10.10","srcIpMask":"255.255.255.255", "dstIp":"", "dstIpmask":"255.255.255.255",
"srcIp6":"","srcIp6Mask":"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","dstIp6":"","dstIp6
Mask'":"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","innervlanid":"","outervlanid":"","dsc
p":"","ipProtocol":"","14SrcStartPort":"","14SrceEndPort":"","14DstStartPort":"","14Dst
EndPort":"","egressFilterport":""}1},"egressFilters":{"03":[13}}

Note: In the filter tap mode config maps may be made:
Port 1 to Port 3 and/or Port 4
Port 2 to Port 3 and/or Port 4
Multiple ingress filters may be added

Modify Config Map Priority
POST https://XXX.xxx.xxx.xxx/configMapPriorityEnableChange
Body Syntax Example

[{"name":"cM1","enabTled":true}, {"name":"cmM2" ,"enabled":true}, {"name":"cM3","enabled": t
rue}]

Note: String the config maps as shown in the above example. Priority is established from highest
to lowest based on the order listed.
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Enable/Disable Config Map
POST https://XXX.xxx.xxx.xxx/configMapPriorityEnableChange

Body Syntax Example

[{"name":"cM1","enabled":true}, {"name":"cM2","enabled":false}, {" name":"cM3","enabled":
true}]

Note: String the config maps as shown in the above example. Config maps may be enabled or
disabled by modifying the “enabled” option true/false, true = enabled, false = disabled.

Delete Config Map
POST https://XXX.XXX.XXX.xxx/configMapRemove

Body Syntax Example
["CMl" , ”CMZ" , HCM3H]

Note: Identify the config map(s) using the “‘name”.

Clear Config Map Counters
POST https://xxx.xxx.xxx.xxx/configMapCountsClear

Refresh Config Map Counters
GET https://xxx.xxx.xxx.xxx/configMapCounts

Display Port Configuration
GET https://XXX.XXX.XXX.xxx/portConfigGet
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Modify Port Configuration
PUT https://XxXX. XXX .xXxx.xxx/portConfigPut

Body Syntax Example

{"ports":[{"portNumber":"1","speedSet":"10G", "mode":"normal","description":"port
description”,"sfpvendorpPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagStrip":"0","split":"N0"}, {"portNumber":"2","speedset":"
10G", "mode" :"normal","description":"port description”,"sfpvendorPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagsStrip":"0","split":"N0"}, {"portNumber":"3", "speedset":"
10G", "mode":"normal","description":"port
description"”,"sfpvendorpn":"","vlanidTagAadd":"0","vlanIdTagstrip":"0","split":"N0"}, {"

portNumber":"4" "speedset":"10G", "mode" :"normal", "description":"port
description"”,"sfpvendorpn":"","vlanidTagAdd":"0","vlanIidTagstrip":"0","split":"N0"}]1}

Note: Whenever modifying a port(s) all ports must be included in the body syntax.

Display Port Availability
GET https://XxX. XXX .XxXX.xxx/portAvailabiTlity

Display Port Statistics
GET https://XXX.XXX.XXX.XxXX/portCounterGet

Clear Port Statistics
PUT https://XXX.XXX.XXX.XxXX/portCountercClear
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Bypass Filter Mode

Display Bypass Taps Options (Heartbeat Setting)
GET https://xXxx.xxx.xxx.xxx/gettapoptions

Modify Bypass Taps Options (Heartbeat Setting)
PUT https://Xxx.xxx.xxx.xxx/settapoptions

Body Syntax Example
{"hbPacketwindow":10, "hbPersecond":10}

Note: No. of Lost Heartbeat Packets, 10-100 / Heartbeats per Second, 10-100.

Display Bypass Tap Configuration
GET https://XXX.XXX.XXX.XxXX/tapGet

Modify Tap Configuration
PUT https://XXX.XXX.XXX.XxXX/tapPut

Body Syntax Example

{"gt_

taps":[{"forceBypass":"false","forceinline":"false","fosFailMode":"open","1fpEnable":"
true","reverseBypass":"false","tapbDescription":"","tapElements":[{"description":"eleme
nt","isGroup":"false","monitorPortse":[], "monitorPortsI":[], "portA":"1","portB":"1"}, {

"description":"element","gETements":[{"portA":"3","portB":"4"}], " "groupType":"bypassFil

ter","isGroup":"true"}, {"description":"element","isGroup":"false","monitorPortse":[],"
monitorPortsIi":[],"portA":"2","portB":"2"}13}1}

Display Packet Broker Configuration
GET https://xxx.xxx.xxx.xxx/pbConfig

Display Filter Template
GET https://xxx.xxx.xxx.xxx/fiTtTemplates
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Create Filter Template
POST https://Xxx.xxx.xxx.xxx/filterTempTlateAdd

Body Syntax Example

{"name" :"Example","description":"","enabled":true,"filterType":"PASSBY","srcMac":"","s
rcMacMask" :"ff:ff: ff: ff:ff:ff","dstmMac":"", " "dstMacMask" :"ff:ff:ff:ff:ff:ff","etherType
"t "srcIp":tt, "srcIpMask':"255.255.255.255", "dstIp":"10.10.10.10", " "dstIpMask":"255.2
55.255.255","srcIp6":"","srcIpbMask" :"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","dstIp6
""", "dstIpbMask":"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","innervlanId":"","outervia
nid":"","dscp":"","ipProtocol":"","14SrcStartPort":"","14SrcendpPort":"","14DstStartPor
t":"","14DstEndPort":"", "egressFilterprPort":""}

Note: The filter type may be PASSALL, PASSBY or DENYBY.

Modify Filter Template
POST https://xxx.xxx.xxx.xxx/filterTemplateChange

Body Syntax Example

{"name" :"Example","description":"","enabled":true,"filterType":"PASSBY","dstMac":"","d
stMacMask" :"ff:ff:ff:ff:ff:ff","srcmac":"","srcMacMask" :"ff:ff:ff:ff:ff:ff","etherType
"M "ipProtocol":"","srcIp":"","srcIpMask":"255.255.255.255","dstIp":"10.10.10.20","d
stIpMask":"255.255.255.255","14SrcStartPort":"","14DstStartPort":"","14SrceéndPort":"",
"14DstEndPort":"","outervlanid":"","innervlanid":"","dscp":"","egressFilterpPort":"","s
rcIp6":"","srcip6bMask" :"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","dstIp6":"", "dstIp6Ma

sk":"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","oTdName":"Example"}

Delete Filter Template
POST https://xxx.xxx.xxx.xxx/filterTemplateRemove

Body Syntax Example

{"name" :"NewFilterTemp"}

Display Config Map Counts
GET https://xXxx.xxx.xxx.xxx/configMapCounts
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Create Config Map / Ingress Filter
POST https://XXX.XxXx.xxX.xxx/configMmapAdd

Body Syntax Example

{"ToadBalanceGroup":{},"configMap":{"ingresspPorts":["01"],"egress":{"ports":["03"],"tr

unkGroup":""},"name":"","description":"","enabled":true,"ingressFilters": [{"name":"Exa
mple","description":"","enabled":true,"filterType":"PASSBY","srcMac":"","srcMacMask":"
ff:ff:ff:ff:ff:ff","dstmac":"","dstMacMask":"ff:ff: ff:ff:ff:ff","etherType":"","srcip"
:"10.10.10.10","srcIpMask":"255.255.255.255", "dstIp":"", "dstIpmask":"255.255.255.255",
"srcIp6":"","srcIp6bMask":"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","dstIp6":"","dstIp6
Mask":"FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF.FFFF","innervlanid":"","outervlanid":"","dsc
p":"","ipProtocol":"","T14SrcStartPort":"","14SrceéndPort":"","14DstStartPort":"","14Dst
EndPort":"","egressFilterport":""}1},"egressFilters":{"03":[13}}

Note: In the bypass filter mode config maps may be made:
Port 1 to Port 3
Port 2 to Port 4
Muiltiple ingress filters may be added

Modify Config Map Priority
POST https://xxx.xxx.xxx.xxx/configMapPriorityEnableChange
Body Syntax Example

[{"name":"cM1","enabTled":true}, {"name":"cmM2" ,"enabled":true}, {"name":"cM3","enabled": t
rue}]

Note: String the config maps as shown in the above example. Priority is established from highest
to lowest based on the order listed.

Enable/Disable Config Map
POST https://xxx.xxx.xxx.xxx/configMapPriorityEnableChange

Body Syntax Example

[{"name":"cM1","enabTled":true}, {"name":"cM2" ,"enabled": false}, {"name":"cM3","enabled":
true}]

Note: String the config maps as shown in the above example. Config maps may be enabled or
disabled by modifying the “enabled” option true/false, true = enabled, false = disabled.
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Delete Config Map
POST https://XXX.XXx.XXX.xxx/configMapRemove

Body Syntax Example
[llCMlll , "CMZ” , ||CM3||]

Note: Identify the config map(s) using the “‘name”.

Clear Config Map Counters
POST https://xxx.xxx.xxx.xxx/configMapCountsClear

Refresh Config Map Counters
GET https://xxx.xxx.xxx.xxx/configMapCounts

Display Port Configuration
GET https://XXX.XXX.XXX.xxx/portConfigGet

Modify Port Configuration
PUT https://XxXX. XXX .xXxx.xxx/portConfigPut

Body Syntax Example

{"ports":[{"portNumber":"1","speedSet":"10G", "mode":"normal","description":"port
description"”,"sfpvendorpPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagStrip":"0","split":"N0"}, {"portNumber":"2", "speedset":
10G", "mode" :"normal","description":"port description”,"sfpvendorPn":"FTLX8574D3BCV
","vlanidTagAdd":"0","vlanIdTagStrip":"0","split":"N0"}, {"portNumber":"3", "speedset":"

10G", "mode" :"normal","description":"port

description”,"sfpvendorpn":"","vlanidTagAadd":"0","vlanIdTagstrip":"0","split":"N0"}, {"
portNumber":"4" "speedSet":"10G", "mode":"normal","description":"port
description"”,"sfpvendorpPn":"","vlanidTagAdd":"0","vlanidTagstrip":"0","sp1it":"N0"}]1}

Note: Whenever modifying a port(s) all ports must be included in the body syntax.

Display Port Availability
GET https://XxXx.xxx.xxx.xxx/portAvailability
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Display Port Statistics
GET https://XxXX.XXX.XXX.XxX/portCounterGet

Clear Port Statistics
PUT https://XXX.XXX.XXX.XxX/portCountercClear

Garland Technology | 716.242.8500 | garlandtechnology.com/support
Copyright © 2024 Garland Technology, LLC. All rights reserved. 36



http://www.garlandtechnology.com/support
http://www.garlandtechnology.com/support

	Restful API Basics
	Login
	Display Public Information
	Display Key Press Timeout
	Reset Key Press Timeout (60-3600 seconds)
	Logout
	System
	Display System Information
	Display General System Setting
	Edit Chassis Name / Key Press Timeout
	Display Authentication
	Enable Primary TACACS
	Disable Primary TACACS
	Enable Secondary TACACS
	Disable Secondary TACACS
	Display Privilege
	Display Group
	Create Group
	Modify Group
	Delete Group
	Display User
	Create User
	Change User Password
	Delete User
	Display Network Setting
	Display Date & Time
	Display Time Zone
	Enable NTP No Authentication
	Enable NTP Authentication
	Disable NTP
	Set Date/Time Manually
	Set Network Setting
	Display Syslog
	Enable Syslog
	Syslog Test
	Disable Syslog
	Display SNMP
	Enable SNMPv2rw
	Enable SNMPv3 MD5/DES
	Enable SNMPv3 SHA/AES
	SNMP Test
	Disable SNMP
	Reboot

	Set Mode
	Bypass
	Span
	Span (Packet Inject)
	Breakout
	Filter
	Aggregate
	Filter Tap
	Bypass Filter

	Bypass Mode
	Display Bypass Taps Options (Heartbeat Setting)
	Modify Bypass Taps Options (Heartbeat Setting)
	Display Bypass Tap Configuration
	Modify Tap Configuration
	Display Port Configuration
	Modify Port Configuration
	Display Port Availability
	Display Port Statistics
	Clear Port Statistics

	Span Mode
	Display Port Configuration
	Modify Port Configuration
	Display Port Availability
	Display Port Statistics
	Clear Port Statistics

	Span Packet Inject Mode
	Display Port Configuration
	Modify Port Configuration
	Display Port Availability
	Display Port Statistics
	Clear Port Statistics

	Breakout Mode
	Display Port Configuration
	Modify Port Configuration
	Display Port Availability
	Display Port Statistics
	Clear Port Statistics

	Filter Mode
	Display Packet Broker Configuration
	Display Filter Template
	Create Filter Template
	Modify Filter Template
	Delete Filter Template
	Display Config Map Counts
	Create Config Map / Ingress Filter
	Modify Config Map Priority
	Enable/Disable Config Map
	Delete Config Map
	Clear Config Map Counters
	Refresh Config Map Counters
	Display Port Configuration
	Modify Port Configuration
	Display Port Availability
	Display Port Statistics
	Clear Port Statistics

	Aggregate Mode
	Display Port Configuration
	Modify Port Configuration
	Display Port Availability
	Display Port Statistics
	Clear Port Statistics

	Filter Tap Mode
	Display Packet Broker Configuration
	Display Filter Template
	Create Filter Template
	Modify Filter Template
	Delete Filter Template
	Display Config Map Counts
	Create Config Map / Ingress Filter
	Modify Config Map Priority
	Enable/Disable Config Map
	Delete Config Map
	Clear Config Map Counters
	Refresh Config Map Counters
	Display Port Configuration
	Modify Port Configuration
	Display Port Availability
	Display Port Statistics
	Clear Port Statistics

	Bypass Filter Mode
	Display Bypass Taps Options (Heartbeat Setting)
	Modify Bypass Taps Options (Heartbeat Setting)
	Display Bypass Tap Configuration
	Modify Tap Configuration
	Display Packet Broker Configuration
	Display Filter Template
	Create Filter Template
	Modify Filter Template
	Delete Filter Template
	Display Config Map Counts
	Create Config Map / Ingress Filter
	Modify Config Map Priority
	Enable/Disable Config Map
	Delete Config Map
	Clear Config Map Counters
	Refresh Config Map Counters
	Display Port Configuration
	Modify Port Configuration
	Display Port Availability
	Display Port Statistics
	Clear Port Statistics



